The Last Breaths of Brazil’s Marco Civil?

Artur Pericles L. Monteiro

Platform governance and regulation have been salient political issues in Brazil for
years, particularly as part of Congress’ response to democratic threats posed by
former President Bolsonaro. The question became even more important after the
January §, 2023, attempted insurrection in Brasilia," which many blame on social
media.” This includes the newly installed Lula administration. In a letter read at the
February 2023 UNESCO “Internet for Trust” global conference, the president, now
in his third (nonconsecutive) term in office wrote that the attack on the nation’s seats
of power was “the culmination of a campaign, initiated much before, and that used,
as ammunition, lies and disinformation,” which “was nurtured, organized, and
disseminated through several digital platforms and messaging apps.”® The new
administration has made platform regulation a policy priority, with regulatory and
administrative pushes across the board.

Concerns have also been raised about platforms’ decisions and the policy invest-
ment in the events preceding the 2022 elections and the January 8 attempted
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insurrection,* particularly given the parallels between the January 8th events in
Brazil and the US attempted insurrection on January 6th, 2021, and the apparent
disparity in treatment that each case received from providers such as Meta.”

It is clear Brazil has been a battleground where proposals for platform responsi-
bility have been advanced — and disputed. This chapter seeks to provide an overview
of existing and proposed frameworks and of recent developments that have been
testing the established consensus about related law and policy in Brazil.

6.1 THE CURRENT OVERARCHING FRAMEWORK:
MARCO CIVIL DA INTERNET

Marco Civil da Internet (Marco Civil), often referred to as the Brazilian internet bill
of rights,6 is the main legislation defining platform responsibility. While the nick-
name might suggest otherwise, Marco Civil is an ordinary statute: law no. 12 965/
2014.7 Its drafting process, however, was anything but ordinary, following a years-
long public consultation held online by the Ministry of Justice, which itself made
use of the internet to gather comments and input from numerous civil society
organizations and academics.® Marco Civil was the result of a complex political

+ Meta’s Oversight Board decided on a case that concerned the January 8th events, ruling to
“overturn[] Meta’s original decision to leave up a Facebook video which features a Brazilian
general calling people to ‘hit the streets,” and ‘go to the National Congress and the Supreme
Court.”” See Brazilian General’s Speech (Case 2023-001-FB-UA), OVERSIGHT BOARD.

> “Almost three months from January 8th, Meta has told us very little about its actions in advance
of the attempted insurrection. In fact, we can’t say for certain even what the policy was and
when. As criticized as Meta’s involvement and response to the Jan. 6[,] 2021 insurrection in
Washington, D.C., was, the reaction and publicly-available information on the events in
Brasilia don’t compare.” Artur Pericles Lima Monteiro, Public Comment on Case 2023-001-
FB-UA, on Brazil’s Election and Attempted Insurrection, OVERSIGHT BOARD, 1 (Mar. 23, 2023),
https://osbcontent.s3.cu-west1.amazonaws.com/PC-11022.pdf. See Id., 2—4 (noting Meta made
substantial policy changes in response to the US crisis, including changes to design and
content ranking, and senior executives, including CEO Mark Zuckerberg, were in involved
in announcements, whereas in Brazil the company there as a lack of public communication
and no comparable policy changes).

See, e.g., Carlos Affonso Souza, Fabro Steibel & Ronaldo Lemos, Notes on the Creation and

Impacts of Brazil’s Internet Bill of Rights, 5 THEORY & Prac. LEGTS. 1 (2017).

An unofficial English translation of Marco Civil da Internet was published by the Brazilian

House of Representatives: THE BRAZILIAN CIVIL FRAMEWORK OF THE INTERNET (Fernanda

Belotti Alice trans., 2016), https://bd.camara.leg.br/bd/bitstream/handle/bdcamara/26819/bazi

6

lian_frame-work_%zointernet.pdf.

See Carolina Rossini, Francisco de Brito Cruz & Danilo Doneda, THE STRENGTHS AND
WEAKNESSES OF THE BRAZILIAN INTERNET BILL OF RIGHTS: EXAMINING A HUMAN RIGHTS
FRAMEWORK FOR THE INTERNET, 3—5 (2015), https://www.cigionline.org/sites/default/files/moig_
o.pdf (describing the lead-up to Marco Civil and the public consultation); Francisco Carvalho
de Brito Cruz, Direito, Democracia e Cultura Digital: A Experiéncia de Elaboragao Legislativa
Do Marco Civil Da Internet [Law, Democracy, and Digital Culture: The Experience of the
Legislative Drafting of Marco Civil da Internet] (2015) (MSc dissertation, University of Sdo
Paulo) (on file with the University of Sdo Paulo) (discussing the drafting of Marco Civil from a
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process, which included strong opposition from telecommunication companies,
broadcasters and copyright holders, and law enforcement officials.” It managed to
overcome that formidable resistance and was picked up with renewed energy after
the Snowden revelations showed President Dilma Rousseff was a target of surveil-
lance by US agencies.” Partly because of this unusual constellation of engagement
and participation from a wide range of sectors in Brazilian society, Marco Civil has
been regarded as if possessing a distinct political status.” Proposals for amending the
statute are often met with concern with perturbing the viable consensus codified
into law by Marco Civil.”

Under Marco Civil, platforms, like other internet application providers,' are only
liable for user-generated content if they fail to comply with a court order directing
them to make the content unavailable. This was a response to prior case law, which
reformers saw as incentivizing removal of content whenever a notice was served.
Introduced in the second round of public consultations on the draft bill (i.e., before
the bill was introduced in Congress), this safe harbor went beyond the notice-and-
takedown model that had been featured in the draft,'* itself a departure from a more

policy perspective) (in Portuguese); Paulo Rend da Silva Santarém, O Direito Achado Na Rede:
A Emergéncia Do Acesso a Internet Como Direito Fundamental No Brasil (2010) (MSc
dissertation, University of Brasilia) (on file with the University of Brasilia) (describing the
background, the drafting process and how the public consultation took place).
“T'elecommunication companies fiercely attacked the net neutrality provisions; broadcasters
lobbied against any change that could amount to making copyright more flexible; and public
authorities lobbied for longer data retention periods and reduced safeguards and controls in
their access to users’ data.” Luiz Fernando Marrey Moncau & Diego Werneck Arguelhes, The
Marco Civil Da Internet and Digital Constitutionalism, in The Oxford Handbook of Online
Intermediary Liability 189, 197 (Giancarlo Frosio, ed. 2020).

Souza, Steibel & Lemos, supra note 6, at 11-12; Moncau & Arguelhes, supra note g, at 197.
See, e.g., Nicolo Zingales, The Brazilian Approach to Internet Intermediary Liability: Blueprint
for a Global Regime?, 4 INTERNET PoL’Y REV. 1, 7 (2015), http://policyreview.info/articles/
analysis/brazilian-approach-internet-intermediary-liability-blueprint-global-regime ~ (emphasis
added): “the Marco Civil is known as a ‘constitution for the internet’ in light of its focus on
fundamental rights .. .. While the prioritisation of fundamental rights is not enshrined in a
document with force superior to that of ordinary legislation, as it is usually the case for national
constitutions, the fact that the amendment of the Marco Civil does not require a reinforced
procedure is of secondary importance for our purposes: the symbolic value of this law is
enormous|.]”

RossiNI, CrRuz, & DONEDA, supra note 8, at 7 (citation omitted): “Although there were
compromises, the final approved text was mostly the product of the public, multi-stakeholder
consultation process. Most — although perhaps not all — stakeholders saw it as a uniquely
legitimate piece of law.”

1C

[

Art. 5, VII, Marco Civil, defines internet applications as “a set of functionalities which are
accessible by a terminal connected to the internet.” Contrast internet application providers
with internet service providers, which fall under the definition in art. 5, V, for “internet
connection”: “enabling a terminal to send and receive packets over the internet, by the
assignment or authentication of an IP address.”

Souza, Steibel, & Lemos, supra note 6, at 10-11 (noting that the safe harbor was introduced at
the second round of public consultations).
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88 Artur Pericles L. Monteiro

stringent liability favored in some cases™ and often regarded as flowing from tort law
in Brazil.* Under art. 19 of Marco Civil, upon service of “a specific court order,” an
internet application provider is required to “take the steps” to make the content
unavailable, “within the scope and technical limits of its service.” Such court orders
must include “clear and specific identification” (art. 19, § 2, Marco Civil), which the
Superior Court of Justice has interpreted as requiring that plaintiffs provide URLs
(uniform resource locators)."”

There are two carve-outs to this judicial safe harbor in Marco Civil itself:
copyright claims and nonconsensual intimate content. Nonconsensual intimate
content operates under a notice-and-takedown model, though one provided expli-
citly by Marco Civil. Internet application providers are liable for harms resulting
from such content if they fail to diligently make it unavailable “within the scope and
technical limits of its service,” as provided by art. 21, Marco Civil, which also
requires the notice to include information that enables the “specific identification”
of the infringing content, in addition to verification that the request is legitimate
(i.e., is made, or authorized, by the victim).

Copyright claims were excluded from the general framework established in art. 19
to overcome the gridlock blocking Marco Civil from advancing in Congress because
of intense lobbying from copyright holders.”® As Marco Civil was debated around
the same time copyright reform was a hot topic, the applicable regime was deferred
to a later time. That reform never came, however, so the interim rule included in
Marco Civil applies to this day. Under art. 31, liability for copyright infringement
resulting from user-generated content follows the Copyright Act (law no. 9.610/
1998). Courts have still not settled on what the 1998 statute entails for online
intermediaries but have leaned toward “the adoption of a notice-and-takedown
regime for copyright infringement, following the model established in the United
States by the Digital Millennium Copyright Act and in Europe by the e-Commerce
Directive.”

Marco Civil seemed stable for many years, despite the fact that the Supreme
Court had a dormant challenge in its docket since 2017.*° After the events of
January 8, 2023, however, the Supreme Court twice announced a date for ruling

1

n

Moncau & Arguelhes, supra note 9, at 193—95 (summarizing those cases as endorsing “a
common rationale: internet platforms should bear the full risks of illegal activities by their
users”).

Anderson Schreiber, Civil Rights Framework of the Internet (BCRFI; Marco Civil Da Internet):
Advance or Setback? Civil Liability for Damage Derived from Content Generated by Third
Party, in Personality and Data Protection Rights on the Internet 241, 249 (Marion Albers & Ingo
Wolfgang Sarlet, eds. 2022) (describing “the theory of notice and takedown” as departing from
“the Brazilian civil liability system”).

7 Clara Iglesias Keller, Policy by Judicialisation: The Institutional Framework for Intermediary
Liability in Brazil, 1 INT'L REv. L., CompuT. TECH. 11 (2020).

Souza, Steibel, & Lemos, supra note 6, at 13.

9 Moncau & Arguelhes, supra note 9, at 200.

* S.T.F.,, Recurso Extraordindrio No.1037396, Relator: Min. Dias Toffoli.

16
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on the challenge. As of December 2023, the case is still pending, but many expect
that the justices would invalidate or at least significantly reduce protections for
providers. This creates pressure for Congress to pass legislation before the Court
takes the question of platform governance for itself.

6.2 LIABILITY BEYOND MARCO CIVIL

Marco Civil governs civil liability for user-generated content and on its own terms
does not cover other kinds of liability, such as criminal liability. Generally, failure to
comply with a court order can lead to charges for noncompliance with a legal order
issued by an official (including a court), which, under art. 330 of the Criminal
Code, is punishable with imprisonment of up to six months. Prosecution for
noncompliance with removal orders is rare. In 2012, a Google executive was arrested
in connection with an order to take down a YouTube video,” but this was before
Marco Civil went into effect. Noncompliance charges when platforms fail to
provide data requested by courts are not unheard of, but also not common.
A Facebook vice president was held in custody for about twenty-four hours in
2016 when WhatsApp did not provide data a court was seeking.”

In general, criminal legislation does not specify liability for online intermediaries
or platforms, but scienter requirements applicable to most criminal offenses in
Brazil prevent providers from being held liable for criminal content shared by third
parties. Child safety legislation does establish a regime for provider liability for child
sexual abuse material (CSAM), adopting a notice-and-takedown regime.” “In
practice, this means that service providers must respond to takedown notices to
avoid criminal liability under [child safety legislation].”**

6.2.1 Electoral Law

Electoral law was also interpreted as not directly affected by Marco Civil, and indeed
even after its entry into force electoral courts in Brazil sometimes held providers
liable for infringements upon notice served by the affected person, party, or coali-
tion.” This was both the result of interpreting electoral legislation and of courts

21

T. C. Sottek, Google Executive Arrested in Brazil as the Company Resists Orders to Freeze
Political Speech on YouTube, THE VERGE (Sept. 26, 2012), https://www.theverge.com/2012/9/26/
3413476/google-brazil-you-tube-arrest.

Brad Haynes, Facebook Executive Jailed in Brazil as Court Seeks WhatsApp Data, REUTERS
(Mar. 1, 2016), https://www.reuters.com/article/us-facebook-brazil-idUSKCNoW34WE.

22

2

o

See art. 241-A of law no. 8.069/1990, the main act for the protection of minors in Brazil.
Moncau & Arguelhes, supra note 9, at 201.

Francisco Brito Cruz, Novo Jogo & Velhas Regras 337-39 (2019) (describing the disputes
surrounding intermediary liability for electoral law infringements).

24
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issuing regulation.*® More recently, however, both electoral legislation and its
regulation have been adjusted to follow the judicial safe harbor found in Marco
Civil.*”

6.2.1.1 The 2022 Elections and Eleventh-hour Changes

In the most recent presidential elections, while that model was kept in place, the
Superior Electoral Court enacted a resolution after the first round and just ten days
before the runoff, which it described as aiming to bring more effectiveness to
combating electoral dis- and misinformation. When proposing the resolution,
Justice Alexandre de Moraes, who had taken office as the court’s president in late
August 2022, cited a 47 percent increase in “disinformation reports sent to digital
platforms” in the twelve days following the first round.®

Under resolution no. 23714/2022 (art. 2), “platforms™ are required to take down
content within two hours when so ordered by the Superior Electoral Court; non-
compliance triggers substantial fines (up to 150,000 Brazilian Reais — over 100 times
the minimum wage). The same rules apply for takedown orders against accounts
and channels found to be engaged in “systematic generation of disinformation,”
defined as “persistent publication of false or decontextualized information” (art. 4).
Previously, orders had to be complied within twenty-four hours, unless exceptional
circumstances warranted a tighter deadline (art. 38, § 4, resolution no. 23610/2019).
The president of the Superior Electoral Court was also given authority to act sua
sponte. Under art. 3 of resolution no. 23714/2022, the president can issue removal
orders for any content found to be identical to content previously ruled illegal by the
Court. Further, the president is empowered to order the temporary ban (for up to
twenty-four hours) of a platform after “repeated noncompliance” (art. 5) with orders
on the basis of the resolution.

Records of proceedings based on resolution no. 23714/2022 have been sealed, so a
full accounting of its impact cannot be established as of now. A few non-sealed
records show that a department within the electoral court, AEED (Assessoria
Especial de Enfrentamento a Desinformagdo, roughly the Special Unit for

26 Under the Brazilian Constitution, electoral courts in Brazil discharge “all powers related to the
electoral process”™ “in addition to deciding electoral cases and controversies (rule adjudica-
tion), the electoral justice system organises all elections in Brazil (rule application) and has
broad regulatory powers (rulemaking).” Virgilio Afonso da Silva, The Constitution of Brazil:
A Contextual Analysis 72 (2019).

*7 Francisco Brito Cruz et al., Direito Digital Na Era Eleitoral 112 (2017) (noting that as of 2017 the

Marco Civil model was adopted by electoral legislation).

T.S.E., Processo Administrativo No. 0601570-94.2022.6.00.0000, Relator: Min. Alexandre de

Moraes, 20.10.2022, 3, Didrio da Justica Eletronico (Tribunal Superior Eleitoral) [D.J.E.

(T.S.E.), 24.10.2022.

9 The resolution does not define “platforms.” Telegram, a messaging app, received an order on
the basis of the resolution, as did Facebook, Instagram, Twitter, YouTube, WhatsApp, Gettr,
Kwai, and LinkedIn.
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Combatting Disinformation), was charged with social media monitoring and pre-
senting the president with a proposal for action under the resolution. In late October
2022, before the runoff, the department compiled a list of over 200 links to social
media posts (on Facebook, Instagram, Kwai, Telegram, TikTok, Twitter, and
YouTube), grouped under “narratives” (e.g., “unspecified or generalized fraud,” or
“video points to 55% of the vote for one of the candidates and claims TSE mistake”),
alongside engagement figures for the content and the following count for the
account. Justice de Moraes issued an order for the removal of only part of the list
prepared by the department, 135 URLs in total, which either garered more than
500 engagements or were posted by users with followings larger than 5,000. In an
indication of what the president interpreted as “identical content” for the purposes
of art. 3 authority to issue sua sponte removal orders — such order suggests it need not
be the same material (i.e.video, image, or text), and perhaps not even the same
allegations previously adjudicated by the Court.?® A different report submitted by the
AEED instead emphasized that content listed for removal reproduced in total or in
part adjudicated as illegal in two full-court cases it specified. Justice Moraes agreed
and issued the order.?'

It is unclear how long the Court sees the resolution to be in effect. Initially, it
looked like the regulation would be in force only for the 2022 elections. After the
election results were announced, and as Bolsonaro supporters blocked roads in an
effort to prevent Lula from being certified as the president-elect, the AEED submit-
ted a report showing a member of Congress” lower chamber, Carla Zambelli, using
social media to commend truck drivers who blocked major highways and to reshare
videos of road blocks. This led to an order for the blocking of her social media
accounts, which was followed by a further order directed at dozens of other accounts
that had, according to the Court’s finding, shared like content supporting Zambelli.
This last order included at least two accounts (with substantial followings) that
shared Zambelli’s content to express their disapproval of her conduct. One such
user had been tweeting his support for the Court’s takedown decisions and criticism
against Zambelli and Bolsonaro. Another user used his display name on Twitter to
announce his vote for Lula. The Court eventually rescinded the order against these
accounts in February 2023; the restriction was in effect for three months.>

It is still early to assess the impact of these eleventh-hour changes to electoral
regulation, and a full accounting might not be possible. The Superior Electoral
Court has rejected access to information requests, even on general enforcement
figures, placed by the media.>® We know of at least four orders issued by the

3% T.S.E., Peticio No. 0601776-11.2022.6.00.0000, Relator: Min. Alexandre de Moraes.

3t T.S.E., Peticdo No. 0601772-71.2022.6.00.0000, Relator: Min. Alexandre de Moraes..

3 T.S.E., Peticio No. 0601843-73.2022.6.00.0000, Relator: Min. Alexandre de Moraes.

33 Cf. Renata Galf, TSE Alega Segredo e Nega Dados Sobre Regra Que Ampliou Seus Poderes
Antes Do 2° Turno [TSE Mentions Classified Information and Denies Data On Rule That
Expanded Its Powers Ahead Of Runoff], FoLuA DE S.PAULO (Nov. 12, 2023), hitps://wwwi.folha
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president of the Superior Electoral Court citing the new resolution as a basis; these
orders included content and account takedowns with the two-hour deadline; there
have been no reports of temporary platform bans grounded on resolution 23.714/
2022. A constitutional challenge filed by the prosecutor-general had a request for stay
denied by the Supreme Court, in a g-2 vote; majority opinions emphasized a need to
show deference to the Superior Electoral Court and the importance of curbing
electoral disinformation.3*

63 UNCHARTED WATERS: THE LAW OF CONTENT MODERATION

Marco Civil did not address one of the most important questions for platform
responsibility today: content moderation. Although it does provide safe harbor from
civil liability arising from user-generated content, Marco Civil was not designed to
regulate decisions platforms make when removing, restricting, labeling, or deciding
not to act on content. Content moderation was not a primary concern in the drafting
of Marco Civil; what drove the adoption of the intermediary immunity regime
established in art. 19 of the statute was the risk that platforms would be forced to
remove content to avoid costly damages awards being entered against them by courts
not too protective of freedom of expression.?®

This makes sense given that the 2014 Marco Civil was enacted prior to the turn
toward platform responsibility and away from intermediary liability as the theoretical
framework and regulatory toolkit favored by policymakers since 2015.3° As attention
to the impact of content moderation has grown, however, Marco Civil has had little
to say. The focus on liability has meant it “provides no scrutiny over the vast majority

.uol.com.br/poder/2023/1/tse-alega-segredo-de-justica-e-nega-dados-1-ano-apos-eleicao-sobre-
regra-que-ampliou-poderes.shtml (reporting on the denial of access to information request filed
by the reporter and quoting legal experts who criticized the denial and questioned its legality).

3 See S.TF., Referendo da Medida Cautelar na A¢ao Direta de Inconstitucionalidade No. 7.261,
Relator: Min. Edson Fachin, 26.10.2022, Didrio da Justica [D.J. 23.11.2022].

3 Artur Pericles Lima Monteiro et al., Armadilhas ¢ Caminhos na Regulagdo da Moderagdo de
Contetido [Pitfalls and Paths in Regulating Content Moderation], INTERNETLAB 8 (2021),
https:/www.internetlab.org.br/pt/liberdade-de-expressao/armadilhas-caminhos-moderacao/;
Bruna Martins dos Santos, An Assessment of the Role of Marco Civil’s Intermediary Liability
Regime for the Development of the Internet in Brazil, INTERNET SOCIETY, BRAZIL CHAPTER 27
(2020), https://isoc.org.br//files/Study_on_the_Marco_Civil.pdf (“Marco Civil's focus was on
the issue of the moderation of third-party content and not on the autonomous decisions made
by applications vis-a-vis such content or user behavior in general.”).

36 Giancarlo F. Frosio, Why Keep a Dog and Bark Yourself? From Intermediary Liability to
Responsibility, 26 INT'L J.L. INFo. TECH. 1, 32 (2018) (“Intermediary responsibility has become
the latest trend in online governance. Terminologically first, it is slowly displacing the notion of
intermediary liability. Responsibility of intermediaries is all over the literature and a powerful
slogan for policy-makers.”).
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of online content related disputes,”®” which are not brought before courts. Clara
Keller, a Brazilian scholar, believes this shows how the celebrated internet bill of

rights is insufficient, as it lacks mechanisms “to assure a responsive, transparent and

human rights aware governance framework.”3®

In fact, what Marco Civil’s silence means for content moderation has been
contested. Most have pointed to debates in the public consultation and to legislative
history as clearly establishing that its intermediary liability regime should be read
only as a rejection of a notice-and-takedown model and therefore not as preventing
providers from engaging in content moderation.?

Prior to 2021, this seemed like the settled interpretation of the law. Yet, in 2021,
then-President Bolsonaro adopted provisional legislation*” that endorsed the oppos-
ite interpretation. Fnacted on the eve of Brazil’s Independence Day, when protests
endorsed by the president included calls for ousting and arresting members of the
Supreme Court, the legislation dragged content moderation regulation to the center
of the political crisis in the country.* The explanatory memorandum to the provi-
sional legislation, MP 1068/2021 (which would have amended Marco Civil),
advanced the notion that under Marco Civil much of content moderation was
illegal because it violated users’ free speech rights. The provisional legislation
required social media to limit content moderation to a specified list of illegal
content, which notably did not include misinformation.** The provisional legisla-
tion was quickly rejected by Congress, without ever being advanced to a vote, on the

37 Keller, supra note 17, at 13.
® 1d.

39 SANTOS, supra note 34, at 9 (“The absence of specific provisions with respect to the develop-
ment of content moderation rules by the providers of Internet applications themselves also
indicates that the removal of content is not restricted to the existence of a judicial order, and
the provider may remove content that deliberately breaches its policies and terms of use”);
Keller, supra note 17, at 12 (noting under Marco Civil providers “are free to apply their product
policies through content moderation, i.e. according to their criteria”).

4 Under the Brazilian Constitution, the president has the authority to issue provisional measures,
which are equivalent to statutory law, go into effect immediately, and are then reviewed by
Congress. See AFONSO DA SILVA, supra note 206, at 220-21. Provisional measures cease to have
effect if Congress fails to review them within 6o days (this period may be extended once).
In that case, Congress may pass a resolution regulating the effects of that implicit repeal during
the period it was effective; if Congress fails to pass such a resolution, the provisional measure
applies to facts during its effective period.

See Artur Pericles Lima Monteiro, Brazilians Are Desperately Fighting Against Bolsonaro’s
Digital Tactics, REsT oF WORLD (Dec. 2, 2021), https://restofworld.org/2021/brazil-bolsonaro-
social-media/; Artur Pericles Lima Monteiro, Como Nio Regular a Moderagdo de Contetido:
Ligdes de Uma Tentativa Fracassada [How Not To Regulate Content Moderation: Lessons
From A Failed Attempt|, Liberdade de Expressdo: Um Conceito em Disputa [Freedom of
Expression: A Disputed Concept] 18 (2022).

For a translation of the now-repealed provisional legislation, Artur Pericles Lima Monteiro,
Unofficial English Translation of Brazilian Provisional Measure 1068, on Content Moderation
(2021) (unpublished), https://dx.doi.org/10.2139/ssr1.3922992.
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same night when the Supreme Court enjoined its enforcement.® Yet other courts
have held that Marco Civil precludes content moderation of lawful speech.

Even if that interpretation that outright bars content moderation is rejected, what
rights users have against platforms when their content is removed or otherwise
restricted is far from a settled question. In contrast to US First Amendment
doctrine, which (at least prior to the NetChoice cases) is generally regarded as
granting editorial rights to platforms,* and to an expansive view of the
Communications Decency Act that immunizes platforms from content moderation
decisions generally,* under Brazilian law it would be unusual to claim that plat-
forms have free speech rights — trumping those of users. This is particularly true
given that the Brazilian legal system is generally understood to recognize that
constitutional rights apply horizontally, that is, between individuals and other
persons, not just against the state.#* Marco Civil itself is evidence that users hold
rights, potentially constitutional rights, against providers abridging their freedom of
speech or violating their privacy; contractual provisions infringing on such rights are
“null and void” under art. 8.4

The scope and extent of users’ rights against platforms are not defined; one
possibility would be to view those rights as equivalent to those individuals hold
against the state.** This was arguably the view behind the provisional legislation

4 See Jack Nicas, Bolsonaro’s Ban on Removing Social Media Posts Is Overturned in Brazil, THE
NEW YOrRk TiMES (Sept. 9, 2021), https://www.nytimes.com/2021/09/15/world/americas/brazil-
bolsonaro-social-media-ban.html; See Monteiro, How Not To Regulate Content Moderation,
supra note 41, for a discussion of the grounds adopted by Congress and the Supreme Court in
holding the provisional legislation unconstitutional. A bill with the same language the provi-
sional legislation was introduced by the then President shortly thereafter and has seen little
movement in Congress since.

# See Daphne Keller, Who Do You Sue? State and Platform Hybrid Power over Online Speech

17 (2019), https://www.lawfareblog.com/who-do-you-sue-state-and-platform-hybrid-power-over-

online-speech (noting that First Amendment rights arguments have “carried the day for

platforms in a number of recent cases”). Ashutosh Bhagwat, Do Platforms Have Editorial

Rights?, 1]. FREE SPEECH L. 97, 137-38 (2021) (concluding that “under both extant doctrine

and first principles, social media firms should be entitled to significant First Amendment

‘editorial rights’ to control the content that is carried and highlighted on their platforms”).

Danielle Keats Citron & Benjamin Wittes, The Internet Will Not Break: Denying Bad

Samaritans § 230 Immunity, 86 ForpHAM L. REV. 401 (2017) (describing the development of

the case law, criticizing the immunity as too broad, and advancing language restricting it to

“Good Samaritans”).

See AFONSO DA SILVA, supra note 26, at 116 (discussing the “horizontal effects of fundamental

rights” in Brazil).

47 Indeed, before choosing provisional legislation as the instrument for his attempt at regulating
content moderation, former President Bolsonaro considered issuing an executive order estab-
lishing a similar regime by way of interpreting art. 8 of Marco Civil. See Exposi¢do de Motivos
Interministerial No. 30/2021 [Interministerial Explanatory Memorandum No. 30/2021], para. 8.

# Moncau & Arguelhes, supra note 9, at 210 (“While the MCI states that freedom of expression
will be protected online, it does not explicitly state that private parties must respect internet
users’ freedom of expression to the same extent that state actors are bound. However, in article
19 the MCI seems to at least hint in that direction.”).

4

Vi
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issued by President Bolsonaro — although the provisional legislation did not conform
to constitutional limits on speech regulation,* employed vague and imprecise
concepts,” and would have had the effect of co-opting platforms “to stay on the

»51

government’s good side.”" A second possibility would be to try to reconcile users’

rights with platforms’ by admitting that platforms enact (and enforce) their own
content policies and grant users due process rights, with judicial review of the
justification offered by platforms for content moderation decisions.>* A third possi-
bility would look beyond fairness in content moderation and to constrain the
latitude platforms have in establishing their content policies to restrict protected
speech. Court cases where users seek to have their content or accounts reinstated —
and prevail on their claims — are common,? yet case law has so far not articulated a
theory of users’ free speech rights against platforms, a question that is ordinarily
left unaddressed.

6.3.1 Regulating Content Moderation with Consumer Law

Courts often rely on consumer protection law when deciding content moderation
cases. Consumer protection has a wide scope in Brazilian law. Especially after the
enactment of the 1990 Consumer Protection Code (CDC, after “Cédigo de Defesa
do Consumidor,” law no. 8078/1990), consumer protection had a transformative
impact in the legal system, affecting much of private law, as well as other areas of

49 See Monteiro et al., Pitfalls and Paths in Regulating Content Moderation, supra note 35, at 20
(arguing that carveouts in the provisional legislation that impermissibly disfavored protected
speech, such as nudity).
See Monteiro, How Not To Regulate Content Moderation, supra note 41, at 21—23 (arguing that
vagueness in the categories of content that the provisional legislation specified as eligible for
content moderation violated applicable freedom of expression law, and would fail the legality
test for free speech violations under the American Convention on Human Rights as interpreted
by the Inter-American Court of Human Rights).
> Monteiro, Brazilians Are Desperately Fighting Against Bolsonaro’s Digital Tactics, supra note
41. “Bolsonaro’s legislation entrusted the executive with oversight and enforcement.
Considering how vague and controversial the categories of content listed under the legislation
were, it would effectively enable the government to co-opt social media.” Id. (also noting
Bolsonaro’s record of attempting to prosecute his critics).
>* Matthias C. Kettemann & Anna Sophia Tiedeke, Back up: Can Users Sue Platforms to
Reinstate Deleted Content?, 9 INTERNET POL’Y REV. 11 (2020) (discussing incipient German
case law recognizing platform “house rules” including resulting in content removal, provided
that “deletion is not performed arbitrarily, and users are not barred from the service without
recourse.”).
See Lais Martins, Renata Hirota & Samira Menezes, Niimero de Processos Judiciais Envolvendo
Redes Dispara Em 2020 [Number of Judicial Cases Involving Platforms Skyrockets In 2020],
NUCLEO JORNALISMO (Sept. g, 2021), https://www.nucleo.jor.br/reportagem/2021-09-30-redes-
sociais-processos-justica-aumento/ (reporting on data obtained through freedom of information
requests showing that, in 2020, there were at least 4,100 proceedings where Facebook,
Instagram, Whatsapp, Twitter and, Telegram stand as defendants; note that the cases need
not be about content moderation).
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the law.>* Consumer protection modifies the application of ordinary legal concepts
and provisions, working from the premise that contract law, for example, should apply
differently given the highly asymmetrical character of the relationship between a
consumer and a provider of (consumer) goods and services. Given that this asymmetry
can also be said to be present in the relationship between users and platforms, and
considering that Brazilian courts have long held that consumer protection law should
apply even for services nominally provided free of charge, it is no surprise that courts
have turned to the CDC to adjudicate claims against platforms.

Consumer protection has recently also opened a new avenue for probing content
regulation in court. Prosecutors are allowed to bring consumer protection claims,
including class actions. A civil investigation often precedes the filing of such claims.
In November 2021, a federal prosecutor in Brazil started an investigation into the
content moderation practices of Facebook, Instagram, Telegram, TikTok, Twitter,
and You'Tube, citing misinformation and online violence. The investigation has served
subpoenas to the companies for information on their content policies and enforcement
mechanisms, including the number of employees working with Brazilian users.>

The theory behind the investigation seems to be that platforms are legally liable for
harms resulting from insufficient measures to prevent misinformation, particularly
COVID-related, and violence online, as that violates users’ consumer-protection rights
to accurate information and to safety. The prosecutor states this liability would not be
covered by the Marco Civil safe harbor given that such measures are incumbent on
platforms themselves and do not implicate liability for losses resulting from user-
generated content. Although, as noted, Marco Civil has been interpreted as not
regulating content moderation, the prosecutor has suggested that the “lack of a
minimal content moderation policy” likely “violates constitutional rights.” This read-
ing of the law has yet to be tested in court. Invoking consumer protection legislation
would entail that consumer protection agencies would have authority over platform
content governance. Such agencies often have no insulation from the executive; the
head of the federal agency serves at the pleasure of the president.

6.3.2 School Shootings and Executive Branch Regulation

Indeed, this was the state of affairs in early 2023, when the then justice minister
announced regulation to respond to an outbreak of school shootings,* relying on
the Consumer Protection Code. Under portaria 351/2023, the consumer protection

>+ For a discussion of consumer protection law and contract law, see Ronaldo Porto Macedo,
Relational Consumer Contracts: New Challenges for Brazilian Consumer Law, 12 Soc. &
LEGAL STUD. 27, 32-35 (2003).

>> See Ministério Pablico Federal [M.P.F.], Inquérito Civil Pablico 1.34.001.009969/2021-35.

56 See Lafs Martins & Collin Binkley, Brazil’s School Violence Mirrors US. Its Reaction Doesn’t,
REUTERS (Apr. 23, 2023), https://apnews.com/article/brazil-school-violence-guns-attacks-us-
51832f5603dgf7e9591d660cc086205b.
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department of the justice ministry is empowered to start administrative proceedings
against “social media platforms” (a term not defined in the regulation) for failing to
uphold a “general duty of safety and care with regard to the dissemination of illicit,
harmful and deleterious content, regarding content that encourages attacks against the
school environment or conveys apology or incitement to such crimes or their perpet
rators” (art. 2). It can request that platforms provide information on their efforts to
tackle such content (art. 3), as well as reports on the assessment and mitigation of
systemic risks (art 4). In “extraordinary circumstances,” the ministry can itself order
platforms to adopt “crisis protocols” (art. 7). Additionally, the regulation also creates a
database of such illegal content and notes that hashes may be generated to help in the
identification of infringing content (art. 6). Such database was to be managed by the
department of public safety, which was also given authority to “advise” platforms to
block IP addresses to prevent the creation of new accounts with the same IP address
“where previous illegal activity” was identified (art. 5, § 2).

The new regulation on school violence prompted criticism, including from the
prosecutor overseeing the civil investigation into platforms.>” In Congress, members of
the opposition introduced a resolution (projeto de decreto legislativo 122/2023) that
would rescind the order as ultra vires. The concern voiced by different actors is that
the regulation would allow the government to order content takedowns and regulate
platforms directly. That is generally disallowed under art. 19 of Marco Civil (which
requires “a specific court order” for content restrictions). The ministry sidesteps that by
relying on consumer protection legislation as a source of administrative law authority;
again, Marco Civil textually governs civil liability for user-generated content.

The regulation also raises further concerns with this mode of platform regulation:
lack of transparency in platform-government engagement. Almost a year after the
regulation was passed, the government still has not issued any reports or provided data
on how it used its newly established regulatory authorities. Any access to information
requests were denied access to the systemic risk assessment reports prepared by the
companies and to what sort of information the government directed companies to
provide under art. 3 of the regulation.® Access to case documents was also denied.

The limited information produced in response to the access to information
request suggests that the government did not make full use of the authorities created
by the regulation — even though that does not say much about its engagement with
the platforms, which was kept confidential. The government responded that it had
started proceedings against Meta, Google, Twitter, Telegram, Bytedance, and Kwai.
It also stated that it had not created the hash database under art. 6, while it had
requested the removal of “hundreds of publications, accounts, [and] channels” and

57 See Isabela Cruz, A Responsabilidade Das Redes Diante de Ataques Em Escolas [Social
Networks” Responsibility in the Face of School Attacks], NEx0 (Apr. 13, 2023), https://www
.nexojornal.com.br/expresso/2023/04/13/A-responsabilidade-das-redes-diante-de-ataques-em-
escolas (news article quoting federal prosecutor Yuri Luz).

58 Decisdo do Ministro n® 205/2023 [Minister Decision No. 205/2023].
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shared with platforms “a list of hashtags and the most commonly used images by
suspects so that [platforms] could attempt to automate filtering.” The government
also said that it had not advised platforms to block user IP address under art. 5, § 2,
nor had it created the hash database established by art. 6.

6.4 SCOPE AND JURISDICTIONAL QUESTIONS

Another important point for platform responsibility that is also unsettled concerns
territorial and extraterritorial scope. The relevant provision of Marco Civil is the
subject of an ongoing dispute. It states that any data processing operation shall
comply “with Brazilian legislation and the rights to privacy, to personal data protec-
tion, and to the confidentiality of private communication and of records” (art. 11,
caput, Marco Civil). A further provision specifies that this applies to providers not
incorporated in Brazil if they “offer services to the Brazilian public or at least one
entity in the same business conglomerate is established in Brazil” (art. 11, § 2, Marco
Civil). There are two contrasting views on what this entails for overseas providers,
one more expansionist, the other more restrictive.

The more expansionist interpretation of the scope of Marco Civil featured in a
recent high-stakes case, which led to an order for blocking access to Telegram
nationwide, which was rescinded before it was implemented. Supreme Court
justice Alexandre de Moraes had been unsuccessful in serving the app with orders
directing it to disable accounts and remove content from public channels and to
provide data related to the accounts. The accounts belonged to supporters of
President Bolsonaro who are the targets of an investigation, opened by the
Supreme Court itself, looking into a possible conspiracy to defame members of
the Court and organize attempts to have them forcibly removed. Authorities else-
where had likewise failed to reach Telegram, informally or through legal service.>
Telegram had been sent official notices from the Court through its publicly listed
email accounts but never acknowledged receipt. The Court also served a Brazilian
firm representing the app on intellectual property matters. When all that failed, the
order for the ban of the app until it complied with outstanding orders was entered,

6o

on March 17, 2022.

>9 Janosch Delcker, Germany Takes on Telegram to Fight Extremism, DEuTSCHE WELLE (“In
April 2021, the German government sent two letters to the company’s operational headquarters
in Dubai ... The company never replied.”) (Jan. 19, 2022), https://p.dw.com/p/45kl'o; Morgan
Meaker, Germany Has Picked a Fight with Telegram, WIRED (Feb. 3, 2022), https://www.wired
.com/story/germany-telegram-covid/ (describing how the Germany Federal Office of Justice
had failed to serve Telegram, even after requests for legal assistance to the United Arab
Emirates, where Telegram is incorporated).

Other authorities had discussed similar measures. See Brazil Electoral Court Could Ban
Telegram App for Not Fighting Fake News, REUTERS (Jan. 20, 2022), https://www.reuters.com/
technology/brazil-clectoral-court-could-ban-telegram-app-not-fighting-fake-news-2022-01-20/.

60

Downloaded from https://www.cambridge.org/core. IP address: 18.220.36.166, on 31 Jan 2025 at 01:50:29, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009438636.006


https://p.dw.com/p/45kF0
https://p.dw.com/p/45kF0
https://p.dw.com/p/45kF0
https://www.wired.com/story/germany-telegram-covid/
https://www.wired.com/story/germany-telegram-covid/
https://www.wired.com/story/germany-telegram-covid/
https://www.reuters.com/technology/brazil-electoral-court-could-ban-telegram-app-not-fighting-fake-news-2022-01-20/
https://www.reuters.com/technology/brazil-electoral-court-could-ban-telegram-app-not-fighting-fake-news-2022-01-20/
https://www.reuters.com/technology/brazil-electoral-court-could-ban-telegram-app-not-fighting-fake-news-2022-01-20/
https://www.reuters.com/technology/brazil-electoral-court-could-ban-telegram-app-not-fighting-fake-news-2022-01-20/
https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009438636.006
https://www.cambridge.org/core

The Last Breaths of Brazil's Marco Civil? 99

The Court relied on a Marco Civil provision that subjects noncompliance with
personal data protection provisions of the statute to a range of sanctions, including
suspension and ban of “activities implicating operations falling under art. 11.”
It directed internet service providers to block connections to Telegram and for
Apple and Google to “prevent users from using the app” and remove it from their
respective app stores; all those to whom the order was addressed were given five days
to comply. Surprisingly, even though the order was initially sealed, it also warned
anyone attempting to “technologically circumvent” the ban to carry on “commu-
nicat[ing] with the Telegram [app]” of “criminal and civil liability” and established a
100,000 reais daily fine. This seemed to refer to the use of proxy servers or virtual
private networks (VPNs) to bypass blocking by internet service providers.

None of this was ever implemented because Telegram eventually responded.
On his Telegram public channel, Telegram CEO Pavel Durov cited “an issue with
emails going between our telegram.org corporate addresses and the Brazilian
Supreme Court” and “apologize[d] to the Brazilian Supreme Court for our negli-
gence.” Stating that they had “found and processed” the “takedown request,” Durov
“ask[ed] the Court to consider delaying its ruling for a few days at its discretion to
allow us to remedy the situation by appointing a representative in Brazil and setting
up a framework to react to future pressing issues like this in an expedited manner.”®*
In response, the Court found that Telegram had not complied with all outstanding
orders but gave the app additional time to do so, while it also conditioned lifting the
nationwide ban on the appointment of a local representative. Telegram had also
been ordered to report on “all the steps taken to fight disinformation and fake news.”
After further communication from Telegram, including with the appointment of a
representative, the Court was satisfied Telegram had complied and eventually
rescinded the order.®

The interpretation favored by Justice Moraes in the Telegram ban case contrasted
with that endorsed by another member of the Supreme Court in an ongoing case
connected to the 2016 ban of WhatsApp, which the Supreme Court itself had
stayed.® In ADPF 403, which concerns the constitutionality of blocking messaging
apps, Justice Rosa Weber concluded that sanctions such as those adopted against
WhatsApp in 2016 (and later Telegram, in 2022) went beyond what Marco Civil
provided, which in her view limited the suspension or ban of a provider’s operations
to infringements of provisions related to data protection and the confidentiality of

' Pavel Durov (@Durov), TELEGRAM (Mar. 18, 2022), https://t. me/durov/A8o.

© See Jack Nicas, Brazil Lifts Its Ban on Telegram After Two Days, NEw YORK TIMES (2020),
https:/Awww.nytimes.com/2022/03/20/world/americas/brazil-telegram-bolsonaro.html.

Luciana Magalhies, Brazil’s Supreme Court Lifts Block on WhatsApp, WALL STREET JOURNAL
(2016), https:/Awww.wsj.com/articles/court-orders-block-to-whatsapp-chat-service-in-brazil-
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1468952805; For a discussion of that case and preceding orders blocking access to WhatsApp,
see Jacqueline de Souza Abreu, Disrupting the Disruptive: Making Sense of App Blocking in
Brazil, 7 INTERNET PoL’Y REv. 1 (2018), http://policyreview.info/articles/analysis/disrupting-
disruptive-making-sense-app-blocking-brazil.
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communications. That is, only for violations of users” privacy rights would providers
be subject to a suspension or ban. This represents a narrower view of the extraterri-
torial scope of Marco Civil.

The courts have not discussed what is meant by “offering services to the Brazilian
public” under art. 11, § 2, Marco Civil; although this could be read as any services
accessible by users in Brazil, a similar provision in the European Union’s General
Data Protection Regulation (art. 3(2)) has been interpreted by the European Data
Protection Board as requiring targeting of residents of the EU, for example,
accepting payment in a currency of a EU memberstate, operating under a top-
level domain level of a EU membersstate (e.g., “.de”), or mentioning dedicated
addresses or phone numbers to be reach from an EU country, among other factors.*

While the Supreme Court has not yet addressed the territorial scope of Brazilian
law under art. 11 of Marco Civil, an answer has been suggested in an April
2023 opinion on whether Brazilian officials can directly request data from foreign
providers or must go through mutual legal assistance treaties or other judicial
assistance procedures. The Court argued that when “the specific circumstances of
art. 11 of Marco Civil da Internet and art. 18 of the Budapest Convention [on
Cybercrime]” are present, the data can be requested directly. In obiter dicta, the
rapporteur’s majority opinion takes the view that art. 11 of Marco Civil establishes
that “providers ... must submit to [Brazilian] national legislation,”® implying “all
legislation.” The rapporteur did, however, caveat that art. 11 of Marco Civil would be
addressed directly in ADPF 403 and its sister case, ADI 5527, which are pending.®®

6.5 THE “FAKE NEWS BILL”

In 2020, as the pandemic took over Brazil and many were concerned with COVID-
related mis- and disinformation, including notably from the president’s social
media,%” Congress started considering the “fake news bill,” as Senate bill no. 2630/
2020 came to be known. The bill has changed considerably since it was introduced
and cleared the Senate in July 2020, undergoing two substantive revisions, in late
2021 and early 2023.

%4 See Furopean Data Protection Board, Guidelines 3/2018 on the Territorial Scope of the GDPR
(Article 3) 17-18 (2019), https://edpb.curopa.cufsites/default/files/files/filer/edpb_guidelines_3_
2018_territorial_scope_after_public_consultation_en_1.pdf (describing factors for determining
the extraterritorial scope of the GDPR).

% S.T.F., Acdo Declaratéria de Constitucionalidade No. 12, Relator: Min. Gilmar Mendes, Feb.

23, 2023, 38.

Id. at 2.

See Julie Ricard & Juliano Medeiros, Using Misinformation as a Political Weapon: COVID-19

and Bolsonaro in Brazil, 1 Harv. KENNEDY SCH. MISINFORMATION REV. 3 (2020) (“President

Bolsonaro’s recurring statements about COVID-19 have become one of the main vectors of

misleading content.”); Monteiro, Brazilians Are Desperately Fighting Against Bolsonaro’s

Digital Tactics, supra note 41 (“When the pandemic hit Brazil, Bolsonaro mirrored former

U.S. President Trump’s approach in downplaying the seriousness of Covid-19.”).
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At one point, it would have made disinformation illegal and created a traceability
mandate for messaging apps. From April 2023, the bill was modified to combat
disinformation by curbing the undisclosed use of bots in social media, requiring
disclosure of adverts and boosted content, and increasing transparency over content
moderation. Instead of traceability, the bill would provide for a data preservation
procedure applicable to messaging apps. It would create due process requirements
for content moderation and demand information on content moderation processes
and decisions.

While the 2021 draft was mostly focused on due process, transparency, and self-
regulation, the revised version takes a different approach. Introduced just days before
a vote was to be held on the bill, the April 2023 draft changes the intermediary
liability regime established in Marco Civil, creating secondary liability for harms (a)
resulting from ads or (b) where providers fail to abide by their duty of care obliga-
tions in the duration of crisis protocols.

The duty of care obligations are related to content “that may constitute” several
categories of criminal offenses, including newly introduced crimes against the rule
of law, terrorism, crimes against minors or their apology, and racial discrimination.
It also includes references to violence against women and violations of the public
health law. It is not often clear when the elements of the relevant criminal offenses
are present when it comes to social media content.

Crisis protocols can be activated when systemic risks resulting from a provider’s
services are “imminent,” the provider has been negligent toward such risks, or their
response is deemed insufficient. The protocols can last for thirty days, with thirty-day
extensions possible if there is a “persistence of imminent risks.” Providers will be
given a list of “relevant aspects” that mitigation measures must address, which
suggests they will have to come to decide which measures to adopt themselves.

The bill does not specify any agency for enforcement, which allows the president
to assign to any executive department the powers and delegated regulation estab-
lished by the bill. This includes BRLso million fines “per infringement” and a
temporary suspension from operating in Brazil. The agency that will be responsible
for overseeing the bill was a major point of dispute between the government, the
opposition, and the platforms.

Platforms opposed the bill. Google published a blog post, which it featured just
below the Google Search home search box in Brazil, arguing the bill would give
“broad powers to a governmental body to rule what Brazilians can see on the

»68 Telegram messaged Brazilian users a statement that claimed the bill

internet.
would give “censorship powers to the government.” Both provoked energetic

responses from Supreme Court Justice Alexandre de Moraes, who issued sua sponte

8 Marcelo Lacerda, Como o PL 2630 Pode Piorar a Sua Internet, BLoG GOOGLE BRasIL (Apr. 27,
2023), https://blog.google/intl/pt-br/novidades/iniciativas/como-o-pl-2630-pode-piorar-a-sua-inter
net/.
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orders against them. Google was directed to take down the blog post; Meta and
Spotify were also directed to take down all “ads, texts, and information” referring to
the bill as “the censorship bill” (as its detractors call it) or pay hourly fines of
BRLISO,OOO.69 Telegram, which had messaged Brazilian users with its statement,
was ordered to remove it and to distribute a text prepared by Justice Moraes that
denounced “patent and illicit disinformation” perpetrated by Telegram; failure to
comply would trigger a 72h ban and an initial fine of BRL500,000.7° The companies
complied. At the request of the prosecutor-general, Justice Moraes also launched a
criminal inquiry against Google and Telegram executives, citing crimes against the
rule of law,” among others.”

As of December 2023, the bill was still pending. The government’s congressional
leadership attempted to overcome gridlock by working on another bill, Bill no. 2370/
2019, a proposal for broad copyright reform, to which the “publishers’ rights”
component of the fake news bill would be attached. Under that proposal, providers
would be required to compensate news media for using “journalistic content.”
If providers and media companies failed to agree on terms, the bill would create
mandatory arbitration. That bill also did not advance, however, because of a dispute
on an unrelated copyright question — the compensation streaming services would
owe to artists.”?

6.6 ADDENDUM

As this chapter went to press, X was unavailable in Brazil, as a result of an order
issued by Justice Moraes.” To prevent circumvention, the order initially went as far
as imposing a general ban on the use of VPNs in the country. Moraes subsequently
revised this, but his order still would still fine anyone who used the platform, in a
departure from the principle that court decisions are only binding on the parties.
The order against X was entered over its noncompliance with account takedown

See S.T.F., Inquérito No. 4781, Relator: Min. Alexandre de Moraes, order of May 2, 2023.
Id., order of May 10, 2023. The full text of the statement, since deleted, is transcribed in
the order.

In his order launching the inquiry, Justice Moraes cited art. 359-L of the Criminal Code, which
creates the criminal offense of “attempting, with the use of violence or serious threats, to
abolish the rule of law, by preventing or limiting the discharge of constitutional powers.” See
S.T.F., Inquérito No. 4933, Relator: Min. Alexandre de Moraes, order of May 12, 2023.

Kari Paul, Brazil Receives Pushback from Tech Companies on “Fake News” Bill, GUARDIAN
(May 3, 2023), https:/Avww.theguardian.com/world/2023/may/o3/alphabet-google-fake-news-
law.

See Jodo Gabriel & Thiago Resende, Cdmara Adia de Novo Votagdo de Projeto de Direitos
Autorais diante de Divergéncias [House Postpones Vote On Copyright Bill After
Disagreement], FoLHA DE S.PauLO, August 15, 2023, https://wwwi.folha.uol.com.br/poder/
2023/08/camara-adia-de-novo-votacao-de-projeto-de-direitos-autorais-diante-de-divergencias
.shtml.

~1
w

7 S.T.F., Peti¢do No. 12.404, Relator: Min. Alexandre de Moraes, Order of Aug. 30, 2024.
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orders. The court escalated to a national blocking of the services after X publicly
announced that it would not comply with the takedown commands and closed its
Brazilian offices. When that also impeded service of process to X, Justice Moraes
additionally directed the company to appoint a representative in Brazil, which it did
not. The order blocking X, therefore, identifies as grounds both noncompliance
with account takedown orders and with the appointment of a representative order.
While I cannot at this stage offer a full-fledged discussion of the blocking of X, the
latter point is important as it relates to the discussion of the territorial scope of Marco
Civil (Part IV).

Justice Moraes grounded his order on an interpretation of Civil Code provisions
on foreign companies “operating” in Brazil.”> The order adopts categorical language
when it speaks of the requirement to appoint a representative; it does not cabin its
interpretation to the particular case. Given that, the implication would seem to be
that any internet application provider whose services are available in Brazil must also
appoint a representative. It is unclear whether Justice Moraes would be willing to go
to such an extent. This is a novel interpretation of Brazilian legislation pertaining to
internet application providers. Indeed, Justice Moraes himself did not rely on it even
when he issued the ban on Telegram for essentially the same reasons.”

From that perspective, the X blocking order reveals that Marco Civil might be
eroded even if it is not repealed or held unconstitutional. The protracted questions
about how to construe its territorial application clauses would be made irrelevant.

And it is not just the Civil Code provisions on foreign companies that might
change the framework. Adding to the consumer protection inroads described above,
in 2024, the Justice Ministry’s consumer protection department, Secretaria Nacional
do Consumidor, also announced draft rules on data access for researchers and
transparency reports by platforms.”” Perhaps more importantly, the Superior
Electoral Court issued wide-ranging regulations ahead of the 2024 municipal elec-
tions.” Such regulations seem to recreate a notice-and-takedown regime for certain
categories of content, although there is a push to interpret the language of the
provision (art. 9-E) as requiring a court order. More fundamentally, the rules
introduce a duty of care for “notoriously false or decontextualizing facts” that might
compromise “electoral integrity.” The duty of care provision (art. 9-D) requires
application providers to, at a minimum and among others, adapt their content
policies, publish transparency reports, and conduct risk assessment and mitigation.

75 Art. 1134, caput, Copico Civir [C.C.] [CiviL CobpE].

See supra Part IV.

77 Pedro Nakamura, Senacon cria regras para transparéncia de dados e antincios nas redes
[Senacon Creates Rules for Social Media Data and Ad Transparency], NOCLEO JORNALISMO
(Jul. 31, 2024), https:/nucleo.jor.br/curtas/2024-07-31-senacon-regras-apis-bibliotecas-
plataformas.

T.S.E., Resolugio No. 23.732, de 27 de Fevereiro de 2024, Didrio da Justica Eletronico
(Tribunal Superior Eleitoral) [D.J.E. (T.S.E.) de 4.3.2024.
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6.7 CONCLUSION

Brazil’s Marco Civil was once seen as a model. It was something of a national icon
for which Brazilians took pride. Its main provision on content created an immunity
for providers that was passed in response to findings of liability that were seen as
encouraging overblocking. Like other jurisdictions, Brazil opted for a governance
model that mostly neutralized courts. Now, like other jurisdictions, Brazil is con-
sidering a different approach. While questions about its central provisions remain
unanswered ten years on, the whole edifice might either soon be supplanted by new
legislation or significantly reconfigured by the Supreme Court. Even if it is never
formally repealed, it is already no longer the guiding star it once was for swathes of
Brazilian law. Instead, areas of the law once thought subdued by Marco Civil seem
on the verge of unseating it as a governance model.
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