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under Autocracy
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Digital technologies have transformed the way governments around the world maintain social and political order. However, the
intrusive and often repressive nature of modern political control mechanisms, such as digital surveillance and digital censorship, is
largely concealed from the public and becomes “normalized” by state propaganda, particularly in authoritarian regimes. Engaging
with the political psychology literature on emotion, we examine how citizens respond emotionally to such control when exposed to
relevant revealing information and how these emotions relate to shifts in attitudes toward authoritarian governments. Using a survey
experiment and 50 in-depth interviews conducted in China, we find that exposure to revealing information about digital control
slightly amplifies negative emotions but profoundly reduces positive emotions and significantly undermines public support for
authoritarian digital governance. These effects are more pronounced in the context of digital surveillance than censorship and are
most severe when individuals perceive control measures as personally targeted. Our findings underscore the political-psychological
consequences of digital control, emphasizing the role of emotions in shaping public responses to digital authoritarianism based on

new insights into the affective dimensions of digital repression.
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ontrary to the initial optimism regarding the

democratizing potential of digital technologies,

recent evidence suggests that authoritarian rulers
have harnessed these technologies to strengthen their
rule (Gunitsky 2015; Xiao 2019). They do so, however,
not by intimidating the population through outright
violent repression or indoctrination but through discreet
control and manipulation of information (Guriev and
Treisman 2019). Despite extensive research on the political-
institutional impact of political control via digital technol-
ogies (Beraja et al. 2023; Gohdes 2020; Xu 2021), the
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political-psychological effects on individuals remain largely
underexplored (Tirole 2021; Yang 2018). This study seeks
to enrich current insights into digital authoritarianism by
focusing on the less-researched aspects of emotion, attitude,
and their linkage.! Specifically, we aim to understand
whether and how awareness of the repressive nature of
state-led digital control shapes people’s emotional reac-
tions and attitudes toward such practices and how these
elicited emotions are translated into the formation and
alteration of related political attitudes.?

Studying the inner, emotional experiences of individual
citizens who actually live with everyday practices of digital
control not only sheds light on nonmaterial factors of author-
itarian rule that become “subjectively felt” (Demmelhuber
and Thies 2023; Greene and Robertson 2022); it also helps
inform political scientists about the emotional micro-
foundations (Pearlman 2013) for potential, often unintended
sociopolitical consequences of digital authoritarianism that
are increasingly occurring in politically restrictive contexts
and beyond (Pearson 2024). As we found, emotional pro-
cesses not only reflect how digital control is experienced
subjectively but also capture how individual attitudes toward
state digital practices change (or not) being made aware of the
repressive nature of digital control.
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Our study faced multiple challenges that are partly due
to the authoritarian nature of the regime type of interest
(Ahram and Goode 2016). Unlike in liberal democracies,
citizens in digital autocracies are more likely to be subject to
systematic government information control that keeps them
from being fully informed of the repressive nature of gov-
ernment use of digital technologies. In such a situation, the
costs for ordinary citizens of accessing information deemed
unfavorable by the regime are much higher (Roberts 2018).
Citizens in authoritarian regimes are also more prone to
exposure to state propaganda justifying intrusive digital
policies, leading many to believe official narratives (Nisbet,
Kamenchuk, and Dal 2017; Shirikov 2024).> Moreover,
both emotions and attitudes may be caused by myriad other
factors such as sociodemographic variation, preexisting
beliefs, and prior experiences, making it difficult to deter-
mine the causal linkage between awareness, on the one hand,
and emotional responses and attitudes, on the other.* And,
as in any survey, we also faced the issue of determining the
genuineness of responses (Kuran 1995).

To address these challenges, we conducted an online
survey experiment with information cues for eight digital
control practices in mainland China (z = 4,507). The
survey not only successfully isolated the effect of awareness
of digital control on both emotions and attitudes but also
incorporated questions that captured potential relative
preference falsification of people’s attitudes by design. In
addition, we conducted 50 semi-structured, in-depth
interviews in 10 Chinese localities to contextualize and
better capture the emotional mechanisms activated by
exposure to digital control. Overall, our findings suggest
that emotions act both as a direct outcome of awareness of
the repressive nature of all types of state digital control and
as a likely underlying mechanism that further worsened
attitudes toward government digital practices.

Our study contributes to multiple streams of literature in
political science. First, the results complement the emerging
research on digital authoritarianism that has primarily
focused on the macro-level institutional dimension
(Keremoglu and Weidmann 2020; Roberts and Oosterom
2024; Schlumberger et al. 2023). It reveals the nonmaterial,
micro-level political-psychological aspect of state informa-
tion control and manipulation through the expansive use of
digital technologies and its impact on individuals in a
controlled society. By embedding information showing
the repressive nature of digital control in the experimental
design, we show that, although this awareness slightly
amplifies negative emotions, it more significanty dimin-
ishes positive emotions. Prompt awareness also worsens
people’s attitudes, much more so when asked in hyporhetical
scenarios as compared with reallife ones. We offer two
alternative explanations for the difference. One pertains to
preference falsification in expressing attitudes, and the other
centers on rationalization triggered by cognitive dissonance.
Notably, the worsening of attitudes is largely captured by
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the reduction of positive emotions. Specifically, people
between their late 20s to their mid-30s, who are better
educated, frequently consume foreign news, and have had
overseas experiences, are among those indicating the stron-
gest adverse emotional and attitudinal shifts.

Second, our study extends the research of emotion beyond
conventional issues in democratic politics (Brader 2006;
Marcus, Neuman, and MacKuen 2000), and contributes
to the latest efforts to incorporate the subjects of emotion and
emotional sensitivity into authoritarian politics research
(Demmelhuber and Thies 2023; Greene and Robertson
2022; Mattingly and Yao 2022; Pearlman 2013; 2023;
Young 2019; 2023). We foreground the affective-emotional
element (how individuals feel) and its interplay with varying
cognitive prompts in influencing attitudes toward authori-
tarian digital policies. The results complement existing
research on public perceptions of digital control that has
focused on the cognitive aspect (how individuals think;
Karpa and Rochlitz 2024; Kostka 2019; Xu, Kostka, and
Cao 2022) and corroborate neuroscientific evidence of the
interconnectedness of cognition and emotion in political
judgment and decision making (Damasio 1994; Lodge
and Taber 2005; McDermott 2004; Zajonc 1980).

Lastly, systematic work on digital technologies and
authoritarianism suggests that a wide range of digital
instruments are put in use simultaneously to achieve regime
stability (Deibert 2015; Earl, Maher, and Pan 2022;
Gohdes 2024). By integrating digital surveillance and
digital censorship into our framework and operationaliz-
ing them through a two-way factorial design to better
reflect their interlinked nature, our conceptual approach
to digital control yields a more comprehensive under-
standing of the impact of digital repression. Our results
show that the awareness of digital surveillance has a more
extensive and generally stronger effect on emotional and
attitudinal reactions than does digital censorship. In addi-
tion, the impact of digital control is more pronounced
when perceived in personalized rather than public terms, as
often portrayed in state propaganda.

In the next section, we introduce the concept of digital
control before delving into the role of emotions and their
relationship with awareness of digital control and attitudes.
We then present our research design, including an overview
of the experimental setting and data collection, followed by
demonstrating key findings with a critical discussion.

Digital Control: An Integrated Concept

Autocrats in the digital age, like their predecessors, aim to
maintain power and regime stability. To achieve this goal,
autocrats repress those who oppose (Davenport 2007),
co-opt the elite and the masses (Gandhi and Przeworski
2006; Knutsen and Rasmussen 2018), and legitimize their
rule to create “legitimacy belief” among their subjects
(Gerschewski 2013). In other words, they use all the means
at their disposal to minimize threats to their staying in
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control (Gerschewski 2023; Svolik 2012). The advance-
ment and proliferation of digital technologies have enriched
the conventional toolkit of modern autocrats (Keremoglu
and Weidmann 2020; Schlumberger et al. 2023). In par-
ticular, the networked infrastructure and applications such
as the internet and social media are crucial for information
dissemination, and digital devices such as smartphones,
computers, and CCTV cameras are central to recording,
storing, and retaining data.

A large body of literature has documented how the
“digital” component is incorporated into and therefore
expands the existing spectrum of political repression (Earl,
Mabher, and Pan 2022; Feldstein 2021; Gohdes 2020;
2024; Xu 2021). It has also shown how economic and
technological development has transformed some brutal
dictators into what Guriev and Treisman (2019; 2020)
term “informational autocrats.” Rather than exercising
overt, violent repression to remain in power, they control
and manipulate information, which is subtle and covert,
often below the radar of the public. Digital surveillance and
digital censorship are the two—if not the only—crucial
instruments that enable digital repression and sustain
authoritarian control (Deibert 2015). We call state-led
practices of using these digital instruments for maintaining
political power and regime stability digital control.>

Our conceptualization of digital control builds on the
work of Hassan, Mattingly, and Nugent (2022, 156) on
political control, which they define as “tactics engineered by
political leaders to ensure widespread compliance with state
policies and to minimize political resistance.” Digital control
is a distinct form of political control enabled by digital
technologies, setting it apart from traditional control mech-
anisms. However, given the widespread application of digital
technologies, the common tactics of political control, such as
repression, coercive distribution, and indoctrination or
infileration (Hassan, Mattingly, and Nugent 2022), do have
their digital counterparts (Schlumberger et al. 2023, 6-10).

Digital surveillance and digital censorship are specific
instruments of digital control commonly used by auto-
crats. In the context of digital authoritarianism, digital
surveillance broadly refers to practices of systematic mon-
itoring of both online and offline communication, activ-
ities, and behaviors through digital technologies—the
internet, CCTV cameras, mobile phones, GPS, biometric
systems—to exert political control (Xu 2021). The
“digital” part makes human-led surveillance more efficient
and comprehensive, thereby improving surveillance based
on human agents (Pei 2024; Xu 2021); a similar argument
can be made for digital censorship. Drawing on Roberts
(2018, 37), we understand digital censorship as a system-
atic restriction, if not complete banning, of public access to
or the public expression of information that has the
potential to undermine authority; it is achieved through
digital techniques such as keyword filtering, website block-
ing, flooding, and throttling.
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The two instruments are inextricably connected. By
monitoring the population, digital surveillance provides
information for digital censorship; digital censorship, in
turn, limits the scope and scale of digital surveillance
(Gohdes 2020). Although each method has been widely
studied by social and political scientists individually, only a
few studies have integrated them into one framework
(Gohdes 2020; 2024; Stoycheff 2023; Stoychefl, Burgess,
and Martucci 2020). Our concept of digital control
follows this integrated approach to better reflect the
interrelated nature of digital tactics of modern autocracies.

Awareness, Emotions, and Attitudes
under Digital Control

Although digital surveillance and digital censorship are
largely used for repressive purposes of political control,
autocrats exert great effort to conceal their repressive
intentions and, where they cannot, legitimize the use of
these technologies. Digital surveillance is promoted as an
indispensable tool for antiterrorism and security efforts
(Ollier-Malaterre 2023), and digital censorship is often
depicted as a necessary measure to protect citizens from
threats such as “extremism” (Guriev and Treisman 2019).
The disguised nature of digital control implies that people
living in an authoritarian regime have varying levels of
awareness of its underlying aims. One cannot assume that
everyone knows about every facet of digital control
imposed by the state, but it is equally untenable to believe
that people are completely ignorant of its effects. Yet,
citizens in an already heavily censored environment may
lack sufficient demand for uncensored information (Chen
and Yang 2019). Under state propaganda, people may also
form preexisting perceptions that normalize or even sup-
port digital control (Nisbet, Kamenchuk, and Dal 2017;
Yang 2025). To understand the individual-level impacts of
digital control, the key, as we argue later in this article, is to
determine people’s awareness of the intrusive or repressive
nature of digital control.

Previous studies used experimental designs to manipu-
late the awareness of state digital control practices using
information cues. These results suggest that prompted
awareness of the potential harm of digital surveillance
negatively affects public support for government digital
policies (Karpa and Rochlitz 2024; Xu, Kostka, and Cao
2022). Similarly, priming people about digital censorship
practices of the regime worsens people’s evaluation of the
government (Wong and Liang 2021). The awareness of
censorship, as Roberts (2020) argued, is key to resisting
the manipulation.

How then does awareness about digital control, partic-
ularly its intrusive and repressive nature, affect people’s
attitudes toward government digital policies? In what
follows, we argue that emotional experiences elicited by
this awareness operate as an important yet understudied
psychological mechanism that not only constitutes in and
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of itself an informative indicator for the political-
psychological consequences of digital control but can also
(re)shape people’s political evaluation and attitudes via
affective and emotional processing.

Pardy influenced by advances in psychology and neu-
roscience, the study of emotions has been reincorporated
into many substantive research agendas in political science
over the past two to three decades. Emotions, commonly
defined by political psychologists as “reactions to [external
or internal] signals about the significance that circum-
stances hold for an individual’s goals and well-being”
(Gadarian and Brader 2023, 192), constitute noninstru-
mental, evaluative, and subjective experiences that carry
physiological changes and action tendencies (Frijda 1986,
cited in Pearlman 2013). This definition entails two
nuanced understandings of emotions in politics. First,
rather than considering emotions as being irrational or
inferior to rational reasoning and thus needing to be
suppressed or eliminated, neuroscientists and social scien-
tists now recognize emotions as crucial in shaping the way
people think and behave: thus, they need to be better
understood, along with reason and rationality (Damasio
1994; Elster 1999; McDermott 2004). Second, although
political-psychological experimentation focuses on short,
visceral emotional reactions to political stimuli, political
emotions per se are not necessarily short and transient
(Demertzis 2014, 227).° Yet, they are fluid and contin-
gent. Pearlman (2013) distinguishes between transient
and enduring emotions and argues that a reflex short-
term emotion can convert into a long-lasting, affective
orientation when it recurs and influences a person after it is
experienced. Moreover, even immediate emotions can
play an important role, especially in periods of political
tension, and may have a long-lasting impact on policy
attitudes or political choice because they affect informa-
tion processing and impression management (Demertzis
2014, 228-29; Loewenstein and Lerner 2003; McDer-
mott 2004; Pearlman 2013).

Of the many roles that emotions play in politics, one
role that is fundamental to our study is the emotional
process that involves affective evaluation of a stimulus: it
may not only influence emotional expressions but also
shape political attitudes and behaviors (Brader, Marcus,
and Miller 2011; Marcus 2000; Webster and Albertson
2022). Brader (2006, 55) summarized these as the detec-
tive and the directive functions of emotion, where the
former assesses the relevance of the stimuli and the latter
prepares the mind and body for responses. In electoral
politics, both affective intelligence theory (AIT) and hot
cognition theory suggest that emotions are automatic and
preconscious reactions to political stimuli, such as the
candidates, the campaign ads, and the issues: these reac-
tions can have a subsequent impact on information seek-
ing, opinion formation, and voting decisions (Brader
2006; Lodge and Taber 2013; Marcus, Neuman, and

https://doi.org/10.1017/51537592725103551 Published online by Cambridge University Press

MacKuen 2000). Goodwin, Jasper, and Polletta (2001,
10), social movement scholars, noted, “Emotions are part
of the ‘stuff’ connecting human beings to each other and
the world around them, like an unseen lens that colors all
our thoughts, actions, perceptions, and judgment.”
Importantly, these arguments for emotion’s role in
shaping attitude and behavior in politics do not seek to
replace but rather to complement existing models based on
rational choice theories. Nor do they focus solely on the
“good” side of emotion’s role. Instead, emotions offer a
nuanced lens into the micro-foundation of people’s actions
in specific temporal and spatial settings that neither instru-
mental nor value rationality can fully capture (Pearlman
2013; 2023). Such an emotion-focused micro-foundational
basis can help sharpen existing explanations and predictions
for political choice and action (McDermott 2004). There-
fore, delving into the emotional experiences of individuals
living under a digital autocracy provides a unique affective
lens to understand how ordinary citizens receive and process
information and navigate the political reality that is increas-
ingly characterized by state digital control (Redlawsk 2006).

Emotional and Attitudinal Responses to Digital
Control

What emotional reactions, if any, can awareness of digital
control trigger? Rather than arising and existing in isola-
tion, multiple emotions often co-occur when faced with
stimuli, as seen in experimental manipulations (Albertson
and Gadarian 2017). We therefore argue that awareness of
digital control practices can elicit multiple emotions across
the spectrum simultaneously.

Substantial research has pointed to the chilling effects of
digital surveillance and digital censorship (Biichi, Festic,
and Latzer 2022; Roberts 2018; Stoycheff 2023; Stoycheff
et al. 2019). In such contexts, fear emerges as a predom-
inant psychological mechanism that curtails people’s polit-
ical engagement and media consumption. However, fear
only works when digital control is perceived to have a
credible outcome, meaning that those who oppose digital
control know that they will face punishment (Roberts
2018). In other cases, digital control may trigger backlash.
Realizing that oneself or closely related others are targeted
by state digital control can also incite feelings of anger or
frustration (Zhang, Tandoc, and Han 2022; Zhu and Fu
2021) and lead to actions that attempt to circumvent that
control (Chen and Yang 2019; Roberts 2020). Although
negative emotional responses are prevalent, research also
finds that the abrupt censorship of previously available
information can quickly trigger public attention, inducing
a surge of curiosity in the censored content and sometimes
a feeling of surprise (Jansen and Martin 2015). In other
circumstances, it can motivate people, even those without
any political or strategic aims, to learn ways to maintain
initial access simply by habit, leading them to be exposed
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to once off-limits information (Hobbs and Roberts 2018).
When learning about the political nature of digital control,
changes may also occur with positive emotions. Especially
in contexts in which the motives behind government
surveillance and censorship are cither hidden from the
public or deliberately framed in a positive way, realizing
personal or collective exposure to digital control can quash
positive feelings such as happiness and security. Together,
these reactions underlie our first hypothesis:

Hypothesis 1. Awareness of state digital control practices,
such as digital surveillance and digital cen-
sorship, will (a) amplify negative emotions
and (b) elicit “neutral” emotions like surprise
and curiosity while (c) diminishing positive
emotions.

In a similar vein, in addition to triggering varied emotional
responses, awareness of digital control, particularly of its
intrusive and repressive nature, can also shape people’s
attitudes toward state digital control practices, relevant
actions, and policies. A field survey experiment in three
Chinese regions suggests that making participants aware of
the repressive potentials of the country’s Social Credit
System (SCS)—a nationwide, Big Data-driven surveil-
lance infrastructure (Liang et al. 2018)—significantly
reduces their support for the system (Xu, Kostka, and
Cao 2022). Similarly, public support for SCS declines
when Chinese participants were exposed to Western
media framing and were informed about the system’s
monitoring of their social behavior (Xu et al. 2023).
Comparable findings from Russia, Germany, Turkey,
and the United States demonstrate that awareness of the
potential misuse of digital government tools by the gov-
ernment reduces public support for them (Karpa and
Rochlitz 2024). Other experimental studies point to sim-
ilarly worsening attitudes among Chinese citizens toward
the government, its performance, and its problem-solving
ability after exposure to uncensored internet content
despite systematic digital censorship practices, such as
the Great Firewall (Chen and Yang 2019), as well as after
detecting sporadic, ad-hoc online censorship activities
(Wong and Liang 2021). This evidence allows us to expect
the following:

Hypothesis 2. Astitudes roward state digital control prac-
tices as well as relevant state digital policies
will worsen if peaple are exposed to informa-
tion about the intrusive and repressive nature
of digital surveillance and digital censorship.

To what extent, if any, are people’s attitudes shaped by
emotional responses elicited by the awareness of digital
control? A large body of literature on emotions’ role in
politics has emphasized their expansive and deep-seated
influence in shaping individual political judgment and
action. The hot cognition hypothesis recognizes that
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people’s political choices are almost always guided by
intuitive, feeling-based affective heuristics triggered auto-
matically by environmental stimuli, rather than by more
detailed information reasoning (Damasio 1994; Lodge and
Taber 2005; 2013; Zajonc 1980); this is especially true “in
situations with high uncertainly and limited information
about consequences” (Dal, Nisbet, and Kamenchuk 2023,
649). AIT treats emotions in a high-risk environment as
“immediate and preconscious reactions to stimuli that
profoundly influence subsequent cognitons” (Mintz,
Valentino, and Wayne 2022, 119; see also Marcus, Neu-
man, and MacKuen 2000). Thus, this affective process can
color and alter the decision-making process and individual
perceptions of political issues (Marcus, Neuman, and
MacKuen 2000; Webster and Albertson 2022).

Negative feelings, such as anger and anxiety, can medi-
ate the impact of external issues, information, or events on
political beliefs related to populism and anti-immigration
sentiment (Brader, Valentino, and Suhay 2008; Renshon,
Lee, and Tingley 2015; Rhodes-Purdy, Navarre, and
Utych 2021). Fear and anger also influence political
behaviors in high-risk contexts like protests against regime
repression (Nikolayenko 2022; Young 2019). Although
dispiriting emotions like fear, sadness, and shame drive
people away from protesting, emboldening emotions like
anger and positive emotions such as joy and pride can
move people toward it (Pearlman 2013). Positive emotions,
including pride, hope, and trust, can also have the opposite
effect, offering autocrats like Putin important sources for
mobilizing and maintaining genuine popular support and
thereby serving as nonmaterial means for autocrats to secure
legitimacy (Greene and Robertson 2022). In the context of
“networked authoritarianism” (MacKinnon 2011), recent
research suggests that it is emotional reactions to risk signals,
rather than the cognitive appraisal of risk, that determine
people’s online political expressions (Dal and Nisbet 2022;
Dal, Nisbet, and Kamenchuk 2023). Given this and build-
ing on our first two hypotheses, we expect that emotional
reactions will mediate the effect of awareness of digital
control on people’s attitudes, with decreasing positive
emotions and increasing negative emotions leading to more
negative attitudes.

Hypothesis 3. Awareness of the intrusive or repressive nature
of state digital control practices will reduce
Dositive emotions, increase negative emotions,
and, through these emotional changes, further
worsen people’s attitude toward state digital
control and relevant policies.

So far, we have outlined two direct pathways through
which awareness of digital control can affect people’s
emotions and attitudes and one indirect pathway indicat-
ing that awareness of digital control can influence attitudes
through various emotional responses. In the next two
sections, we pinpoint two additional factors that may
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shape the influence of awareness of digital control on
emotional and attitudinal responses: (1) the type of digital
control instruments and (2) the level of intrusiveness.

Type of Digital Control: Surveillance
versus Censorship

Although the awareness of both types of digital control
practices can lead to similar emotional and attitudinal
responses (Hypotheses 1-3), we argue that the awareness
of digital surveillance will exert a stronger emotional and
attitudinal effect than that of digital censorship, based on
the following considerations. First, in autocracies, state-led
censorship of undesired speech is often a routine practice
that is either indirectly or directly revealed to the public
(Stoycheft 2023; Zhu and Fu 2021). Especially during
crises, state-initiated censorship campaigns can affect a
broad range of individual social media users through
various techniques (King, Pan, and Roberts 2013), sug-
gesting that many people may have personally experienced
digital censorship (Hobbs and Roberts 2018; Jansen and
Martin 2015). By contrast, digital surveillance typically
operates more covertly, possibly leaving the majority
uninformed of its use (Deibert 2015).

Second, and relatedly, digital surveillance enables more
targeted regime violence against those who dissent, leaving
the compliant population largely unaffected; conversely,
digital censorship in the form of restricting internet access
leads to an increase in an indiscriminate campaign of
repression, making it known to a substantial percentage
of the population (Gohdes 2020; 2024; Xu 2021). There-
fore, knowing about potential repressive consequences of
digital surveillance creates a climate of uncertainty about the
content, the scope of monitoring, and its legal and social
repercussions, far more than digital censorship (Stoycheff
2023, 119). This leads us to our next hypothesis.

Hypothesis 4. Awareness of digital surveillance will elicir
stronger emotional reactions and shifis in atti-
tudes toward government use of digital tech-
nologies than awareness of digital censorship.

Perceived Level of Intrusiveness: Public
vs. Personalized Control

Another feature that can influence emotional and attitu-
dinal reactions to digital control is whether the individual
perceives that he or she is the target of state digital control.
Accordingly, we can distinguish more targeted or person-
alized control from more generalized or public control.
This cognitive process implies the perceived level of intru-
siveness of state digital control practices, which can be
influenced by the surrounding information environment.
In regimes adept at information manipulation, state pro-
paganda can bias public awareness of digital control by
overemphasizing the benefits that more generalized digital
control practices bring to the public, such as maintaining
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public order and stability (Nisbet, Kamenchuk, and Dal
2017) or enhancing online civility (Yang 2018), while at
the same time remaining silent about repressive potentials
embedded in targeted control. Consequently, digital con-
trol implemented in a more generalized manner may be
seen as legitimate and may exist beyond the awareness of
most of the population. A growing body of research reveals
various mental strategies that Chinese citizens use to
dissociate themselves from personal exposure to surveil-
lance (Liu and Graham 2021; Ollier-Malaterre 2023).
Such mental tactics convince people that digital surveil-
lance targets others, not themselves.

The generalized/targeted or public/personalized divide
plays an important role in public perceptions toward digital
control practices. A cross-national study involving China,
Germany, the United Kingdom, and the United States
found that privacy concerns have a stronger (negative)
impact on the public acceptance of facial recognition
technology if people feel personally affected than if they
see it as targeting others (Kostka, Steinacker, and Meckel
2022). In an experiment-based cross-national study con-
ducted in four European democracies, researchers found
enhanced public support for extensive state surveillance
when it targets potential criminals (Ziller and Helbling
2021). A related study shows that people tend to speak
up against internet censorship when their own posts or
reposts are banned but often remain silent when encoun-
tering the deletion of posts or reposts from anonymous
others (Zhu and Fu 2021). Given this distinction, emo-
tional reactions and attitudes toward digital control likely
depend on the perceived level of intrusiveness of the control
mechanism. We thus expect the following;

Hypothesis 5. Perceiving both digital control instruments in
targeted or personalized terms will have a
stronger effect on peaple’s emotional reactions
and attitudes toward government use of dig-
ital technologies than perceiving them in
generalized or public terms.

Research Design and Data

Rationale for Case Selection

We selected China as our empirical case for two important
reasons. First, over the past decade, the rapid digitalization
of Chinese society and economy—driven in part by the
strategic deployment of digital technologies across various
sectors by the Chinese Communist Party (State Council
2023)—positions it as a compelling and valuable case
study of digital autocracy. Most Chinese citizens, whether
direct or indirect targets, must navigate this expansive
nationwide digitalization program. Second, although Chi-
nese political leaders view digitalization as a catalyst for
propelling the country’s modernization and increasing its
competitiveness (Cyberspace Administration of China
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2022), the government-initiated deep fusion of digital
technology in all aspects of social, economic, and political
life in a nondemocratic, single-party regime has raised
widespread domestic and international concerns about
potential consequences on individual and civil rights,
justice, and liberty (Feldstein 2021; Pei 2024; Rothschild
2024; Xu 2021). With the increasing export of Chinese
surveillance technologies to Africa, Latin America, and
Southeast Asia, scholars, local civil groups and leaders, and
policy makers have expressed concerns for the potential
imposition there of the Chinese model of digital author-
itarianism (Polyakova and Meserole 2019). Thus, our case
selection offers a unique lens to study the implications of
digital control on its citizens.

Rationale for Our Survey Experiment

Our study aims to test the causal effect of awareness of the
intrusive and repressive nature of digital control on peo-
ple’s emotional and attitudinal responses. Previous studies
have used various proxies for awareness of digital control
—including completion of tertiary education (Guriev and
Treisman 2019) and access to other non-Chinese sources
of information (Xu et al. 2023; Xu, Kostka, and Cao
2022)—to investigate how it affects public attitudes in
autocracies. The underlying idea is that the general public
has less knowledge about digital control than well-
informed elites. Therefore, unveiling the repressive nature
of digital control might have a greater effect on the former.
Our conceptualization of awareness, however, entails both
knowing about different types of digital control practices
and the perceived level of intrusiveness. Relying solely on
education level or information sources thus cannot fully
capture these dimensions.

A survey experiment offers a cost-efficient and straight-
forward way to manipulate the perceived level of intrusive-
ness of digital surveillance and digital censorship and
identify the causal effects at the population scale based on
our sample. Schlumberger et al. (2023) pointed out that
authoritarian regimes are typically keen to alter and control
narratives and so keep their subjects oblivious to oppres-
sion. In our experimental setting, we integrate different
versions of alternative or counternarratives that challenge
the official ones that the Chinese government promote
about digital control, thereby intentionally exposing people
to its more repressive nature. In this way we can manipulate
and contrast the influence of awareness about digital
control on emotions and related attitudes.

Despite the merits of a survey experiment, studying
individual sentiments and attitudes toward potentially
sensitive topics in an authoritarian context, like the one
our study focuses on, naturally comes with systematic
challenges in obtaining and assessing valid responses
(Tannenberg 2022). Responses to potentially sensitive
questions may suffer from sensitivity bias due to fear of
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government retribution for publicly revealing dissatisfac-
tion (Blair, Coppock, and Moor 2020; Kuran 1995) or the
pressure to conform to social norms and cultural tradition
(Nicholson and Huang 2023). To tackle these effects, we
carefully considered these practical, methodological, and
ethical issues (Ahram and Goode 2016) and integrated
them into our research design. In this and the following
sections, we illustrate our empirical strategies to address
the challenges posed at each stage of the research and
present and discuss findings with a critical reflection on
their limitations.

Data Collection

We contracted with Qualtrics, a US-based market research
company, to administer an online survey experiment from
June 2023 to July 2023 in mainland China. Participants
were recruited via quota sampling from a pool of online
panels in cooperation with Qualtrics. In appendix A.1, we
provided detailed information about the sample sources,
recruitment procedures, and verification measures. The
survey respondents were mainly recruited via offer walls,
advertisements, and pop-ups in mobile or web applica-
tions. To ensure data quality, we used stringent mecha-
nisms to screen out respondents who failed any of the
criteria (see table A1.2), apart from initial validity checks
against fraud, duplicates, and inattentive responses pro-
vided by the partner panels and services. These screening
processes excluded 2,424 responses.

Our final sample consisted of 4,507 participants (Guo
& Kostka 2025). Overall, we achieved an incidence rate
of 65%, meaning two out of three contacted participants
met our study’s predefined criteria and responded to the
invitation. Our attrition rate, defined as the proportion of
participants who started but did not complete the survey,
was 33%.

Table A2.1 presents the sample’s summary statistics.
Like many other online surveys conducted in China
(Huang, Intawan, and Nicholson 2023; Jee and Zhang
2025; Nicholson and Huang 2023), our sample somewhat
overrepresented  better-educated urban  respondents.
However, we implemented quotas based on age, gender,
and region to ensure that our sample would resemble the
national distribution at least in these sociodemographic
aspects.

To contextualize and deepen our insights into the
research questions, we also conducted 50 semi-structured
in-depth interviews with 64 Chinese nationals living in 10
cities across the country from March 2023 to April 2023,
before the survey experiment was conducted. Appendix A.3
offers detailed information about the fieldwork and inter-
view set-up and a reflexive note about conducting fieldwork
in a politically restrictive environment like China. The
study received approval from our university’s Central Ethics
Committee (ZEA no. 2023-008).
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Experiment Setting and Stimuli

In the experimental section, we used a 3 (digital surveil-
lance: no mention, public, personalized) by 3 (digital
censorship: no mention, public, personalized) between-
subject factorial design. Each participant was randomly
assigned to one of the nine experimental conditions, each
of which presented a fictitious scenario reflecting different
types of digital control and different levels of perceived
intrusiveness (table 1). Table B1 offers summary statistics
of all conditions, which suggest that they were balanced
across demographic and other covariates, confirming suc-
cessful randomization. The condition with “no mention”
of both digital surveillance and digital censorship served as
the control group. All participants, whether in treatment
or control conditions, were exposed to the same baseline
text as shown in figure 1.

Participants in treatment conditions received additional
text as stimuli. Each stimulus describes different levels of
perceived intrusiveness of either one or both of the digital
control instruments and is embedded in the baseline text
(see table 2 for a description of stimuli and table B2 for an
overview of all nine vignettes). For example, the stimulus
for personalized digital surveillance depicts a fictitious
character as the main target of government surveillance
through the personal digital gadgets used daily. By con-
trast, the stimulus for public digital surveillance highlights
the collective, “like everyone else,” as the target. This kind
of digital surveillance occurs most obviously in but is not
limited to public areas like train stations and roadways,

Table 1
3 x 3 Factorial Design

mainly through surveillance cameras installed in these
locations.

Using a fictitious setting (and stimuli) in the treatment
allowed us to circumvent the potential confounding effects
arising from respondents’ preexisting knowledge and
awareness of digital control. It also enabled us to manip-
ulate awareness across different types of digital control and
their respective level of perceived intrusiveness. To best
determine whether awareness of any level of digital control
instruments elicits emotional reactions and affects atti-
tudes toward government use of digital technologies, it is
important to foster relatability and reduce suspicion of the
scenario among participants. Therefore, the vignette text
uses a storytelling technique to introduce a character
named Xiao Zhang and a brief description of his or her
daily life. This person’s social status and daily life are
carefully crafted to mirror the participants’ own experi-
ences, and the scenarios are adaptations of instances drawn
from myriad real-life cases of digital control cited in media
reports, personal accounts, and academic research
(including our own fieldwork). We contend that our
stimuli, embedded in these text-based vignette stories,
offer a comprehensive (though not exhaustive) reflection
of the reality of governmental digital control implemen-
tation in China.

To ensure survey design and manipulation quality, we
pretested the survey questionnaire, including its experimen-
tal manipulations, through expert reviews and cognitive
pretesting techniques (/V = 11) and a pilot test (V = 101).

Surveillance

Factor Level No mention Public Personalized
Censorship No mention Condition 1 Condition 2 Condition 3
N =472 N =499 N =512
Public Condition 4 Condition 5 Condition 6
N =489 N =515 N =506
Personalized Condition 7 Condition 8 Condition 9
N =511 N =520 N =483
Figure 1

Baseline Text for the Vignette

Please take a few minutes to read the following text carefully:

Imagine a person, named Xiao Zhang, who is a citizen like you, living in a similar neighbourhood like
yours. Every day, Xiao Zhang goes out either to work, buy groceries, or for entertainment. His/her daily
life cannot function properly without his/her smartphone and PC. She/he consumes information,
shares his/her life and opinions, as well as communicate with other people on a daily basis.
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Table 2
Vignette Description by Factor and Level

Factor Level

Description in the vignette

One day by chance, he/she realized that his/her own activities were constantly being
monitored and collected by digital devices installed or carried around him/her; for

example, all his/her mobile payments and travel records, as well as his/her chat
conversations, were being recorded by relevant authorities.

One day in a private conversation, he/she learned from a friend who works in a

relevant department that, like everyone else, the moment they step outside their
home, their movements and facial information are captured by cameras in public
places like high-speed train stations and roadways.

Digital Personalized
surveillance
Public
Digital Personalized
censorship

Public

However, Xiao Zhang often noticed his/her own online comments, posts, or likes
suddenly disappearing because they violate the country’s regulations.
However, he/she often found that websites, posts, or public accounts he/she

previously accessed were now unavailable due to their violations of the country’s

regulations.

We subsequently refined our survey based on these insights
before the final fielding. At the end of the survey, partici-
pants were invited to share their questions or points of
clarification via an open-ended question and were then
briefed about the experiment.

Outcome Variables

In the political science literature, emotions are commonly
understood as “mental and physical reactions to identifi-
able stimuli deemed consequential for individual or group
objectives” (Miller 2011, 577). As posited by AIT, these
transient reactions can be “triggered by the scantest of
information delivered by our senses, and occur before our
conscious mind becomes aware of a given stimulus in our
environment” (Mintz, Valentino, and Wayne 2022, 119; see
Marcus, Neuman, and MacKuen 2000). We explored emo-
tions directly incited by the “reception of information”
related to digital control (surveillance/censorship) via our
treatment stimuli. Immediately after the treatment exposure,
participants were asked how they would feel if they found
themselves in Xiao Zhang’s situation, as portrayed in the
given scenario. Participants rated each of the 10 provided
emotional responses on a Likert scale from 1 (“almost none”)
to 5 (“extreme”). The emotional reactions included both
those on the negative side of valence, such as sadness, anger,
disgust, fear, and helplessness, and on the more positive side
like security and happiness. We included curiosity and
surprise to capture emotions in the mid-valence range and
added the state of indifference (i.c., “do not care”) to gauge
an absence of emotional response to the stimuli. We also
formulated three indices to denote the positive, negative, and
neutral valence of the emotional reactions using principal
component analysis (see appendix C).

Our other focal outcome variable was people’s attitudes
toward digital control and state digital practices. We
approached this from two angles: attitudes toward digital
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control in the fictitious situation as depicted in the vignette
text and attitudes toward government digital policies in
the real-life situation. Each type of attitude comprised four
elements: level of understanding, acceptance, satisfaction,
and support.” We measured the attitudes toward the
fictitious scenario as if the respondents themselves were
the character in the given experimental treatment. By
contrast, attitudes toward real-life situations were elicited
by directly asking for participants’ opinions about state
digital practices as affecting them in real life. Participants
answered all questions related to attitudes using a Likert
scale of 1 (“not at all”) to 5 (“fully”/“strongly”). We
derived two indices for both types of attitudes by aggre-
gating the scores across the four elements. The four-item
attitude scales achieved a Cronbach’s a of 0.81 and 0.78
for attitudes toward fictitious scenarios and real-life situ-
ations, respectively, indicating good internal reliability.

Given the sensitive nature of our question and the
context, we expected that respondents would be much more
cautious when reporting their attitudes toward the real-life
situation as compared to the hypothetical situation, even
though we cannot exclude the possibility of some respon-
dents exercising similar caution toward the hypothetical. In
other words, directly asking respondents about their atti-
tudes toward either scenario may trigger self-censorship
among respondents (Kuran 1995). Despite this limitation,
our main interest was to capture potential preference falsi-
fication elicited by the attitude question toward the real-life
scenario relative to the hypothetical one. As expected, we
found that attitudes toward the real-life situation were, on
average, 4.9% more positive than those toward the fictitious
situation, across all nine conditions, suggesting a moderate
degree of self-censorship.

In addition to treatment and outcome variables, we
asked participants about their demographic backgrounds:
age, gender, education level, ethnicity, residence location,
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and income. We also gathered additional covariates in the
pre-treatment section, including political ideology, per-
sonality traits, and personal values. Table B3 offers an
overview of the measurement and coding scheme for all
variables.

Results of the Survey Experiment

Decrease in Positive Emotions Was More Pronounced
than an Increase in Negative Emotions

We conducted OLS regressions to estimate the effect of
each treatment condition—the specific combinations of
different types of digital control instruments—on emo-
tional responses and public attitudes. The upper panel of
figure 2 shows a significant decrease in positive emotions
across all eight treatment groups compared with the con-
trol condition, which does not mention any type of digital
control instrument. The group with treatment “personal
both,” which was exposed to information about both
personalized surveillance and personalized censorship,
exhibited the strongest decrease in positive emotions
among all treatment groups (4 = -0.55, p < 0.001),
followed by the treatment group exposed to information
solely on personalized surveillance (4 = -0.52, p < 0.001).
In contrast, the group receiving information only on
public surveillance expressed the smallest decrease in
positive emotions (6 = -0.28, p < .01).

Although there was an increase in negative emotions
across alf treatment groups, the change in these emotions
was statistically significant only in three conditions: “per-
sonalized both” (4 = 0.32, p < 0.05), “personalized
surveillance” (4 = 0.48, p < 0.01), and “personalized surveil-
lance & public censorship” (6 = 0.32, p < 0.05). Notably,
these conditions all included digital surveillance and shared
the personalized characteristic of digital control. A similar
pattern was found in the increase in emotions of more
“neutral” valence, represented by surprise, curiosity, and
indifference, in which five treatment conditions showed
significant differences from the control condition: “person-
alized both” (6 = 0.17, p < 0.01), “personalized censorship”
(6 =0.13, p < 0.05), “personalized surveillance” (& = 0.16,
p < 0.05), “personalized censorship & public surveillance”
(6=10.18, p < 0.01), and “public censorship” (6 = 0.18, p <
0.01). Overall, when comparing the general shift in positive
emotions to that in negative and neutral emotions, the
decline in positive emotions was much more pronounced
than the increase in both negative and neutral sentiments.
Moreover, on average, treatment groups receiving compound
treatment stimuli (right panel) did not exhibit significantly
larger effects on emotional reactions than treatment groups
with single treatment stimuli (left panel). This suggests that
in compound treatment conditions, the effect of one type of
digital control was likely absorbed by the other.

Moving to the discrete emotional reactions (see figures

D3.1-D3.3), we found a significant decline in happiness
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across al/ treatment conditions and a significant decrease in
feelings of security in five of the eight treatment condi-
tions. By contrast, discrete negative emotions rose to
varying but generally moderate extents across the treat-
ment conditions. Helplessness, disgust, and anger were the
three leading negative emotions in most treatment condi-
tions. The surprise reaction was stronger than the increase
in the “neutral” emotions. Thus, H1, which posits that
awareness of state digital control practices such as digital
surveillance and digital censorship will amplify negative
emotions (a) and elicit “neutral” emotions like surprise and
curiosity (b), while diminishing positive emotions (c), is
supported.

When examining the effect of each treatment on public
attitudes, the bottom panel of figure 2 shows that exposure
to nearly all types of treatment stimuli led to a worsening
of attitudes in both fictitious and real-life situations. The
only exception was observed under the “personalized
censorship” condition, where the coeflicient of attitudes
toward real-life situations was positive but statistically
nonsignificant. Interestingly, in all treatment conditions,
people’s attitudes became much more negative when asked
questions in a hypothetical sense (i.e., “if you were Xiao
Zhang”) than when asked directly about their real-life
experiences, in which most treatment effects remained
statistically insignificant. This distinction possibly suggests
a certain degree of preference falsification by respondents
when directly asked about their personal opinions of
government policies, a typical caveat when assessing indi-
vidual opinions in autocracies (Kuran 1995); alternatively,
the distinction may imply certain mental tricks that
respondents may use to rationalize the state’s digital
practices (Ollier-Malaterre 2023). We return to both
points later in the discussion. Drawing on this, we can
conclude that H2, which states that attitudes toward state
digital control practices and relevant state digital policies
will worsen if people are exposed to information about the
intrusive and repressive nature of digital surveillance and
digital censorship, is largely supported.

Mediation Effect of Emotions

We used the causal mediation analysis framework pro-
posed by Tingley et al. (2014) to examine the extent to
which positive and negative emotional reactions were
further associated with related attitudes.

Figure 3 presents the average causal mediating effect
(ACME), the average direct effect (ADE), and the total
effects. ACME represents the effect of treatments—that is,
awareness of various digital control practices—on people’s
attitudes toward digital control in a fictitious scenario and
toward state digital policies in real-life situations that run
through emotional changes. ADE indicates the effect of
treatments on attitudes independent of emotions. We
found that emotional changes played a significant role in
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Figure 2

Average Treatment Effect of Digital Control on Emotions and Public Attitudes
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Note: The left sides of both panels show the treatment effects of four treatment conditions exposed to a single treatment stimulus that
contains information on one of the four types of digital control: personalized surveillance, public surveillance, personalized censorship, or
public censorship. The right-side panels show treatment effects of four treatment conditions exposed to “compound” treatment stimuli, with a
combination of any two of the four types of digital control. Error bars represent 95% confidence intervals.

mediating all types of treatments, such that both decreas-
ing positive emotions and increasing negative emotions
had a negative effect on people’s attitudes toward state
digital control in both fictitious and real-life situations.
This reinforces the idea that emotions “powerfully shape
how individuals view issues” (Webster and Albertson
2022, 403). Specifically, a decrease in positive emotions
(ACME in figure 3, upper panel) had a greater impact than
an increase in negative sentiment (ACME in figure 3,
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lower panel) on shaping, or worsening, people’s attitudes
toward state digital control practices and policies in both
fictitious and real-life situations. In fact, table D.4 suggests
that 40% to 80% of the treatment effect of awareness of
digital control was mediated through the decline in pos-
itive emotions versus only 3% to 10% through an increase
in negative emotions. In other words, experiencing a loss
of happiness or a lack of security can worsen public
perceptions of state digital policies substantially more than

11
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experiencing an increase in negative emotions. Therefore,
H3, which posits that emotional reactions aroused by
awareness of the intrusive or repressive nature of state
digital control practices will further worsen people’s atti-
tude toward state digital control and relevant policies, is
supported.

Surveillance Has a Stronger Effect than Censorship

We also tested the main effects of the two digital control
instruments on emotions and public attitudes. The results
of a series of linear regression models using the OLS
estimator (table 3) suggest that both digital surveillance
and digital censorship exerted similar effects in terms of the
direction of emotional and attitudinal reactions: they both
led to an increase in negative and neutral emotions and a
decrease in positive emotions and attitudes. However, the
effect of digital surveillance was, on average, greater in
magnitude than that of digital censorship, particularly on
the rise of negative sentiments and the deterioration of

12 Perspectives on Politics

https://doi.org/10.1017/51537592725103551 Published online by Cambridge University Press

people’s attitudes. For both reduced positive sentiment
and increased neutral sentiment, the censorship effect
appeared to be more pronounced than the surveillance
effect. However, in these two cases, the absolute magni-
tude of the main effects of both treatments was likely
masked by their significant interaction effect. Hence, H4,
which posits that compared with digital censorship, aware-
ness of government digital surveillance has a scronger effect
on people’s emotional reactions and attitudes toward the
government’s use of digital technologies, receives partial
support.

Levels of Intrusiveness Matter

We also compared the effect of the perceived level of
intrusiveness within each type of digital control instru-
ment. Perceiving digital control instruments in personal-
ized or targeted terms had, on average, a more pronounced
effect on emotions and attitudes than when perceived in
public or generalized terms. This difference was consistent
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Table 3

Main Effects of Digital Surveillance and Digital Censorship on Emotions and Public Attitudes

Emotional responses

Attitudinal responses

Positive Negative Neutral Attitude (fictive) Attitude (real-life)
(1) B (1) 2 (1) (2 (1) B) (1) B)
Surveillance [Personalized] -0.201 -0.482 *** 0.211 ** 0.465 *** 0.051 0.176 ** -0.532 -0.715 -0.237 ** 0411
e (0.099) (0.079) (0.134) (0.036) (0.060) o o (0.079) (0.137)
(0.058) (0.099) (0.161)
Surveillance [Public] -0.080 -0.265 ** 0.028 0.143 -0.001 0.082 -0.251 ** -0.318 -0.106 -0.166
(0.057) (0.096) (0.077) (0.135) (0.036) (0.062) (0.094) (0.153) (0.079) (0.135)
Censorship [Personalized] -0.222 -0.407 *** 0.026 0.173 0.065 0.120 -0.352 -0.400 * -0.018 -0.072
xx (0.094) (0.079) (0.134) (0.036) (0.063) xx (0.158) (0.080) (0.129)
(0.058) (0.096)
Censorship [Public] -0.189 **  -0.475 *** 0.072 0.299 * 0.017 0.174 ** -0.177 -0.384 * -0.004 -0.189
(0.057) (0.097) (0.078) (0.137) (0.036) (0.061) (0.095) (0.169) (0.079) (0.136)
Surveillance [Personalized] x 0.326 * -0.330 -0.141 0.194 0.172
Censorship [Personalized] (0.142) (0.195) (0.088) (0.237) (0.194)
Surveillance [Public] x 0.218 -0.104 —-0.021 —0.051 -0.013
Censorship [Personalized] (0.138) (0.189) (0.089) (0.226) (0.192)
Surveillance [Personalized] x 0.512 *** -0.431* -0.234 ** 0.357 0.350
Censorship [Public] (0.140) (0.190) (0.086) (0.239) (0.193)
Surveillance [Public] x 0.331* -0.238 -0.227 ** 0.254 0.192
Censorship [Public] (0.138) (0.191) (0.087) (0.228) (0.193)
Control variables Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
R?/ R? adjusted 0.100/ 0.103/ 0.131/ 0.132/ 0.056 / 0.058/ 0.288/ 0.289 / 0.400/ 0.401/
0.096 0.098 0.127 0.127 0.051 0.053 0.285 0.284 0.397 0.397

Note: Estimates of OLS regression; N = 4,057 across all models. For both treatment variables—digital surveillance and digital censorship—the baseline level is “no mention.” Column (1)
presents models without interaction between the two treatments, and column (2) includes interaction terms. Individual controls include age, gender, education, income, rural residence,
ethnic minority, CCP membership, overseas experiences, political ideology, VPN familiarity, personal values, and personality traits. Robust standard errors are presented in parentheses.
***p < 0.001.

For linear models without controls, see table D2. *p < 0.05 **p < 0.01
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for digital surveillance across all types of outcomes and
applied to digital censorship in attitudinal responses.
However, in terms of emotional responses, the impact of
personalized digital censorship seemed to be less pro-
nounced than that of public digital censorship. As such,
H5, which states that awareness of government digital
control in personalized terms has a stronger effect on
people’s emotional reactions and attitudes, can also only

be partially supported.

Insights from Our Fieldwork

We integrated the findings from our 50 qualitative inter-
views into our survey results to contextualize the results of
the experiment; this analysis focused on Hypotheses 4 and
5, which highlight the awareness of two distinct yet
interrelated aspects of digital control on emotional and
attitudinal responses. To summarize, we found that on
average, digital surveillance has a more extensive and
stronger effect on (increasing negative) emotional reac-
tions and (worsening) public attitudes than digital censor-
ship (H4). This supports previous research that shows that
online surveillance is more threatening to freedom of
expression than overt censorship (Stoychefl’ 2023; Stoy-
cheff, Burgess, and Martucci 2020). Within each type of
digital control, a personalized one—perceiving oneself as
the target of governmental digital control—had a greater
effect on emotions and attitudes than when digital control
was perceived in generalized or public terms; that is, when
seeing society as a whole as the target (H5). This aligns
with recent studies that find that individuals in politically
restricted environments are more likely to express their
opinions when they or their close associates are directly
affected by censorship than when the broader community
is targeted (Zhu and Fu 2021).

A notable exception, however, is our finding that public
or generalized digital censorship had a stronger effect on
diminishing positive emotional reactions than public dig-
ital surveillance. This suggests that people tend to adapt
more readily to government surveillance projects than to
the restrictions or elimination of data and information
flows. One possible explanation for this phenomenon
may be that public surveillance operates more “quietly”
in the background than public censorship (Deibert 2015;
Koops 2021). Another explanation for weaker emotional
responses toward public digital surveillance can be attrib-
uted to the effect of state propaganda, which portrays the
large-scale implementation of surveillance measures as a
necessary and effective means to prevent terrorism and
crime (Impiombato, Lau, and Gyhn 2023). Many inter-
viewees indicated that they barely noticed the increased
number of cameras installed in public spaces or did not
find it disturbing, as shown in these responses:

There’s no difference between being watched by cameras and by other
peaple on the street. (INTPS26).
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With so many people walking around, it (surveillance) doesn'’t really
bother me. Usually, it doesn’t feel like being watched. (INTPS47).

Nevertheless, the interview data corroborated the survey
experiment results: emotional reactions and attitudes
toward personalized digital control instruments were almost
all negative, whereas emotional expressions related to public
digital control appeared more diverse. When interviewees
talked about digital surveillance in more targeted or per-
sonalized terms, their emotions were intense and negative:

What makes me feel even more disgusted is that WeChat. . .really, is
monitoring our private conversations. (INTPS01).

[Discovering that a conversation in a private group of one of our
common friends is monitored] is really shocking to me. (INTPS02).

In a similar vein, when digital censorship was presented in
personalized terms, the emotional expressions were also
mostly negative, but their intensity secemed to wane over a
long period of time:

Actually, in the beginning I was furious because it felt like you wanted
10 say something but couldn’s; it felt like you were being choked. Then
you start to question, and to feel things getting strange. (INTPS07)

When digital control was perceived in public terms,
emotions and attitudes began to diverge. For public digital
surveillance, emotions ranged from indifferent (see quotes
of INTPS26 and INTPS47) to supportive:

Surveillance. . .in general, it is definitely better. But not at home, for
example, in a place where I sleep....You can have video records
replayed if your stuff is stolen, and it is more helpful to assist the police
in tracking down the criminal.... In fact, only criminals will mind.
We ordinary people did not do anything wrong, why would we
worry? (INTPS55)

Emotional and attitudinal responses to public censorship
were more intense and spread to both ends of the spectrum:

[Censorship] is everywbere.... There are certain things you just can’t
say in certain countries, like in Muslim countries, right? If you say it,
you will risk your life! I feel in every region there is a certain public
consensus, you just need to follow. (INTPS05)

The first time I came across a website with a 404 error, I had a
mélange of quite intense emotions: indignation, confusion, and
anger, also not able to understand it ar all...all these factors...I
even tried really hard to think about how to solve it with all
possibilities. (INTPS22)

Discussion

Drawing on empirical evidence from China, our study
investigated the political-psychological impact of digital
control in authoritarian regimes, focusing on the impor-
tant yet understudied role of emotion. In this study, we
identified, assessed, and established significant causal links
between awareness of the intrusive and repressive nature of
state digital control on people’s emotional responses, on
their attitudes toward state digital policies and practices,
and on the mediating role that emotional experiences play
in shaping individual acticudes. We also teased out how
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awareness of different types of digital control instruments
and their level of perceived intrusiveness had a varied
impact on emotional and attitudinal responses. Support-
ing extant literature on emotions in politics, our findings
highlight the added value that a systematic analysis of
emotions can contribute to a broad range of subfields in
political science, beyond the traditional empirical focus on
voting behavior (Lodge and Taber 2013; Marcus, Neuman,
and MacKuen 2000) and political campaigns (Brader 2006)
in democracies.

Focusing on daily practices of state digital control
through the lens of individual citizens in a digital autoc-
racy, our analysis sheds new light on the nonmaterial,
noninstitutional dimension of modern authoritarian rule
that is captured by and reflected in the individual-level
emotional micro-foundation of political attitudes and
actions (Dal and Nisbet 2022; Dal, Nisbet, and Kamenchuk
2023; Greene and Robertson 2022; Pearlman 2013, 2023;
Young 2019). Our study highlights emotions as both a
consequence of an increasingly intrusive digitalized gover-
nance model and a mechanism for shaping public attitudes.
In this regard, it enriches the emerging literature on infor-
mational autocracy and digital authoritarianism, in which
political control becomes increasingly covert, unobtrusive,
and digitalized (Guriev and Treisman 2019; 2020; Hassan,
Mattingly, and Nugent 2022; Pearson 2024). Our results
indicate that one of emotion’s roles is to update public
attitudes toward digital repression in modern autocracies.
The mediating role of emotions in interpreting and channel-
ing revealing information in our survey experiment speaks to
the earlier political-psychology literature that emphasized
the importance of affective heuristics in political opinion
formation and decision making (Lodge and Taber 2005;
Marcus, Neuman, and MacKuen 2000; Webster and
Albertson 2022). In what follows, we engage with alternative
explanations of opinion and attitude formation before asses-
sing the implications and limitations of our findings.

Alternative Explanations
Our study finds both that prompted awareness of all types

of digital control practices not only elicits negative emo-
tions but also more greatly diminishes positive feelings
(H1) and that the shifting emotions in both positive and
negative directions are significantly related to the worsen-
ing of people’s attitudes (H3). From the perspective of
liberal democracy, this is not particularly surprising. How-
ever, digital control in autocracies is often subject to fewer
regulatory constraints, and its repressive nature is increas-
ingly obscured by government propaganda that places
greater emphasis on its practical functionalities than its
potential risks. Moreover, rather than publicly expressing
dissent, citizens under autocracy are more inclined to hide
their true feelings while publicly complying with the
authorities (Kuran 1995).
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It would naturally follow that these structural con-
straints would lead to the gpposite results. Indeed, recent
empirical studies on public opinion indicate substantial
public support for digital control instruments in China
(Huang, Intawan, and Nicholson 2023; Kostka 2019; Su,
Xu, and Cao 2022; Yang 2024; 2025). Although one may
question the genuineness of the responses—people may
have been simply too afraid to openly oppose the state—it
is also plausible that autocrats’ popularity proves to be
somewhat genuine as a result of information manipulation
(Guriev and Treisman 2019; 2020; Tang 2016). The high
level of support thus can be attributed to the propaganda
effect of extensive, nationwide digital control programs,
which have led most people to believe that technologies are
only used for fighting fraud or terrorism and for main-
taining social stability.

In addition to structural constraints, cognitive psycho-
logical constraints can also lead to a result that runs
counter to the one we found. In her extensive fieldwork
on citizens” experiences with digital surveillance in China,
Ollier-Malaterre (2023, 223-310) discovered that people
used multiple mental tricks to rationalize government
digital surveillance as a defensive mechanism: they brushed
aside the associated risks, persuaded themselves that they
were not targets, wore ‘blinders” as long as nothing
happened to them personally, resorted to fatalism, and
simply accepted intrusions into their privacy. Yang (2024)
argued that such self-protective psychological mechanisms
are partly established through the normalization of repres-
sive apparatuses such as censorship. In other words, people
become desensitized as authoritarian control practices gain
more prominence in their daily lives.

Thus, previous research offers alternative explanations
that seem to contradict the findings of our study. How-
ever, rather than viewing these results as conflicting with
ours, we suggest that our study complements the emerging
body of literature on the political-psychological conse-
quences of digital authoritarianism by presenting a more
nuanced story. We experimentally counter the official
positive framing of digital control practices and zoom into
the emotional micro-foundation of individual responses,
which operates closely with the cognitive information
processing that constantly shapes individuals’ thoughts,
beliefs, and behaviors (Damasio 1994; Lodge and Taber
2013; Zajonc 1980). As our findings suggest, emotional
processes, though immediate and brief, offer a relatively
straightforward and thus authentic avenue for studying
individual motivations, reasoning, and decision making in
political contexts (Bakker, Rooduijn, and Schumacher
2021; McDermott 2004).

At a general level, we find a significant amount of
“emotional rationality” (McDermott 2004) and evidence
for “emotional microfoundation” at play (Pearlman 2013),
as indicated by H1-H3. Even though our study was
conducted within an authoritarian regime with seemingly
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high levels of political trust and public support of propa-
ganda (Huang, Intawan, and Nicholson 2023; 2024),
positive emotions declined significantly when respondents
became aware of the repressive nature of digital control,
much more than negative emotions increased. Simulta-
neously, attitudes toward state digital policies and practices
also deteriorated, largely mediated through diminishing
positive emotions such as happiness and a sense of security.
Yet only changes in attitudes toward hypothetical situations
were statistically significant, and not those toward real-life
situations, indicating some degree of self-censorship. At a
more granular level, our analysis of treatment effect hetero-
geneity (see appendix D.5) indicates that, in treatment
effects of all types of digital control scenarios, there is a wide
variation in people’s emotional and attitudinal responses
across education level, age, overseas experiences, and con-
sumption of foreign sources—but less variation across party
membership and VPN savviness. Overall, millennials, the
better educated, and active consumers of foreign informa-
tion were the most critical of state digital control.

Implications

These results have important implications for authoritarian
regime stability, because research has found that positive
emotions such as pride, hope, and trust play a vital role in
establishing popular support for authoritarian rulers
(Greene and Robertson 2022). As positive emotions disap-
pear, the emotional foundation for authoritarian support
may also be weakened. Moreover, modern autocracies
depend on an engaged citizenship to provide feedback to
them and so enable their increased responsiveness (Chen
and Xu 2017). Dissatisfied and less secure individuals, even
those who have trust in government, are harder to mobilize
(Young 2019). In an information system characterized as
“porous” (Roberts 2018), our results point to costs the
authoritarian regime may need to pay to maintain gover-
nance transparency and efficiency in parallel with increas-
ingly pervasive and intrusive digital control practices.
Nevertheless, one may doubt how long-lasting the
impact of emotional changes elicited by external stimuli
may be on political attitudes and behaviors. Yet, under-
standing emotion as fluid and contingent, even individual-
level, immediate emotions can still have a long-term
impact in terms of updating or reinforcing politically
relevant attitudes (Demertzis 2014; McDermott 2004).
In addition, fleeting emotional experiences may also be
transformed into some long-lasting effect, just as affective
orientation guides individual political behaviors (Pearlman
2013). Both can influence political attitudes and shape
opinions in a profound way. Realizing the intrusive and
repressive nature of state digital control, even when it
occurs randomly as in our experiment, can have an adverse
impact on emotional reactions. On many occasions, these
reactions may vanish, but in specific circumstances, such
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as in times of heightened social and political tensions, they
may also stay, fluctuate, and accumulate—accompanying
and influencing the way people think and act at any stage,
consciously or unconsciously. Then they may translate
into various forms of political expressions or actions—or
the absence of them.

The blank-paper or A4-paper movement in China is
perhaps the most illustrative example of this phenomenon.
During most of the COVID-19 lockdown, people com-
plied with the state’s restrictive policies. Then lockdown
fatigue took hold, and compliance was replaced by anger
and opposition. Citizens in several major Chinese cities
went to the streets to protest the government’s restrictive
policies, despite strict digital surveillance and prevalent
digital censorship that people had to deal with every day
(Thornton 2023). Similarly, during the Arab Spring,
emotional experiences of anger, joy, and pride, rather than
strategic calculation or ideology, emboldened the people
in Egypt to engage in resistance (Pearlman 2013).

Limitations of this Study

Unlike in open democratic settings, measuring opinions
about sensitive issues in politically closed contexts through
online surveys, like the one in our study, faces fundamen-
tal challenges, among which the issue of response validity
deserves critical reflection. Although the factorial experi-
ment design allowed us to isolate and identify the causal
effects of awareness of digital control on individual emo-
tional and attitudinal responses, gauging these responses
through direct questioning, as implemented in our survey,
may suffer from sensitivity bias. Framing the question on
attitudes toward government digital control practices in a
hypothetical context related to the fictive persona in the
experimental treatment, was designed to mitigate sensitiv-
ity by shifting the subject of the attitudes away from the
respondents. However, even in a hypothetical scenario,
direct questioning may still elicit wariness among some
respondents, generating bias in their responses. Uld-
mately, we cannot entirely rule out the possibility of self-
censorship or, worse, preference falsification (Ahram and
Goode 2016; Kuran 1995; Robinson and Tannenberg
2019). By comparing the differences between the two sets
of attitudinal questions—one framed in a hypothetical
context and the other in a real-life setting—we were able to
partially capture the magnitude of the potential bias. Our
results show that public attitudes toward digital control
practices measured in the real-life context are, on average,
4.9% more positive than those measured in hypothetical
scenarios across all treatment conditions, suggesting a
moderate degree of self-censorship in the responses. How-
ever, with our current research design, we were unable to
estimate the absolute level of bias caused by sensitivity.
The literature using indirect question techniques like list
experiments to estimate sensitivity bias suggests that 4% to
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28% overreporting of regime support or trust in govern-
ment (Li, Shi, and Zhu 2018; Nicholson and Huang
2023; Robinson and Tannenberg 2019; Tang 2010).
Given this, the treatment effects in our study are likely
to be underestimated. In other words, in the absence of
self-censorship, we would have expected the impact of
knowing about digital control on emotions and attitudes
to be much worse. To reduce sensitivity bias, future
research should consider using indirect questioning tech-
niques designed for sensitive topics, such as the list exper-
iment, the endorsement experiment, and randomized
response techniques (Blair, Coppock, and Moor 2020;
Rosenfeld, Imai, and Shapiro 2016).8

Relatedly, the effectiveness of using an anonymous
online self-administered computerized questionnaire in
reducing sensitivity bias may be limited in authoritarian
regimes that engage in extensive surveillance of online
activities (Li, Shi, and Zhu 2018). The validity of our
results may be further compromised by artificial datasets
created by Generative Al, fraud, and professional survey
takers. Although we closely monitored our data quality
with automated and manual scrutiny (see appendix A.1),
we are aware that there is no silver bullet to ultimately
resolve the issue, which might pose threats to our results.

Interpreting the findings of our study thus warrants
extra caution. We urge prudence in collecting, handling,
and interpreting online opinion data in politically closed
contexts and in enhancing its robustness through cross-
checking techniques such as triangulation, as we applied to
our interview analyses. Nevertheless, sensitivity bias may also
be present during in-person interviews. Following Ahram
and Goode (2016) and Ollier-Malaterre et al. (2025), we
provide a detailed reflexive note in appendix A.3.

Moreover, our one-shot experimental design has inher-
ent limitations in exploring the long-term impact of elicited
emotions on people’s attitudes. Although our results suggest
that emotions can effectively translate into worsening atti-
tudes toward digital control, and many studies argue for the
profound impact of immediate emotional experiences on
political choices and actions, our study does not provide
empirical evidence that emotions shape attitudes in the long
term. This is an important aspect for future research.

Conclusion

Over the past three decades, the Chinese state has system-
atically expanded its nationwide digital surveillance and
censorship programs (Roberts 2018; Xu 2021). A prom-
inent feature of these digital control instruments is their
unobtrusiveness: their operation often goes unnoticed by
the public. When digital control does attract public atten-
tion, it is often justified as a necessary means to maintain
public security and social order. This presents an empirical
challenge to studying how individuals living under increas-
ing digital control respond to it. Assumptions built on
different cognitive behavioral theories offer various,
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sometimes contradictory, predictions on how such indi-
viduals will think and act. Leveraging a survey experiment
and drawing on in-depth interviews, our focus on the role
of emotions sheds light on the affective aspect of the
formation of and change in public attitudes in an emerging
digital authoritarianism; it thereby enriches existing liter-
ature on the cognitive dimension (Dal, Nisbet, and
Kamenchuk 2023; Huang, Intawan, and Nicholson
2023; Kostka 2019; Ollier-Malaterre 2023; Su, Xu, and
Cao 2022).” Our findings suggest that when exposed to
information revealing the intrusive nature of state-led
digital control practices, citizens exhibit emotional reac-
tions and subsequent attitudes that do nor differ from
those of their counterparts in an open society: both
experience a decrease in positive and a rise in negative
emotions, and these emotions further worsen public atti-
tudes toward government digital practices.

Although our empirical case focuses on China, the results
have implications for studying the political-psychological
dimensions of digital repression, information control, and
regime legitimacy in other modern autocracies and regimes
facing autocratization. As new generations of digital tech-
nologies are rapidly incorporated into the governance
toolkit by governments around the world, the risks of
misusing or abusing these digital tools also increase. World-
wide, informational autocrats have become a trend (Guriev
and Treisman 2019), digital authoritarianism is on the rise
(Pearson 2024), and digital repression is no longer unique
to nondemocracies (Earl, Maher, and Pan 2022). Our
study highlights the potential unintended consequences
resulting from the awareness of digital control, which first
unfold in people’s emotions. Future research should explore
the variation in emotional experiences across countries,
cultures, and political regimes.
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Notes

1 In this study we use the terms “digital authoritarianism,”
“digital autocracy,” and “informational autocracy”
interchangeably to denote political regimes that system-
atically use digital technologies for social and political
control to achieve authoritarian goals.

2 Note that awareness of digital control entails at least two
interrelated yet distinct layers: (1) the awareness of its
existence and (2) the awareness of its inzrusive or repres-
sive nature. Although the first kind of awareness does
not necessarily lead to the second, awareness of the
second layer, by definition, presupposes the awareness
of the first. Our analysis focuses on the second layer.

3 We do not claim tha, in digital autocracies, all people
are ignorant of state digital control. On the contrary,
numerous studies suggest that a segment of the popu-
lation is not only aware of its existence (and its repres-
sive nature) but also finds multiple ways to circumvent
it (Roberts 2018). While acknowledging that within a
society, open or closed, the level of awareness of digital
control can vary, our point here is to highlight the
structural constraints on public awareness caused by
state systematic information control and manipulation,
as compared to in an open society.

4 A few recent studies have addressed this issue using an
experimental design to manipulate the awareness about
the repressive potential of government digital solutions
(Karpa and Rochlitz 2024; Xu, Kostka, and Cao 2022),
but none has so far tapped into the effects on the
psychological dimension of emotional experiences and
their linkage to atticude changes.

5 Although both states and corporations have vested
interests in deploying digital control instruments to
monitor the behaviors of their subjects and exert
influence over their actions (Scott 1998; Zuboff 2020),
and though digital control often involves multiple types
of actors, our study focuses primarily on digital control
initiated by the state for the purpose of social and
political control.

6 The short-lived characteristic of emotion is most prev-
alent in experimental studies focusing on affect or the
“affective component of emotion,” defined as immediate
physiological responses to stimuli (Bakker, Rooduijn,
and Schumacher 2021, 151; Lodge and Taber 2013).

7 Although in Western survey research, the term
“understanding” primarily denotes objective knowledge
or cognitive-based comprehension of an event or
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subject, in the Chinese context, understanding (“F
fi#2”) entails both a cognitive and evaluative component,
with the latter carrying a layer of sympathy or the
endorsement of others. Our measurement of attitudes
takes this nuanced cultural and linguistic consideration
into account and indicates strong internal coherence.

8 Indirect questinioning techniques have become a pop-
ular tool in opinion surveys to measure sensitive topics
such as regime support and trust in authoritarian
regimes; see, e.g., Frye et al. (20175 2023), Huang,
Intawan, and Nicholson (2023), Nicholson and Huang
(2023), and Jee and Zhang (2025).

9 Our focus on the emotional aspect of attitudes distin-
guishes it from another affective dimension—implicit
attitudes that emphasize automatic, subconscious
responses to stimuli and contrast them with responses
to explicit attitudes (Huang, Intawan, and Nicholson
2023; Truex and Tavana 2019).

References

Ahram, Ariel I., and J. Paul Goode. 2016. “Researching
Authoritarianism in the Discipline of Democracy.”
Social Science Quarterly 97 (4): 834—49. doi:10.1111/
ssqu.12340.

Albertson, Bethany, and Shana Kushner Gadarian. 2017.
“Did That Scare You? Tips on Creating Emotion in
Experimental Subjects.” Political Analysis 24 (4): 485-91.
doi:10.1093/pan/mpw022.

Bakker, Bert N., Matthijs Rooduijn, and Gijs
Schumacher. 2021. “Hot Politics? Affective Responses
to Political Rhetoric.” American Political Science Review
115 (1): 150—64. doi:10.1017/50003055420000519.

Beraja, Martin, Andrew Kao, David Y. Yang, and Noam
Yuchtman. 2023. “Al-Tocracy.” Quarterly Journal of
Economics 138 (3): 1349—402. doi:10.1093/qgje/qjad012.

Blair, Graeme, Alexander Coppock, and Margaret Moor.
2020. “When to Worry about Sensitivity Bias: A Social
Reference Theory and Evidence from 30 Years of List
Experiments.” American Political Science Review 114
(4): 1297-315. doi:10.1017/50003055420000374.

Brader, Ted. 2006. Campaigning for Hearts and Minds:
How Emotional Appeals in Political Ads Work. Chicago:
University of Chicago Press.

Brader, Ted, George E. Marcus, and Kristyn L. Miller.
2011. “Emotion and Public Opinion.” In The Oxford
Handbook of American Public Opinion and the Media,
eds. George C. Edwards, Lawrence R. Jacobs, and
Robert Y. Shapiro, 384—401. New York: Oxford
University Press. doi:10.1093/oxfordhb/97801995
45636.003.0024.

Brader, Ted, Nicholas A. Valentino, and Elizabeth Suhay.
2008. “What Triggers Public Opposition to
Immigration? Anxiety, Group Cues, and Immigration
Threat.” American Journal of Political Science 52 (4):
959-78. doi:10.1111/j.1540-5907.2008.00353 ..


https://doi.org/10.1111/ssqu.12340
https://doi.org/10.1111/ssqu.12340
https://doi.org/10.1093/pan/mpw022
https://doi.org/10.1017/S0003055420000519
https://doi.org/10.1093/qje/qjad012
https://doi.org/10.1017/S0003055420000374
https://doi.org/10.1093/oxfordhb/9780199545636.003.0024
https://doi.org/10.1093/oxfordhb/9780199545636.003.0024
https://doi.org/10.1111/j.1540-5907.2008.00353.x
https://doi.org/10.1017/S1537592725103551

Biichi, Moritz, Noemi Festic, and Michael Latzer. 2022.
“The Chilling Effects of Digital Dataveillance: A
Theoretical Model and an Empirical Research Agenda.”
Big Data & Society 9 (1): 20539517211065368.
doi:10.1177/20539517211065368.

Chen, Jidong, and Yiging Xu. 2017. “Why Do
Authoritarian Regimes Allow Citizens to Voice
Opinions Publicly?” Journal of Politics 79 (3): 792-803.
doi:10.1086/690303.

Chen, Yuyu, and David Y. Yang. 2019. “The Impact of
Media Censorship: 1984 or Brave New World?”
American Economic Review 109 (6): 2294-332. doi:
10.1257/aer.20171765.

Cyberspace Administration of China. 2022. [F5Z 27 B
(GBI NERA (BF P EREIRE(20224F) )
[Annual Report on Development of Digital China
(2022)]. heep://www.cac.gov.cn/2023-05/22/c_
1686402318492248 . htm.

Dal, Aysenur, and Erik C. Nisbet. 2022. “T'o Share or Not
to Share? How Emotional Judgments Drive Online
Political Expression in High-Risk Contexts.”
Communication Research 49 (3): 353-75. doi:10.1177/
0093650220950570.

Dal, Aysenur, Erik C. Nisbet, and Olga Kamenchuk.
2023. “Signaling Silence: Affective and Cognitive
Responses to Risks of Online Activism about Corruption
in an Authoritarian Context.” New Media ¢ Society 25
(3): 646-64. doi:10.1177/14614448221135861.

Damasio, Antonio R. 1994. Descartes’ Error: Emotion,
Reason, and the Human Brain. New York: Putnam.

Davenport, Christian. 2007. “State Repression and Political
Order.” Annual Review of Political Science 10: 1-23. doi:
10.1146/annurev.polisci.10.101405.143216.

Deibert, Ron. 2015. “Cyberspace under Siege.” Journal of
Democracy 26 (3): 64-78. doi:10.1353/jod.2015.0051.

Demertzis, Nicolas. 2014. “Political Emotions.” In 7he
Palgrave Handbook of Global Political Psychology, eds.
Paul Nesbitt-Larking, Catarina Kinnvall, Tereza
Capelos, and Henk Dekker, 223—41. London: Palgrave
Macmillan. doi:10.1007/978-1-137-29118-9_13.

Demmelhuber, Thomas, and Antonia Thies. 2023.
“Autocracies and the Temptation of Sentimentality:
Repertoires of the Past and Contemporary Meaning-
Making in the Gulf Monarchies.” Third World
Quarterly 44 (5): 1003-20. doi:10.1080/
01436597.2023.2171392.

Earl, Jennifer, Thomas V. Maher, and Jennifer Pan. 2022.
“The Digital Repression of Social Movements, Protest,
and Activism: A Synthetic Review.” Science Advances 8
(10): eabl8198. doi:10.1126/sciadv.abl8198.

Elster, Jon. 1999. Alchemies of the Mind: Rationality and
the Emotions. Cambridge, UK: Cambridge University
Press.

Feldstein, Steven. 2021. The Rise of Digital Repression:
How Technology Is Reshaping Power, Politics, and

https://doi.org/10.1017/51537592725103551 Published online by Cambridge University Press

Resistance. Oxford, UK: Oxford University Press. doi:
10.1093/0s0/9780190057497.001.0001.

Frijda, Nico H. 1986. The Emotions. Cambridge, UK:
Cambridge University Press.

Frye, Timothy, Scott Gehlbach, Kyle L. Marquardt, and
Ora John Reuter. 2017. “Is Putin’s Popularity Real?”
Post-Soviet Affairs 33 (1): 1-15. doi:10.1080/
1060586X.2016.1144334,

——.2023. “Is Putin’s Popularity (Still) Real? A
Cautionary Note on Using List Experiments to
Measure Popularity in Authoritarian Regimes.” Posz-
Soviet Affairs 39 (3): 213-22. doi:10.1080/
1060586X.2023.2187195.

Gadarian, Shana Kushner, and Ted Brader. 2023.
“Emotion and Political Psychology.” In The Oxford
Handbook of Political Psychology, eds. Leonie Huddy,
David O. Sears, Jack S. Levy, and Jennifer Jerit, 191-247.
Oxford, UK: Oxford University Press. doi:10.1093/
oxfordhb/9780197541302.013.5.

Gandhi, Jennifer, and Adam Przeworski. 2006.
“Cooperation, Cooptation, and Rebellion under
Dictatorships.” Economics ¢ Politics 18 (1): 1-26. doi:
10.1111/j.1468-0343.2006.00160.x.

Gerschewski, Johannes. 2013. “The Three Pillars of
Stability: Legitimation, Repression, and Co-optation in
Autocratic Regimes.” Democratization 20 (1): 13-38.
doi:10.1080/13510347.2013.738860.

——. 2023. The Two Logics of Autocratic Rule.
Cambridge, UK: Cambridge University Press. doi:
10.1017/9781009199407.

Gohdes, Anita R. 2020. “Repression Technology: Internet
Accessibility and State Violence.” American Journal of
Political Science 64 (3): 488—503. doi:10.1111/
ajps.12509.

——. 2024. Repression in the Digital Age: Surveillance,
Censorship, and the Dynamics of State Violence.

New York: Oxford University Press.

Goodwin, Jeff, James M. Jasper, and Francesca Polletta.
2001. Passionate Politics: Emotions and Social
Movements. Chicago: University of Chicago Press.

Greene, Samuel A., and Graeme Robertson. 2022. “Affect
and Autocracy: Emotions and Attitudes in Russia
after Crimea.” Perspectives on Politics 20 (1): 38-52.
doi:10.1017/51537592720002339.

Gunitsky, Seva. 2015. “Corrupting the Cyber-commons:
Social Media as a Tool of Autocratic Stability.”
Perspectives on Politics 13 (1): 42-54. doi:10.1017/
§1537592714003120.

Guo, Dangi and Genia Kostka. 2025. “Replication Data for:
Knowing Is Disturbing: Emotions and Public Attitudes
toward Digital Control under Autocracy.” Harvard
Dataverse, https://doi.org/10.7910/DVN/SQRZRS.

Guriev, Sergei, and Daniel Treisman. 2019.
“Informational Autocrats.” Journal of Economic
Perspectives 33 (4): 100-27. doi:10.1257/jep.33.4.100.


https://doi.org/10.1177/20539517211065368
https://doi.org/10.1086/690303
https://doi.org/10.1257/aer.20171765
http://www.cac.gov.cn/2023-05/22/c_1686402318492248.htm
http://www.cac.gov.cn/2023-05/22/c_1686402318492248.htm
https://doi.org/10.1177/0093650220950570
https://doi.org/10.1177/0093650220950570
https://doi.org/10.1177/14614448221135861
https://doi.org/10.1146/annurev.polisci.10.101405.143216
https://doi.org/10.1353/jod.2015.0051
https://doi.org/10.1007/978-1-137-29118-9_13
https://doi.org/10.1080/01436597.2023.2171392
https://doi.org/10.1080/01436597.2023.2171392
https://doi.org/10.1126/sciadv.abl8198
https://doi.org/10.1093/oso/9780190057497.001.0001
https://doi.org/10.1080/1060586X.2016.1144334
https://doi.org/10.1080/1060586X.2016.1144334
https://doi.org/10.1080/1060586X.2023.2187195
https://doi.org/10.1080/1060586X.2023.2187195
https://doi.org/10.1093/oxfordhb/9780197541302.013.5
https://doi.org/10.1093/oxfordhb/9780197541302.013.5
https://doi.org/10.1111/j.1468-0343.2006.00160.x
https://doi.org/10.1080/13510347.2013.738860
https://doi.org/10.1017/9781009199407
https://doi.org/10.1111/ajps.12509
https://doi.org/10.1111/ajps.12509
https://doi.org/10.1017/S1537592720002339
https://doi.org/10.1017/S1537592714003120
https://doi.org/10.1017/S1537592714003120
https://doi.org/10.7910/DVN/SQRZR8
https://doi.org/10.1257/jep.33.4.100
https://doi.org/10.1017/S1537592725103551

——. 2020. “The Popularity of Authoritarian Leaders: A
Cross-National Investigation.” World Politics 72 (4):
601-38. doi:10.1017/50043887120000167.

Hassan, Mai, Daniel Mattingly, and Elizabeth R. Nugent.
2022. “Political Control.” Annual Review of Political
Science 25 (1): 155-74. doi:10.1146/annurev-polisci-
051120-013321.

Hobbs, William R., and Margaret E. Roberts. 2018.
“How Sudden Censorship Can Increase Access to
Information.” American Political Science Review 112
(3): 621-36. doi:10.1017/S0003055418000084.

Huang, Haifeng, Chanita Intawan, and Stephen P.
Nicholson. 2023. “In Government We Trust: Implicit
Political Trust and Regime Support in China.”
Perspectives on Politics 21 (4): 1357-75. doi:10.1017/
$1537592722001037.

——. 2024. “Political Trust and Public Support for
Propaganda in China.” Research & Politics 11 (1):
20531680231225308. doi:10.1177/20531680231
225308.

Impiombato, Daria, Yvonne Lau, and Luisa Gyhn. 2023.
Surveillance, Privacy and Agency: Insights from China.
Policy Brief. Canberra, AU: Australian Strategic Policy
Institute.

Jansen, Sue Curry, and Brian Martin. 2015. “The Streisand
Effect and Censorship Backfire.” International Journal of
Communication 9 (2015). hteps://ijjoc.org/index.php/
ijoc/article/view/2498/1321.

Jee, Haemin, and Tongtong Zhang. 2025. “Oppose
Autocracy without Support for Democracy: A Study of
Non-democratic Critics in China.” Perspectives on
Politics 1-20. doi:10.1017/S1537592724001798.

Karpa, David, and Michael Rochlitz. 2024.
“Authoritarian Surveillance and Public Support for
Digital Governance Solutions.” Comparative Political
Studies 58 (14). doi:10.1177/00104140241290208.

Keremoglu, Eda, and Nils B. Weidmann. 2020. “How
Dictators Control the Internet: A Review Essay.”
Comparative Political Studies 53 (10-11): 1690-703.
doi:10.1177/0010414020912278.

King, Gary, Jennifer Pan, and Margaret E. Roberts. 2013.
“How Censorship in China Allows Government
Criticism but Silences Collective Expression.” American
Political Science Review 107 (2): 326—43. doi:10.1017/
S0003055413000014.

Knutsen, Carl Henrik, and Magnus Rasmussen. 2018.
“The Autocratic Welfare State: Old-age Pensions,
Credible Commitments, and Regime Survival.”
Comparative Political Studies 51 (5): 659-95. doi:
10.1177/0010414017710265.

Koops, Bert-Jaap. 2021. “The Concept of Function
Creep.” Law, Innovation and Technology 13 (1): 29-56.
doi:10.1080/17579961.2021.1898299.

Kostka, Genia. 2019. “China’s Social Credit Systems and
Public Opinion: Explaining High Levels of Approval.”

https://doi.org/10.1017/51537592725103551 Published online by Cambridge University Press

New Media & Society 21 (7): 1565-93. doi:10.1177/
1461444819826402.

Kostka, Genia, Léa Steinacker, and Miriam Meckel. 2022.
“Under Big Brother’s Watchful Eye: Cross-Country
Attitudes toward Facial Recognition Technology.”
Government Information Quarterly: 101761. doi:
10.1016/j.iq.2022.101761.

Kuran, Timur. 1995. Private Truths, Public Lies: The
Social Consequences of Preference Falsification.
Cambridge, MA: Harvard University Press.

Li, Xiaojun, Weiyi Shi, and Boliang Zhu. 2018. “The Face
of Internet Recruitment: Evaluating the Labor Markets
of Online Crowdsourcing Platforms in China.”
Research & Politics 5 (1): 2053168018759127. doi:
10.1177/2053168018759127.

Liang, Fan, Vishnupriya Das, Nadiya Kostyuk, and
Muzammil M. Hussain. 2018. “Constructing a Data-
driven Society: China’s Social Credit System as a State
Surveillance Infrastructure.” Policy & Internet 10 (4):
415-53. doi:10.1002/poi3.183.

Liu, Chuncheng, and Ross Graham. 2021. “Making Sense
of Algorithms: Relational Perception of Contact
Tracing and Risk Assessment during COVID-19.” Big
Data & Society 8 (1): 205395172199521. doi: 10.1177/
2053951721995218.

Lodge, Milton, and Charles S. Taber. 2005. “The
Automaricity of Affect for Political Leaders, Groups,
and Issues: An Experimental Test of the Hot Cognition
Hypothesis.” Political Psychology 26 (3): 455-82. doi:
10.1111/j.1467-9221.2005.00426.x.

. 2013. The Rationalizing Voter. Cambridge, UK:
Cambridge University Press.

Loewenstein, George, and Jennifer S. Lerner. 2003. “The
Role of Affect in Decision Making.” In Handbook of
Affective Sciences, eds. R. ]. Davidson, K. R. Scherer, &
H. H. Goldsmith, 619-42. Oxford, UK: Oxford
University Press.

MacKinnon, Rebecca. 2011. “China’s ‘Networked
Authoritariansim.” Journal of Democracy 22 (2): 32—46.
doi:10.1353/jod.2011.0033.

Marcus, George E. 2000. “Emotions in Politics.” Annual
Review of Political Science 3 (1): 221-50. doi:10.1146/
annurev.polisci.3.1.221.

Marcus, George E., W. Russell Neuman, and Michael
MacKuen. 2000. Affective Intelligence and Political
Judgment. Chicago: University of Chicago Press.

Mattingly, Daniel C., and Elaine Yao. 2022. “How Soft
Propaganda Persuades.” Comparative Political Studies
55 (9): 1569-94. doi:10.1177/00104140211047403.

McDermott, Rose. 2004. “The Feeling of Rationality:
The Meaning of Neuroscientific Advances for Political
Science.” Perspectives on Politics 2 (4): 691-706. doi:
10.1017/S1537592704040459.

Miller, Patrick R. 2011. “The Emotional Citizen:
Emotion as a Function of Political Sophistication.”



https://doi.org/10.1017/S0043887120000167
https://doi.org/10.1146/annurev-polisci-051120-013321
https://doi.org/10.1146/annurev-polisci-051120-013321
https://doi.org/10.1017/S0003055418000084
https://doi.org/10.1017/S1537592722001037
https://doi.org/10.1017/S1537592722001037
https://doi.org/10.1177/20531680231225308
https://doi.org/10.1177/20531680231225308
https://ijoc.org/index.php/ijoc/article/view/2498/1321
https://ijoc.org/index.php/ijoc/article/view/2498/1321
https://doi.org/10.1017/S1537592724001798
https://doi.org/10.1177/00104140241290208
https://doi.org/10.1177/0010414020912278
https://doi.org/10.1017/S0003055413000014
https://doi.org/10.1017/S0003055413000014
https://doi.org/10.1177/0010414017710265
https://doi.org/10.1080/17579961.2021.1898299
https://doi.org/10.1177/1461444819826402
https://doi.org/10.1177/1461444819826402
https://doi.org/10.1016/j.giq.2022.101761
https://doi.org/10.1177/2053168018759127
https://doi.org/10.1002/poi3.183
https://doi.org/10.1177/2053951721995218
https://doi.org/10.1177/2053951721995218
https://doi.org/10.1111/j.1467-9221.2005.00426.x
https://doi.org/10.1353/jod.2011.0033
https://doi.org/10.1146/annurev.polisci.3.1.221
https://doi.org/10.1146/annurev.polisci.3.1.221
https://doi.org/10.1177/00104140211047403
https://doi.org/10.1017/S1537592704040459
https://doi.org/10.1017/S1537592725103551

Political Psychology 32 (4): 575-600. doi:10.1111/
j.1467-9221.2011.00824 .

Mintz, Alex, Nicholas A. Valentino, and Carly Wayne.
2022. Beyond Rationality: Behavioral Political Science in
the 21st Century. Cambridge, UK: Cambridge
University Press.

Nicholson, Stephen P., and Haifeng Huang. 2023.
“Making the List: Reevaluating Political Trust and
Social Desirability in China.” American Political Science
Review 117 (3): 1158-65. doi:10.1017/S00030554
22000946.

Nikolayenko, Olena. 2022. “I Am Tired of Being Afraid’:
Emotions and Protest Participation in Belarus.”
International Sociology 37 (1): 78-96. doi:10.1177/
02685809211023051.

Nisbet, Erik C., Olga Kamenchuk, and Aysenur Dal.
2017. “A Psychological Firewall? Risk Perceptions and
Public Support for Online Censorship in Russia.” Social
Science Quarterly 98 (3): 958-75. doi:10.1111/
ssqu.12435.

Ollier-Malaterre, Ariane. 2023. Living with Digital
Surveillance in China: Citizens’ Narrative on Technology,
Privacy, and Governance. London: Routledge. https://
doi.org/10.4324/9781003403876.

Ollier-Malaterre, Ariane, Emilie Szwajnoch, Alexander
Trauth-Goik, Ausma Bernot, Fan Liang, and Ashley
Poon. 2025. “Navigating through the Fog: Reflexive
Accounts on Researching China’s Digital Surveillance,
Censorship, and Other Sensitive Topics.” Journal of
Contemporary China 1-18. doi:10.1080/10670564.
2025.2477200.

Pearlman, Wendy. 2013. “Emotions and the
Microfoundations of the Arab Uprisings.” Perspectives
on Politics 11 (2): 387—409. doi:10.1017/S15375927
13001072.

. 2023. “Emotional Sensibility: Exploring the
Methodological and Ethical Implications of Research
Participants’ Emotions.” American Political Science Review
117 (4): 1241-54. doi:10.1017/S0003055422001253.

Pearson, James S. 2024. “Defining Digital
Authoritarianism.” Philosophy & Technology 37(2): 73.
doi:10.1007/s13347-024-00754-8.

Pei, Minxin. 2024. The Sentinel State: Surveillance and the
Survival of Dictatorship in China. Cambridge, MA:
Harvard University Press. doi:10.4159/9780674
296459.

Polyakova, Alina, and Chris Meserole. 2019. Exporting
Digital Authoritarianism: The Russian and Chinese
Models. Washington, DC: Brookings Institution.
heeps:/[www.brookings.edu/wp-content/uploads/
2019/08/FP_20190827_digital_authoritarianism_
polyakova_meserole.pdf.

Redlawsk, David P. 2006. Feeling Politics: Emotion in
Political Information Processing. New York: Palgrave
Macmillan.

https://doi.org/10.1017/51537592725103551 Published online by Cambridge University Press

Renshon, Jonathan, Jooa Julia Lee, and Dustin Tingley.
2015. “Physiological Arousal and Political Beliefs.”
Political Psychology 36 (5): 569-85. doi:10.1111/
pops.12173.

Rhodes-Purdy, Matthew, Rachel Navarre, and
Stephen M. Utych. 2021. “Populist Psychology:
Economics, Culture, and Emotions.” Journal of Politics
83 (4): 1559—72. doi:10.1086/715168.

Roberts, Margaret E. 2018. Censored: Distraction and
Diversion inside China’s Great Firewall. Princeton, NJ:
Princeton University Press,. doi:10.23943/
9781400890057.

——. 2020. “Resilience to Online Censorship.” Annual
Review of Political Science 23 (1): 401-19. doi:10.1146/
annurev-polisci-050718-032837.

Roberts, Tony, and Marjoke Oosterom. 2024. “Digital
Authoritarianism: A Systematic Literature Review.”
Information Technology for Development 1-25. doi:
10.1080/02681102.2024.2425352.

Robinson, Darrel, and Marcus Tannenberg. 2019. “Self-
censorship of Regime Support in Authoritarian States:
Evidence from List Experiments in China.” Research &
Politics 6 (3): 2053168019856449. doi:10.1177/
2053168019856449.

Rosenfeld, Bryn, Kosuke Imai, and Jacob N. Shapiro.
2016. “An Empirical Validation Study of Popular
Survey Methodologies for Sensitive Questions.”
American Journal of Political Science 60 (3): 783-802.
doi:10.1111/ajps.12205.

Rothschild, Viola. 2024. “Protest and Repression in
China’s Digital Surveillance State.” Journal of
Information Technology & Politics 1-16. doi:10.1080/
19331681.2024.2326464.

Schlumberger, Oliver, Mirjam Edel, Ahmed Maati, and
Koray Saglam. 2023. “How Authoritarianism
Transforms: A Framework for the Study of Digital
Dictatorship.” Government and Opposition 1-23. doi:
10.1017/gov.2023.20.

Scott, James C. 1998. Secing like a State: How Certain
Schemes to Improve the Human Condition Have Failed.
New Haven, CT: Yale University Press.

Shirikov, Anton. 2024. “Rethinking Propaganda: How
State Media Build Trust through Belief Affirmation.”
Journal of Politics 86 (4): 1319-32. doi:10.1086/729941.

State Council. 2023. “rpd:r fiF SR % (B
[E IR AR FEK] ) [Chinese Communist Party
Central Committee and the State Council Issued ‘Plan
for the Overall Layout of Building a Digital China’].”
hetps://www.gov.cn/zhengce/2023-02/27/content_
5743484.htm.

Stoycheft, Elizabeth. 2023. “Cookies and Content
Moderation: Affective Chilling Effects of Internet
Surveillance and Censorship.” Journal of Information
Technology & Politics 20 (2): 113-24. doi:10.1080/
19331681.2022.2063215.


https://doi.org/10.1111/j.1467-9221.2011.00824.x
https://doi.org/10.1111/j.1467-9221.2011.00824.x
https://doi.org/10.1017/S0003055422000946
https://doi.org/10.1017/S0003055422000946
https://doi.org/10.1177/02685809211023051
https://doi.org/10.1177/02685809211023051
https://doi.org/10.1111/ssqu.12435
https://doi.org/10.1111/ssqu.12435
https://doi.org/10.4324/9781003403876
https://doi.org/10.4324/9781003403876
https://doi.org/10.1080/10670564.2025.2477200
https://doi.org/10.1080/10670564.2025.2477200
https://doi.org/10.1017/S1537592713001072
https://doi.org/10.1017/S1537592713001072
https://doi.org/10.1017/S0003055422001253
https://doi.org/10.1007/s13347-024-00754-8
https://doi.org/10.4159/9780674296459
https://doi.org/10.4159/9780674296459
https://www.brookings.edu/wp-content/uploads/2019/08/FP_20190827_digital_authoritarianism_polyakova_meserole.pdf
https://www.brookings.edu/wp-content/uploads/2019/08/FP_20190827_digital_authoritarianism_polyakova_meserole.pdf
https://www.brookings.edu/wp-content/uploads/2019/08/FP_20190827_digital_authoritarianism_polyakova_meserole.pdf
https://doi.org/10.1111/pops.12173
https://doi.org/10.1111/pops.12173
https://doi.org/10.1086/715168
https://doi.org/10.23943/9781400890057
https://doi.org/10.23943/9781400890057
https://doi.org/10.1146/annurev-polisci-050718-032837
https://doi.org/10.1146/annurev-polisci-050718-032837
https://doi.org/10.1080/02681102.2024.2425352
https://doi.org/10.1177/2053168019856449
https://doi.org/10.1177/2053168019856449
https://doi.org/10.1111/ajps.12205
https://doi.org/10.1080/19331681.2024.2326464
https://doi.org/10.1080/19331681.2024.2326464
https://doi.org/10.1017/gov.2023.20
https://doi.org/10.1086/729941
https://www.gov.cn/zhengce/2023-02/27/content_5743484.htm
https://www.gov.cn/zhengce/2023-02/27/content_5743484.htm
https://doi.org/10.1080/19331681.2022.2063215
https://doi.org/10.1080/19331681.2022.2063215
https://doi.org/10.1017/S1537592725103551

Stoycheff, Elizabeth, G. Scott Burgess, and Maria Clara
Martucci. 2020. “Online Censorship and Digital
Surveillance: The Relationship between Suppression
Technologies and Democratization across Countries.”
Information, Communication & Society 23 (4): 474-90.
doi:10.1080/1369118X.2018.1518472.

Stoycheft, Elizabeth, Juan Liu, Kai Xu, and Kunto
Wibowo. 2019. “Privacy and the Panopticon: Online
Mass Surveillance’s Deterrence and Chilling Effects.”
New Media & Society 21 (3): 602-19. doi:10.1177/
1461444818801317.

Su, Zheng, Xu Xu, and Xun Cao. 2022. “What Explains
Popular Support for Government Monitoring in
China?” Journal of Information Technology & Politics
19 (4): 377-92. doi:10.1080/19331681.2021.1997868.

Svolik, Milan W. 2012. The Politics of Authoritarian Rule.
Cambridge, UK: Cambridge University Press. doi:
10.1017/CB0O9781139176040.

Tang, Wenfang. 2016. Populist Authoritarianism: Chinese
Political Culture and Regime Sustainability. New York,:
Oxford University Press.

Tannenberg, Marcus. 2022. “The Autocratic Bias: Self-
Censorship of Regime Support.” Democratization
29 (4): 591-610. doi: 10.1080/13510347.2021.1981867.

Thornton, Patricia. 2023. “The A4 Movement: Mapping
Its Background and Impact.” hteps://www.prcleader.
org/post/the-a4-movement-mapping-its-background-
and-impact, accessed on June 26, 2025.

Tingley, Dustin, Teppei Yamamoto, Kentaro Hirose, Luke
Keele, and Kosuke Imai. 2014. “Mediation: R Package
for Causal Mediation Analysis.” Journal of Statistical
Software 59 (5): 1-38. doi:10.18637/js5.v059.i05.

Tirole, Jean. 2021. “Digital Dystopia.” American Economic
Review 111 (6): 2007—48. doi:10.1257/aer.20201214.

Truex, Rory, and Daniel L. Tavana. 2019. “Implicit
Attitudes toward an Authoritarian Regime.” Journal of
Politics 81 (3): 1014-27. doi:10.1086/703209.

Webster, Steven W., and Bethany Albertson. 2022.
“Emotion and Politics: Noncognitive Psychological
Biases in Public Opinion.” Annual Review of Political
Science 25 (1): 401-18. doi:10.1146/annurev-polisci-
051120-105353.

Wong, Stan Hok-Wui, and Jiachen Liang. 2021.
“Dubious until Officially Censored: Effects of Online
Censorship Exposure on Viewers’ Attitudes in
Authoritarian Regimes.” Journal of Information
Technology & Politics 18 (3): 310-23. doi:10.1080/
19331681.2021.1879343.

Xiao, Qiang. 2019. “The Road to Digital Unfreedom:
President Xi’s Surveillance State.” Journal of Democracy
30 (1): 53-67. doi:10.1353/jod.2019.0004.

https://doi.org/10.1017/51537592725103551 Published online by Cambridge University Press

Xu, Ping, Brian Krueger, Fan Liang, Mingxin Zhang,
Marc Hutchison, and Mingzhi Chang. 2023. “Media
Framing and Public Support for China’s Social Credit
System: An Experimental Study.” New Media &
Society 27 (2): 995-1013. doi:10.1177/146144482
31187823.

Xu, Xu. 2021. “To Repress or to Co-opt? Authoritarian
Control in the Age of Digital Surveillance.” American
Journal of Political Science 65 (2): 309-25. doi:10.1111/
ajps.12514.

Xu, Xu, Genia Kostka, and Xun Cao. 2022. “Information
Control and Public Support for Social Credit Systems
in China.” Journal of Politics 84 (4): 2230-45. doi:
10.1086/718358.

Yang, Guobin. 2018. “Demobilizing the Emotions of
Online Activism in China: A Civilizing Process.”
International Journal of Communication 12. hteps://
ijoc.org/index.php/ijoc/article/view/5313.

Yang, Tony Zirui. 2024. “Participatory Censorship in
Authoritarian Regimes.” Comparative Political Studies
58 (2). doi:10.1177/00104140241302762.

——. 2025. “Normalization of Censorship: Evidence
from China.” Journal of Politics 87 (4): 1227—42. doi:
10.1086/734239.

Young, Lauren E. 2019. “The Psychology of State
Repression: Fear and Dissent Decisions in Zimbabwe.”
American Political Science Review 113 (1): 140-55. doi:
10.1017/S000305541800076X.

—. 2023. “Mobilization under Threat: Emotional
Appeals and Pro-opposition Political Participation
Online.” Political Behavior 45 (2): 445—68. doi:
10.1007/s11109-021-09711-z.

Zajonc, R. B. 1980. “Feeling and Thinking: Preferences
Need No Inferences.” American Psychologist 35 (2):
151-75. doi:10.1037/0003-066X.35.2.151.

Zhang, Langcheng, Edson C. Tandoc Jr., and Sukhee
Han. 2022. “Rage or Rationality: Exposure to Internet
Censorship and the Impact on Individual Information
Behaviors in China.” Policy & Internet 14 (4): 807-23.
doi:10.1002/poi3.314.

Zhu, Yuner, and King-wa Fu. 2021. “Speaking up or
Staying Silent? Examining the Influences of Censorship
and Behavioral Contagion on Opinion (Non-)
Expression in China.” New Media & Society 23 (12):
3634-55. doi:10.1177/1461444820959016.

Ziller, Conrad, and Marc Helbling. 2021. “Public
Support for State Surveillance.” European Journal of
Political Research 60 (4): 994—1006. doi:10.1111/
1475-6765.12424.

Zuboff, Shoshana. 2020. The Age of Surveillance
Capitalism. New York: PublicAffairs.


https://doi.org/10.1080/1369118X.2018.1518472
https://doi.org/10.1177/1461444818801317
https://doi.org/10.1177/1461444818801317
https://doi.org/10.1080/19331681.2021.1997868
https://doi.org/10.1017/CBO9781139176040
https://doi.org/10.1080/13510347.2021.1981867
https://www.prcleader.org/post/the-a4-movement-mapping-its-background-and-impact
https://www.prcleader.org/post/the-a4-movement-mapping-its-background-and-impact
https://www.prcleader.org/post/the-a4-movement-mapping-its-background-and-impact
https://doi.org/10.18637/jss.v059.i05
https://doi.org/10.1257/aer.20201214
https://doi.org/10.1086/703209
https://doi.org/10.1146/annurev-polisci-051120-105353
https://doi.org/10.1146/annurev-polisci-051120-105353
https://doi.org/10.1080/19331681.2021.1879343
https://doi.org/10.1080/19331681.2021.1879343
https://doi.org/10.1353/jod.2019.0004
https://doi.org/10.1177/14614448231187823
https://doi.org/10.1177/14614448231187823
https://doi.org/10.1111/ajps.12514
https://doi.org/10.1111/ajps.12514
https://doi.org/10.1086/718358
https://ijoc.org/index.php/ijoc/article/view/5313
https://ijoc.org/index.php/ijoc/article/view/5313
https://doi.org/10.1177/00104140241302762
https://doi.org/10.1086/734239
https://doi.org/10.1017/S000305541800076X
https://doi.org/10.1007/s11109-021-09711-z
https://doi.org/10.1037/0003-066X.35.2.151
https://doi.org/10.1002/poi3.314
https://doi.org/10.1177/1461444820959016
https://doi.org/10.1111/1475-6765.12424
https://doi.org/10.1111/1475-6765.12424
https://doi.org/10.1017/S1537592725103551

	Knowing Is Disturbing: Emotions and Public Attitudes toward Digital Control under Autocracy
	Digital Control: An Integrated Concept
	Awareness, Emotions, and Attitudes under Digital Control
	Emotional and Attitudinal Responses to Digital Control

	Type of Digital Control: Surveillance versus Censorship
	Perceived Level of Intrusiveness: Public vs. Personalized Control
	Research Design and Data
	Rationale for Case Selection
	Rationale for Our Survey Experiment
	Data Collection
	Experiment Setting and Stimuli
	Outcome Variables

	Results of the Survey Experiment
	Decrease in Positive Emotions Was More Pronounced than an Increase in Negative Emotions
	Mediation Effect of Emotions
	Surveillance Has a Stronger Effect than Censorship
	Levels of Intrusiveness Matter

	Insights from Our Fieldwork
	Discussion
	Alternative Explanations
	Implications
	Limitations of this Study

	Conclusion
	Supplementary material
	Data replication
	Acknowledgments
	Notes


