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Abstract

Deep neural networks and other modern machine learning models are often susceptible to adversarial attacks.
Indeed, an adversary may often be able to change a model’s prediction through a small, directed perturbation of the
model’s input — an issue in safety-critical applications. Adversarially robust machine learning is usually based on
a minmax optimisation problem that minimises the machine learning loss under maximisation-based adversarial
attacks. In this work, we study adversaries that determine their attack using a Bayesian statistical approach rather
than maximisation. The resulting Bayesian adversarial robustness problem is a relaxation of the usual minmax
problem. To solve this problem, we propose Abram — a continuous-time particle system that shall approximate the
gradient flow corresponding to the underlying learning problem. We show that Abram approximates a McKean—
Vlasov process and justify the use of Abram by giving assumptions under which the McKean—Vlasov process finds
the minimiser of the Bayesian adversarial robustness problem. We discuss two ways to discretise Abram and show
its suitability in benchmark adversarial deep learning experiments.

1 Introduction

Machine learning and artificial intelligence play a major role in today’s society: self-driving cars
(e.g. [3]), automated medical diagnoses (e.g. [41]) and security systems based on face recognition
(e.g. [45]), for instance, are often based on certain machine learning models, such as deep neural net-
works (DNNs). DNNs often approximate functions that are discontinuous with respect to their input [48]
making them susceptible to so-called adversarial attacks. In an adversarial attack, an adversary aims to
change the prediction of a DNN through a directed, but small perturbation to the input. We refer to [14]
for an example showing the weakness of DNN's towards adversarial attacks. Especially when employing
DNNss in safety-critical applications, the training of machine learning models in a way that is robust to
adversarial attacks has become a vital task.

Machine learning models are usually trained by minimising an associated loss function. In adversar-
ially robust learning, this loss function is considered to be subject to adversarial attacks. The adversarial
attack is usually given by a perturbation of the input data that is chosen to maximise the loss func-
tion. Thus, adversarial robust learning is formulated as a minmax optimisation problem. In practice,
the inner maximisation problem needs to be approximated: [14] proposed the fast gradient sign method
(FGSM), which perturbs the input data to maximise the loss function with a single step. Improvements of
FGSM were proposed by, e.g. [25, 51, 57]. Another popular methodology is projected gradient descent
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(PGD) [32] and its variants, see, for example, [9, 10, 33, 36, 50, 61]. Similar to FGSM, PGD con-
siders the minmax optimisation problem but uses multi-step gradient ascent to approximate the inner
maximisation problem. Notably, [57] showed that FGSM with random initialisation is as effective as
PGD.

Other defense methods include preprocessing (e.g. [16, 47, 59, 63]) and detection (e.g. [5, 31, 35,
58]), as well as provable defenses (e.g. [15, 21, 46, 55]). Various attack methods have also been proposed,
see, for instance, [6, 9, 13, 56]. More recently, there is an increased focus on using generative models to
improve adversarial accuracy, see for example [38, 54, 60].

In the present work, we study the case of an adversary that finds their attack following a Bayesian
statistical methodology. The Bayesian adversary does not find the attack through optimisation, but by
sampling a probability distribution that can be derived using Bayes’ Theorem. Importantly, we study the
setting in which the adversary uses a Bayesian strategy, but the machine learner/defender trains the model
using optimisation, which is in contrast to [62]. Thus, our ansatz is orthogonal to previous studies of
adversarial robustness by assuming that the attacker uses a significantly different technique. On the other
hand, the associated Bayesian adversarial robustness problem can be interpreted as a stochastic relax-
ation of the classical minmax problem that replaces the inner maximisation problem with an integral.
Thus, our ansatz should also serve as an alternative way to approach the computationally challenging
minmax problem with a sampling based strategy. After establishing these connections, we

o propose Abram (short for Adversarial Bayesian Particle Sampler), a particle-based continuous-time
dynamical system that simultaneously approximates the behaviour of the Bayesian adversary and
trains the model via gradient descent.

Particle systems of this form have been used previously to solve such optimisation problems in the
context of maximum marginal likelihood estimation, see, e.g. [2] and [24]. In order to justify the use
Abram in this situation, we

o show that Abram converges to a McKean—Vlasov stochastic differential equation (SDE) as the
number of particles goes to infinity, and

« give assumptions under which the McKean—Vlasov SDE converges to the minimiser of the Bayesian
adversarial robustness problem with an exponential rate.

Additional complexity arises here compared to earlier work as the dynamical system and its limiting
McKean—Vlasov SDE have to be considered under reflecting boundary conditions. After the analysis of
the continuous-time system, we briefly explain its discretisation. Then, we

« compare Abram to the state of the art in adversarially robust classification of the MNIST and the
CIFAR-10 datasets under various kinds of attacks.

This work is organised as follows. We introduce the (Bayesian) adversarial robustness problem in
Section 2 and the Abram method in Section 3. We analyse Abram in Sections 4 (large particle limit)
and 5 (longtime behaviour). We discuss different ways of employing Abram in practice in Section 6 and
compare it to the state of the art in adversarially robust learning in Section 7. We conclude in Section 8.

2 Adversarial robustness and its Bayesian relaxation

In the following, we consider a supervised machine learning problem of the following form. We are
given a training dataset {(y\,z,),. .., (yx,2x)} of pairs of features y,,...,yx € Y:= R¥ and labels
21, . . » 2k € Z. Moreover, we are given a parametric model of the form g:X x Y — Z, with X := R?
denoting the parameter space. The goal is now to find a parameter 6*, for which

8l0™) ~ zi k=1,...,K).
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In practice the function g(- |6*) shall then be used to predict labels of features (especially such outside
of training dataset).

The parameter 6* is usually found through optimisation. Let £:Z x Z — R denote a loss function — a
function that gives a reasonable way of comparing the output of g with observed labels. Usual examples
are the square loss for continuous labels and cross entropy loss for discrete labels. Then, we need to
solve the following optimisation problem:

1§
min- Z S0, 2l6), @.1)

where ®(y, z|0) := L(g(y]0), 2).

Machine learning models g that are trained in this form are often susceptible to adversarial attacks.
That means, for a given feature vector y, we can find a ‘small’ & € Y for which g(y + £|6*) # g(y|6*).
In this case, an adversary can change the model’s predicted label by a very slight alteration of the input
feature. Such a & can usually be found through optimisation on the input domain:

max Py +£.210),

§eB(

where B(e) = {&:]|&]|| < &} denotes the e-ball centred at 0 and & > 0 denotes the size of the adversarial
attack. Hence, the attacker tries to change the prediction of the model whilst altering the model input
only by a small value < ¢. Other kinds of attacks are possible, the attacker may, e.g. try to not only
change the predicted label to any other label, but rather to a particular target label, see, e.g. [26].

In adversarially robust training, we replace the optimisation problem (2.1) by the minmax optimisa-
tion problem below:

1

K
min — Z max oG+ &, z0). (2.2)

Thus, we now train the network by minimising the loss also with respect to potential adversarial attacks.
Finding the accurate solutions to such minmax optimisation problems is difficult: usually there is no
underlying saddlepoint structure, e.g. ®(y, z|0) is neither convex in € nor concave in y, X and Y tend to
be very high-dimensional spaces, and the number of data points K may prevent the accurate computa-
tion of gradients. However, good heuristics have been established throughout the last decade — we have
mentioned some of them in Section 1.

In this work, we aim to study a relaxed version of the minmax problem, which we refer to as the
Bayesian adversarial robustness problem. This problem is given by

K

1
min > [ @0u+ & ziom @) 23)
B(g)

oex K
k=1

where the Bayesian adversarial distribution 7} ( - |0) has (Lebesgue) density

exp (y @i + &, %l0))1[€ € B(e)]
e, €XP (v @y + £, 2,10))dE’

s

where y > 0 is an inverse temperature, ¢ > 0 still denotes the size of the adversarial attack, and 1] - ]
denotes the indicator: 1[true] := 1 and 1[false] := 0. The distribution 7r}*( - |9) is concentrated on the
e-ball, &€ > 0 controls the range of the attack, y > 0 controls its focus. We illustrate this behaviour in
Figure 1. Next, we comment on the mentioned relaxation and the Bayesian derivation of this optimisation
problem.
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Figure 1. Plots of the Lebesgue density of w]*(-|0y) for energy ®(y, +§&,z,10,) = (§ —0.1)*/2,
choosing parameters ¢ € {0.025,0.1, 0.4} and y € {0.1, 10, 1000}.

2.1 Relaxation
Under certain assumptions,' one can show that
77 °(+10) — Unif(argmaxy ® (v + &, 2/6))

weakly as y — oo, see [20]. Indeed, the Bayesian adversarial distribution converges to the uniform
distribution over the global maximisers computed with respect to the adversarial attack. This limiting
behaviour, that we can also see in Figure 1, forms the basis of simulated annealing methods for global
optimisation. Moreover, it implies that the optimisation problems (2.2) and (2.3) are identical in the limit
y — 00, since

K

1 .
lim — > / (i + & 2:10)7] *(d&:10)
B(g)

y—00
k=1

1 K
x> f PO + &, 2|0 Unif(argmax; oy S + §, 2/0))(d5),
k=1 ¥ B®)

and since &~ Unif(argmax..y ®(y; + &, z:0)) implies P(y; + &, z¢|0) = maxecpey PO + &, 2410)
almost surely for k=1,...,K. A strictly positive y on the other hand leads to a relaxed problem
circumventing the minmax optimisation. [8] have also discussed this relaxation of an adversarial robust-
ness problem in the context of a finite set of attacks, i.e. the ¢-ball B(e) is replaced by a finite set.
Probabilistically robust learning is another type of relaxation, see for example [4, 43]. Similar to our
work, instead of doing the worst-case optimisation, i.e. finding the perturbation & that maximises the loss,
they replace it with a probability measure on . This probability measure, however, follows a different
paradigm.

2.2 Bayesian attackers

We can understand the kind of attack that is implicitly employed in (2.3) as a Bayesian attack. We now
briefly introduce the Bayesian learning problem to then explain its relation to this adversarial attack.
In Bayesian learning, we model 6 as a random variable with a so-called prior (distribution) 7w .
The prior incorporates information about 6. In Bayesian learning, we now inform the prior about data

! Assume, for instance, that ® is three times differentiable and has only finitely many maximisers and note that B(e) is compact.
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{1, 21), - - - » (k» 2x)} by conditioning 6 on that data. Indeed, we train the model by finding the condi-
tional distribution of 6 given that g(y,|0) ~ z, (k=1, ..., K). In the Bayesian setting, we represent ‘X’
by a noise assumption consistent with the loss function £. This is achieved by defining the so-called
likelihood as exp (— ®). The conditional distribution describing 6 is called the posterior (distribution)
7T ot and can be obtained through Bayes’ theorem, which states that

fexp (= Si, DO 2l0)) 7 prion(dB)

TT post(A) = ,
- ]X eXp (_% le;/\ cb(yk9 Zk|9)) nprior(de)

for measurable A C X. A model prediction with respect to feature y can then be given by the posterior
mean of the output g, which is

/ 8O pos (D).
R

The Bayesian attacker treats the attack &; in exactly such a Bayesian way. They define a prior distribution
for the attack, which is the uniform distribution over the ¢-ball:

Unif(B(e)) = / 1[4, € -]1dé,.

B(e)

The adversarial likelihood is designed to essentially cancel out the likelihood in the Bayesian learning
problem, by defining a function that gives small mass to the learnt prediction and large mass to anything
that does not agree with the learnt prediction:

exp (Y (v + &, %l0)).

Whilst this is not a usual likelihood corresponding to a particular noise model, we could see this as a
special case of Bayesian forgetting [12]. In Bayesian forgetting, we would try to remove a single dataset
from a posterior distribution by altering the distribution of the parameter 6. In this case, we try to alter
the knowledge we could have gained about the feature vector by altering that feature vector to produce
a different prediction.

3 Adversarial Bayesian particle sampler

We now derive a particle-based method that shall solve (2.3). To simplify the presentation in the follow-
ing, we assume that K = 1, i.e. there is only a single data point. The derivation for multiple data points is
equivalent — computational implications given by multiple data points will be discussed in Section 6. We
also ignore the dependence of ® on particular data points and note only the dependence on parameter
and attack. Indeed, we write (2.3) now as

min F(9) := f (&, 0)r " (dE|O).

B(e)
To solve this minimisation problem, we study the gradient flow corresponding to the energy F, that is:

d¢, = —V, F(¢,)dt. The gradient flow is a continuous-time variant of the gradient descent algorithm. The
gradient flow can be shown to converge to a minimiser of F in the longterm limit if F satisfies certain
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regularity assumptions. The gradient of F has a rather simple expression:

Sy ®E.0) exp (y D(E, 0))dé

S, X0 (y D(&, 0))dE
i Ve®(E,60) - exp (y (€, 0)) + ¥ Vo D(§,60) - D(E, 0) exp (y D5, 0))d&
- Ty X (v D&, 0))dE

(S @6 0)exp (D&, 0))d ) (., ¥ Vo B(E, 6) - exp (v b€, 0))d )
2
(Jr xp (0L, 000

=/ Vo ®@(&,0)7*(d€10) + y Covare oy (P(-, 0), Vo (-, 0)),
B(e)

VoF(0) =V,

where we assume that @ is continuously differentiable, bounded below and sufficiently regular to
be allowed here to switch gradients and integrals. As usual, we define the covariance of appropriate
functions f, g with respect to a probability distribution , by

Cov.(f,8):= /f(9)g(9)7f(d9)—ff(G)ﬂ(dG)fg(O)ﬂ(dG)

The structure of V,F is surprisingly simple, requiring only integrals of the target function and its gra-
dient with respect to 77, but, e.g. not its normalising constant. In practice, it is usually not possible to
compute these integrals analytically or to even sample independently from 7r7“( - |#), which would be
necessary for a stochastic gradient descent approach. The latter approach first introduced by [42] allows
the minimisation of expected values by replacing these expected values by sample means; see also [22]
and [28] for continuous-time variants. Instead, we use a particle system approach that has been studied
for a different problem by [2] and [24]. The underlying idea is to approximate "“( - |#) by an over-
damped Langevin dynamics, which is restricted to the e-Ball B(¢) with reflecting boundary conditions:

dg, = y V. @&, 0)dr + ~/2dW,,

where (W,)-o denotes a standard Brownian motion on Y. Alternatively, one may write the dynam-
ics as d§, = V. ®(&,, 0)dt + +/2/ydW,, which is equivalent to the current form after a time re-scaling.
Under weak assumptions on @, this Langevin dynamics converges to the distribution 7w7-°( - |6) as
t — 0o. However, due to the heavy computational costs, in practice, we are not able to simulate the
longterm behaviour of this dynamics for all fixed 6 to produce samples of 7w7*(-|60) as required
for stochastic gradient descent. Instead, we run a number N of (seemingly independent) Langevin
dynamics (§'")50, . .., (§""V)=0. We then obtain an approximate gradient flow (6)V),5, that uses the
ensemble of particles (§'")zo, - - ., (§¥"),50 to approximate the expected values in the gradient V,F
and then feed (6"),-, back into the drift of the (§'"),5q, . . . , (§¥")o. Hence, we simultaneously approx-
imate the gradient flow (¢,);=0 by (6"):=o and the Bayesian adversarial distribution (7z7*( - [8))o by
(&")i20 - « -+ (ENN)150. Overall, we obtain the dynamical system

1 & _
o = -5 Z V, (&™, 0M)dr — y Cov(g)dr,
n=1

dg™N = y V. d(EN, 0M)dr +V2dW! (i=1,...,N).

where (W)),», are mutually independent Brownian motions on Y for i =1, ..., N. Again, the Langevin
dynamics (§'") 50, . . ., (§"V)»0 are defined on the ball B(e) with reflecting boundary conditions — we
formalise this fact below. The empirical covariance is given by

_ 1 & A . 1 & . K .
Covg") = 3 @E" 01V PE™,01) — 5 3 @EN,01) Y Vob (™, 0.
i=1 i=1 j=1
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Figure 2. Examples of the Abram method given ®(&,60) = %(é +6Y, £ =1, and different combinations
of (v,N)=(10, 3) (top left), (0.1, 3) (top right), (10, 50) (bottom left), (0.1, 50) (bottom right). In each
of the four quadrants, we show the simulated path (6])~, (top), the particle paths (£, ..., ENV).2g
(centre), and the path of probability distributions (7*( - |0"))o (bottom) that shall be approximated
by the particles. The larger y leads to a concentration of w"* at the boundary, whilst it is closer to
uniform if y is small. More particles lead to a more stable path (0")». A combination of large N and
y leads to convergence to the minimiser 6, =0 of F.

We refer to the dynamical system (6~, &'V, ..., §NY)..o as Abram. We illustrate the dynamics of Abram
in Figure 2, where we consider a simple example.

We have motivated this particle system as an approximation to the underlying gradient flow (;);x.
As N — oo, the dynamics (8)),», does not necessarily convergence to the gradient flow (£;),»0, but to
a certain McKean—Vlasov stochastic differential equation (SDE), see [34]. We study this convergence
behaviour in the following, as well as the convergence of the McKean—Vlasov SDE to the minimiser of F
and, thus, justify Abram as a method for Bayesian adversarial learning. First, we introduce the complete
mathematical set-up and give required assumptions. To make it easier for the reader to keep track of the
different stochastic processes that appear throughout this work, we summarise them in Table 1.

3.1 Mean-field limit

In the following, we are interested in the mean field limit of Abram, i.e. we analyse the limit of
(6M);=0 as N — oo. Thus, we can certainly assume for now that y := 1 and ¢ € (0, 1) being fixed.
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Table 1. Definitions of stochastic processes throughout this work

6. &, . &) s E)iz0 5 80 EDizo
3.1 (3.2) 4.1 (5.3)
Particle system / Abram Limiting equation Independent sampling Coupling process

We write B := B(¢). Then, Abram (6", &Y, ..., NN, satisfies

9,N=90—/ M?(V&(u@f))ds—/ Cov,v (D(-, 0"), V, @(-, 0))ds, 3.1
0 0

t t
EN =&+ / V,DEY, 0M)ds + V2W + / nE™MArY - (i=1,...,N).

0 0

Here, (W), . .., (W"),o are independent Brownian motions on ¥ and the initial particle values
&, ...,&Y are independent and identically distributed. There and throughout the rest of this work, we
denote the expectation of some appropriate function f with respect to a probability measure 7 by 7 (f) :=
S f(©)m(d6). We use u1 to denote the empirical distribution of the particles (5, ..., &"") at time
t>0. That is 1= 1 37 8(- —&/"), where 8(- —£) is the Dirac mass concentrated in & € B. This
implies especially that we can write

1 < 1 & , ] e ,
W=D fE, Covplf =1 FENEN = 15D D FEMRE™,

i=1 j=1

for appropriate functions f and g. The particles are constrained to stay within B by the last term in the

equations of the (§'", ..., E"")5,. Here, n(x) = —x/ |lx|| for x € B is the inner normal vector field.
Although we focus on Abram (0, &"", ..., "), we remark that the solution of equations (3.1)
is QN EM, L ENN DY )5 The functions (I, ..., "), are uniquely defined under the

additional conditions:
(1) I'¥’s are non-decreasing with /*Y(0) = 0 and
(2) J, & ¢ 3B(e)ldI (5) = 0.
Condition (2) implies that I*V can increase only when £V is in dB(¢). Intuitively, I"V cancels out part
of £"V 50 that it stays inside B(¢). For more discussion on diffusion processes with reflecting boundary
conditions, see e.g. [40]. Additionally, it is convenient to define
G(6., v) = V5[ W(@(, 0) + Var,[B(:, 0)]/2] = (Vs B(:, 0)) + Cov(P(-, ), Vo b(-, ),
for any probability measure v on (B, BB) and 6 € X, where BB denotes the Borel-o-algebra correspond-

ing to B and, following the notation above, v(®(:,6)) = fB D(&,0)v(dE). We finish this background
section by defining the limiting McKean—Vlasov SDE with reflection

Qt = 90 - / /'l/s(v0 CD(’ 93))ds - / COV;LX(CD(" 93‘)3 VOQ('» ex))dsv (32)
0 0

f=tt [ V04 VIW,+ [ e,
0 0

with p, denoting the law of &, at time # > 0. The goal of this work is to show that the particle system
(3.1) converges to this McKean—Vlasov SDEs as N — oo and to then show that the McKean—Vlasov
SDE can find the minimiser of F.
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3.2 Assumptions

We now list assumptions that we consider throughout this work. We start with the Lipschitz continuity
of V® and G.

Assumption 3.1 (Lipschitz). The function V:® is Lipschitz continuous, i.e. there exists a Lipschitz
constant L > 1 such that

[veoter-voe o <o(fs -] + o],

for any &, € B and 0,0 € R". Similarly, we assume that G(0, i) is Lipschitz in the following sense:
there is an L > 1 such that

[60.) - 6@, 5| <r(|o-d]+wo.n),
for any probability measures v, ¥ on (B, BB) and 0, 6 € R". O

In Assumption 3.1 and throughout this work, WV, denotes the Wasserstein-p distance given by

Wh(v, V') =inf {/ Hy —y
XxX

for probability distributions v, v’ on (X, BX) and p > 1. In addition to the Wasserstein distance, we some-
times measure the distance between probability distributions v, v’ on (X, BX) using the fotal variation
distance given by

"T'(dy, dy):T" is a coupling of v, v/} ,

[v ="'l rv = sup [v(A) — v'(A)I.
AeBX
The Lipschitz continuity of G actually already implies the Lipschitz continuity of V,®. By setting
v=234(-—&)and v =68(- —£), we have

= | G5 —en—-G@.s--&)|
<1([o o]+ wec—o.ac 2n) =1( ¢ -] +[e 3]

We assume throughout that the constant L > 1 to simplify the constants in the Theorem 5.5. Finally, we
note that Assumption 3.1 implies the well-posedness of both (3.1) and (3.2), see ([1], Theorems 3.1,
3.2).

Next, we assume the strong monotonicity of G, which, as we note below, also implies the strong con-
vexity of ®(x, -) for any x € B. This assumption is not realistic in the context of deep learning (e.g. [7]),
but not unusual when analysing learning techniques.

H V,®(E, 6) — Vgcb(é,é)(

Assumption 3.2 (Strong monotoNnicity). For any probability measure v on (B, BB), G(-,v) is 2\-
strongly monotone, i.e. for any 0,6 € R", we have
2

<G(9, ) — G, v),0 —é) > 2), He —é)

for some A > 0. O

By choosing v = §( - —§) in Assumption 3.2 for & € B, we have Cov,(®(-, 0), V,&(-, 0)) =0, which
implies that (V,®(x, 8) — V,®(x,6'),0 — 0') > 2 |6 — 6'||>. Thus, the 2A-strong monotonicity of G in
6 also implies the 2A-strong convexity of ® in 6.

The assumptions stated throughout this sections are fairly strong, they are satisfied in certain linear-
quadratic problems on bounded domains. We illustrate this in an example below.

Example 3.3. We consider a prototypical adversarial robustness problem based on the potential
O(&,0) := ||E — 0> with 0 in a bounded set X' C X — problems of this form appear, e.g. in adversarially
robust linear regression. Next, we are going to verify that this problem satisfies Assumptions 3.1 and 3.2.
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We have V: ®(§,0) =2(§ — 6), which is Lipschitz in both 6 and &. Since
Vy®(§,0) =2(§ —0),

cb@,e)—/cb(s,e)v(ds): (||s||2—/||su2v<ds>> —20-<s—/sv<ds>>,

Veq)(é,@)—/VeCD(E,G)V(dS)=—2 <$—/$V(d$)>,

B

we have that

G(0,v) =20 —2E,[€] + 46 - Var,(§) — 2Cov, (5], §),

where E,[£]= [, £v(d§) and Cov,(|I§]*.&) = [, (11> = E,[I1§1° D(E — E,[EDv(dE). Since the &-
ball and 6 € X' are bounded, we have that G(0,v) is Lipschitz in both 0 and v. Thus, it satisfies
Assumption 3.1. In order to make G(0, v) satisfy Assumption 3.2, we choose € small enough such that the
term 40 - Var, (&) is 1-Lipschitz. In this case, we can verify that (G(0,v) — G(0',v),0 —60') > |6 — 0’|
and, thus, Assumption 3.2.

4 Propagation of chaos

We now study the large particle limit (N — oo) of the Abram dynamics (3.1). When considering a finite
time interval [0, 7], we see that the particle system (3.1) approximates the McKean—Vlasov SDE (3.2) in
this limit. We note that we assume in the following that 0 < ¢ < 1. Moreover, we use the Wasserstein-2
distance instead of Wasserstein-1 distance in Assumption 3.1. We have W, (v, V") < W, (v, V') for any
probability measures v, V' for which the distances are finite, see [52]. Thus, convergence in W, also
implies convergence in VV,. We now state the main convergence result.

Theorem 4.1. Let Assumption 3.1 hold. Then, there is a constant C;7 > 0 such that for all T > 0 and
N > 1 we have the following inequality

N, ifd+4,
sup E[ [6Y — 6,7 + WAL, )] < 0ugw i= C
o [ler—al 201 1] S 0ar= Ca log (1 + NN}, ifd=4,

where a; =2/d for d > 4 and ay = 1/2 for d < 4.

The dependence of d, T on C,r is not explicit except in some special cases which we discuss in Section 5.
The upper bound is essentially N=¢ + N~/2 with the dominating term differing for d > 4 and d < 4. In
fact, when d < 4, the convergence rate can not be better than N~/2, see ( [11], Page 2) for an example
in which the lower bound is obtained.

Hence, we obtain convergence of both the gradient flow approximation (6),», and the particle
approximation (u") to the respective components in the McKean—Vlasov SDE. We prove this result
by a coupling method. To this end, we first collect a few auxiliary results: studying the large sample
limit of an auxiliary particle system and the distance of the original particle system to the auxiliary
system. To this end, we sample N trajectories of (&,),»o from equations (3.2) as

s gt / V(& 6,)ds +2W + / nEHdl i=1,....N), @.1)

0 0
where the Brownian motions (VW, ooy WN),s are the ones from (3.1). Of course these sample paths
(&!,...,EN) 5 are different from the (£, ..., E¥Y), in equation (3.1): Here, (6,),=0 only depends on

the law of (§,),=, whereas (6"),=, depends on position of the particles (§/),»¢. As the (£ )i=0, - - - » (Y0
are i.i.d., we can apply the empirical law of large numbers from [11] and get the following result.

Proposition 4.2. Let Assumption 3.1 hold. Then,

N
sup IE[VV; (N’l Z 8¢l M,)] < 0urnN;
i=1

>0

https://doi.org/10.1017/50956792525000105 Published online by Cambridge University Press


https://doi.org/10.1017/S0956792525000105

European Journal of Applied Mathematics 11

where 0,7y is the constant given in Theorem 4.1.

Forany i=1,...,N, we are now computing bounds for the pairwise distances between &’ and & for
t > 0. We note again that these paths are pairwise coupled through the associated Brownian motions
(W))0, Tespectively.

Lemma 4.3. Let Assumption 3.1 hold and recall that £}~ = &l Then,
| P <ol / [
0

Proof. Recall that (I, ..., "), is non-decreasing in time and, hence, has finite total variation. We
. 12 .
g —&!|” and obtain

2

+

§Y ¢

& — &

oY — 6,

2]ds (i=1,....N),

forte[0,T].

apply Itd’s formula to |

t
0

le — &> =2 / 67— £V, 0N, 0%) — V,0(E, 6,)) ds

an

2 [ (e -t~ 2 [ e —g)ar.
0

0

12)

We first argue that (12) < 0. Recall that n(x) = —x/ ||x|| and that the processes (§/"),»o and (&)):»o take
values in the ¢-ball B with ¢ < 1. Then, we have

2 [ (n(e™), €% — &)} dI =2 f (n(&). £ diY — 2 / (&™), &) i
0 0 0
=2l —2 f [ (n(EM), &) AN < —2¢l 4 2¢ / ’ diV =0,
0 0

where the last inequality holds since —2 f;(n(&™), &) di¥ <2 [ |(n(&™), &)
Similarly, we have

AN < 2e [0 dIN.

-2 / (n(g), €N — El)dll =2 / (n(g). &/ — ) dll < 0.
0 0

Hence, we have (12) <0.
For (I1), due to Assumption 3.1 and, again, due to the boundedness of B, we have

(11)5L/t [ ]dngL/t[

Finally, we study the distance between 6" and 6, for ¢ > 0.

oY — 0, BN ARSY)

N

EN — &l

gl +

£V -¢

: ]ds.

Lemma 4.4. Let Assumption 3.1 hold. Then, we have

Jox -6l <3t [ Jor—e ||2ds~|—2—L2N:/[
1 1 — 0 K s N ~ J,

forte[0,T].

P N
g8 — gl ds+2L / WANT' D b, 1)ds,
0 i=1
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Proof. Due to Assumption 3.1 and since Wi (Y, u,) < Wh(uV, u,), we have

t
oY =6, =-2 / (0¥ — 60, GO, 1) — GO, 1)) ds
0

szf Jox 6. (62—,
0

§2L/ 0¥ — 6| ds+2L
0 0

Yo))ds

- 05 ” W2(M1yva :u's)ds

t
<3L
0

— 6, ds+1L f WA, u,)ds. 4.2)
0

The triangle inequality implies that

N N
Woe 1) <DVIY. N D D) + 2SN D g )

i=1 i=1
2 N
w1

Combining (4.2) and (4.3), we obtain

i
s

MWV 8 ). (4.3)

i,N_Et 2

ley ~6)* <3¢ [ o
0

P N
/ W'Y " 8y, u,)ds.
0 i=1

We now proceed to the proof of Theorem 4.1.

Proof of Theorem 4.1 We commence by constructing an upper bound for

N
uf = NY Y £+ oY — ol
i=1

From Lemma 4.3 and Lemma 4.4, we have
t t N
u <5L / uVds + 2L / WAN™ " 84, a)ds.
0 0 i=1
Gronwall’s inequality implies that
P N
u’ <2Le™ / WENTYY 84, uy)ds.
) 2 ; &
According to Proposition 4.2, we have
+ N
E[Miv] <2Le™ / E[M(Nfl Z 8¢is s)]ds < 2CdLe(]+5L)t0d,T,N’
0 i=1
whereas (4.3) implies
N
168 =6 + Wau, 1) < uf + 2WAN Y 8, ).
Therefore,

sup E[ 6" —6,|” + WA, )] < sup E[u]+ sup EDVA(Y, 11)] < Carourns

t€[0,T] te[0,T] te[0,T]

where C;r =2C (1 + Le"01),
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5 Longtime behaviour of the McKean—Vlasov process

Theorem 4.1 implies that the gradient flow approximation in Abram (6}¥),», converges to the corre-
sponding part of the McKean—Vlasov SDE (6,),-( given in (3.2). In this section, we show that this
McKean—Vlasov SDE is able to find the minimiser 6, of F = f Be) (&, )m7*(d§] -). This, thus, gives us
a justification to use Abram to solve the Bayesian adversarial robustness problem. We start by showing
that F admits a minimiser.

Proposition 5.1. Let Assumptions 3.1 and 3.2 hold. Then, F admits at least one minimiser in X.

Proof. We first argue that F' is bounded below and obtains a minumum at some point 6,. From
Subsection 3.2, we already know that ®(0, 6) is 2A-strongly convex in 6. Without loss of generality,
we assume ®(0, 0) = 0 and V,®(0, 0) = 0, that is (0, 9) reaches its minimum 0 at 8, = 0. Since O(&, -)
is 2X strongly convex for any £ € B, we have that

D(E,0) > D(E,0)+0 - V,D(E,0)+ A 16> (5.1
Assumption 3.1 implies that,
Ve ®(E, 0| =[[Ve®(E,0) = Vo @(0,0)| <L [I§]| <L,
and

|D(E,0)] = D, 0) — D0, 0)] <sup | VD, 0) €] < (L+Co) Il <L+ Co,
ceB

where Cy = |V, ®(0,0)| . Therefore, we have ®(&,0) > —L — C, — L ||0]| + A [|0]|* , which is bounded

below by —L — C, — %. Thus, F is bounded below by the same value. We can always choose some R, =
Ro(L, 1, Cy), such that for ||@| > R,, ®(&,0)> Cy+ L. Moreover, we already have ®(£,0) <L+ C,.
Thus, F(0) > Cy + L when ||6|| > R, and F(0) < C, + L. Hence, F attains its minimum on the R,-ball
{0 € X101l < Ro}.

O

Before stating the main theorem of this section — the convergence of the McKean—Vlasov SDE to the
minimiser of F' — we need to introduce additional assumptions.

Assumption 5.2 (Neumann Boundary Condition). Let ®(-, 0) satisfy a Neumann boundary condition
on 0B,

0; D(£,0)
on

forany 6 € X. O

=V ®(£,0)-n(§) =0,

For a general function ® defined on B, this assumption can be satisfied by smoothly extending ® on B’
with radius 2¢ such that it vanishes near the boundary of B'. We shall see that this assumption guarantees
the existence of the invariant measure of the auxiliary dynamical system (5.3) that we introduce below.

Assumption 5.3 (Small-Lipschitz). For any probability measures v, v on (B, BB) and 6 € R",
GO, v) — GO, V) <l llv—="Dll7y,

where £ = (%) A (%) and ty = 1(8, A, C) = (8§ A L)' log (4C). The constants § and C appear in

Proposition 5.6. U

Equivalently, we may say that this assumption requires G to have a small enough Lipschitz constant.
If & (the radius of B) is very small, this assumption is implied by Assumption 3.1, since W,(v, V) <

e [, [, Lam(de,dy) = e v — | v .
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We illustrate these assumptions again in the linear-quadratic problem that we considered in
Example 3.3 and show that Assumptions 5.2 and 5.3 can be satisfied in this case.

Example 5.4 (Example 3.3 continued). We consider again ®(&€,0)=|& — 011> with 0 in a bounded
X' C X. Unfortunately, ® does not satisfy Assumption 5.2, since the term (§ — 0) - & is not necessary
to be zero on the boundary of B. Instead, we study a slightly larger ball by considering € = 2¢ instead
of ¢ and also replace ® by 6(5, 0) = |Im&) —0|*, where m:R* — R? is smooth and equal to & on
the -ball and vanishes near the boundary of the 2¢-ball. Since m(£€) varnishes near the boundary of
2e-ball, d satisfies Assumption 5.2.

We note that Vs6(€, 0) =2D:m(§)(m(§) — 0). Hence, V; d is Lipschitz in both 6 and & which directly
Jollows from the boundedness and Lipschitz continuity of m, Dsm. Analogously to Example 3.3, we have

G(0,v) =20 — 2B, [m(£)] + 46 - Var,(m(£)) — 2Cov, ([ m(&)|I*, m(&)),

and also see that it still satisfies Assumptions 3.1, 3.2 when 6 is bounded and ¢ is small. Finally,
Assumption 5.3 is satisfied if € is chosen to be sufficiently small.

We are now able to state the main convergence theorem of this section. Therein, we still consider 6,
to be a minimiser of function of F.

Theorem 5.5. Let Assumptions 3.1, 3.2, 5.2, and 5.3 hold and~ let (6, )i=0 be the solution to the
McKean—Viasov SDE (3.2). Then, there are constants 1 > 0 and C > 0 with which we have

16, = Oull” 4 Il 2, — 77 (- 10117y < f?( 160 — Oull” 4 Il 2o — 77 (- IH*)IIZTV)e‘”’- (5.2)

We can see this result as both a statement about the convergence of (6"),-, to the minimiser, but also as
an ergodicity statement about (6, &,),»¢. The ergodicity of a McKean—Vlasov SDE with reflection has
also been subject of Theorem 3.1 in [53]. In their work, the process is required to have a non-degenerate
diffusion term. Hence, their result does not apply immediately, since the marginal (6,),, is deterministic
(conditionally on (&,),5¢). Our proof ideas, however, are still influenced by [53].

We note additionally that Theorem 5.5 implies the uniqueness of the minimiser 6, — we had only
shown existence in Proposition 5.1: If there exists another minimiser 6/, then the dynamics (3.2) is
invariant at (6, &) ~ 8o, @ w"*( - |0,), which means (6,,&,) ~ 8, ® w?°(- |6,) for all £ > 0. Hence, we
have |0, —6,] < C |6. — 6.| e™. The right-hand side vanishes as t — oo, which implies 6, = 6,.

In order to prove Theorem 5.5, we first consider the case where 6, =6,, i.e.

t t
E=tt [ Vo@.00s+vIW+ [ @l (53)
0 0
We denote the law of g by i, t > 0. Motivated by [53], we first show the exponential ergodicity for the
process (&;);>o-
Proposition 5.6. Let Assumptions 3.1 and 5.2 hold. Then, (’S\,),Zo defined in (5.3) is well-posed and

admits an unique invariant measure w"°( - |0,). Moreover, @),ZO is exponentially ergodic. In particular,
there exist C, 8 > 0, such that

I8 — 7710y < C o — 77~ 1015y 7"

Proof. The well-posedness and exponential ergodicity is a direct corollary of ( [53], Theorem 2.3). We
only need to verify that 77°( - |6,) is invariant under the dynamics (5.3). We know that the probability
distributions (i), satisfies the following linear PDE with Neumann boundary condition

o

Ot = Aft, — div(L, V: ®(§, 6,)),
on las

=0.
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So any invariant measure of the dynamics (5.3) is a probability distribution that solves the following
stationary PDE

—~ — Em

AR —div@AV:DE,0,) =0, | =o.
on los
Now, it = 7*( - |6,) is a basic result in the theory of Langevin SDEs with reflection, see, e.g. [44]. [

Most of the time, we are not able to quantify the constants C and §: the Harris-like theorem from
[53] is not quantitative. A special case in which we can quantify C and § is when the potential separates
in the sense that V; ®(&, 6,) = (fi(§1,0.), - . . , fu, (§4y, 6.)). Then (5.3) can be viewed as dy independent
reflection SDEs. If we denote their ergodicity constants as C; and §, fori =1, .. ., dy, then ( [22], Proof
of Proposition 1) implies that we can choose C := Z;‘;l C; and § := min,_,__, ;. Thus, in this case, the
constant C is linear in the dimension d.

Next, we bound the distance ||, — [&,|| rv by Girsanov’s theorem — a classical way to estimate the
distance between two SDEs with different drift terms. This is again motivated by ( [53], proof of Lemma
3.2). There, the method is used to bound the distance between two measure-dependent SDEs. In our
case, it also involves the state 6,, which depends on ¢. Hence, the right-hand side depends on the path of
(9.€)0<S<t~

Lemma 5.7. Let Assumption 3.1 hold. Then, we have
2, — iy < 12 / 16, — 6. ds.
0

Proof. We follow the same idea as ( [53], proof of Lemma 3.2). In our case, we need to choose
t 1 t
Zl - exp < / Z(G*, e.rv Ev) : de - E / ”Z(G*’ 957 %‘?)”2 dS),
0 0

where z(6,, 0, x) = (V,®(x,0) — V. O(x, 6,))/ V2. ([29], Proposition 5.6) implies that the process (Z,):»o
is a martingale due to z(6,, 6, &) being bounded and fot z(6., 6,, EDII* ds being the quadratic variation
process of [; z(6..6,, &) - dW,.

We define the probability measure Q, := Z/P, i.e. Q,(A) := E[Z1,] for any F,-measurable set A. And
we notice that the quadratic covariation between fot 2(6., 6,, &) - dW, and W, is given by

< / 20,0, ) - dW,, W_> - f 20.,6,,£)ds.
0 . 0

Hence by Girsanov’s theorem (see ([29], Theorem 5.8, Conséquences (c))]), W, .= W, — f(; z(0,, 0, &,)ds
is a Brownian motion under QQ, with the same filtration F,.
We rewrite (3.2) as

Bt 4+ / VB, 0,)ds + /2T, + / n(e,)dl,
0 0

which has the same distribution as ’g‘, under Q,. Hence

e = ell 7y = IS;I‘JI? IE[f(ED] — E[f(6)Z ]| =E[1Z, — 11]

t 1 t
SZ]E[RI log (Rt)]% = 2]EQ1 |: / Z(Q*, 9,?7 SY) : dWY - 5 / ”2(9*7 9.?7 gv)”z ds]
0 0

1
2

1
2

t . 1 t
ZZ]EQr [ f Z(G*, es’ gv) : de + 5 / ”1(9*7 9:, Er)”z dS]
0 0
t 1 t 1
=V2E, | / 2., 6, 81 ds | <1 ( / 16, 6.1 ds) "
0 0

where the first “<” is implied by Pinsker’s inequality. O
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Using these auxiliary results, we can now formulate the proof of Theorem 5.5.

Proof of Theorem 5.5 We take the time derivative of ||6, — 6, ||*,

e, — 6.l

o =— (GO, 1) — GO, w7 (- 16,)), 6, — 0.)

< =20 116, = 0.1 + € 116, = Oull ll it — 707 (- 16 1y

2

L
<—rl6,—6.0°+ x e =77 10y
where the first “<” is due to the e-Young’s inequality. This implies

(e 16, — 6.1 ) _

” =€ =77 10y -

Hence, we have
o2
16, — 0.1 < e 116, — 0.1I° + mn f it — 774+ 1017y ds. 5.4
0

Then, using the triangle inequality, we see that

16, = 611> + m llpae = 707 C- 18Iy < 16, — .11 + 2m |ty — T2y + 2m (172 — 707 (- 10Dy
——

54 Lemma5.7 Proposition5.6
t EZ e , . i
< [ (5 = 10+ 22 16, — 6.1 ) s
0
+ 2C< 160 — 6,112 + m || jto — 727( - |9*)||2TV )e’““)’_

Letm=m((,L,A)= , we conclude from the above inequality that

16, = 6.1+ m g, =77 (- 18y < 2mL? / (= 0y + 16, — 0 ) ds
+20( 16 = 6,17 + m g — 77 1)l e
Hence, by Gronwall’s inequality, we have
16, = 0,17 + m Il e, — (- 1617y

t
= C(( 10— 0.1+ 1 1o = 77 (- 1013y ) (222 [ D 4 ¢ 0 )

0

2mL?
= (e (@ = ) ) (6, = 0,17+ m g — 77 (- 0]y )

2mL2 48 A A
2mL? oL (AN 2 7. 2
= (e 4 e ) (100 = 0.0+ m o =77 (- 101y )
= Curea (160 = .17+ llto = 77 161 ), (5.5)

SAL

Next, we are going to show that 0 < C, ;. < 1/2 for £, =1o(8, %, C) = (§ A 1) log (4C). Again, from

Assumption 5.3, we know 25’”5 " < .. Hence we finally have,

where C ., =C (2'"L S ““”) According to Assumption 5.3, we know that 2mL? = %ﬁ <l1.

2CmlL?
C <
10.L0A = S AL

D

etg +Ce—(8AA)t0 f
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For any 7 > 0, we always have [i]to <t< [%]to + t,, where [x] denotes the greatest integer < x. Hence,

r 2
16, — 017+ m [l pae — 77 (- 10y < 2’[“]( )

<25 sup (16, = 0.7+ m e, — 77 101y )
0=<s<ty

2
g =7 16)

9,,[%],0 — 0,

_r e .
<2770 1) (10— 0. 4+ m o =77 101 )

where the last inequality is from (5.5) and C,;,; could be bounded by C(% + 1) for0<s<¢t. And
since m < # < 1, we conclude that

1 e’ .
16, — 011> + [lpe — 7 (- 105y <m™'2 fo“c<m + 1)( 180 — 0.1> + N0 — 77 (- 101y )

1 el
<2L’2 '°+'C(m + 1) (16— 0.1 + 1o — 77 C- 1001y ).

Finally, we choose the constants 1 =n(8, A, C) =log (2)t;' = (8 A 1) 22 and C=C(L,C,8,1) =

log (4C)

acr(£ +1) =dcr(U9 1), O

AL

6 Algorithmic considerations

Throughout this work, we have considered Abram as a continuous-time dynamical system. To employ
it for practical adversarially robust machine learning, this system needs to be discretised, i.e. we need
to employ a time stepping scheme to obtain a sequence (9", &, ... &' )2, that approximates Abram
at discrete points in time. We now propose two discrete schemes for Abram, before then discussing the
simulation of Bayesian adversarial attacks.

6.1 Discrete Abram

We initialise the particles by sampling them from the uniform distribution in the ¢-ball. Then, we employ
a projected Euler-Maruyama scheme to discretise the particles (£, . . ., §¥"),~o. The Euler—Maruyama
scheme (see, e.g. [19]) is a standard technique for first order diffusion equation—we use a projected
version to adhere to the reflecting boundary condition inside the ball B. Projected Euler-Maruyama
schemes of this form have been studied in terms of almost sure convergence [49] and, importantly, also
in terms of their longtime behaviour [27]. The gradient flow part (6"),-, is discretised using a forward
Euler method — turning the gradient flow into a gradient descent algorithm [39]. In applications, it is
sometimes useful to allow multiple iterations of the particle dynamics (§", . . ., §¥'"),-, per iteration of
the gradient flow (6"),-¢. This corresponds to a linear time rescaling in the particle dynamics that should
lead to a more accurate representation of the respective adversarial distribution.

If the number of data points (v, z)X_, is large, we may be required to use a data subsampling
technique. Indeed, we approximate + S POk 2l0) & O(yp, z) with a k' ~ Unif({1, ..., K}) being
sampled independently in every iteration of the algorithm. This gives us a stochastic gradient descent-
type approximation of the gradients in the algorithm, see [42]. We note that we have not analysed
data subsampling within Abram — we expect that techniques from [22, 28] may be useful to do so.
We summarise the method in Algorithm 1.
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Algorithm 1 Abram
initialise learning rate h, 6,, y, €
forj=1,2,...,Jdo
pick a data point (y;, z;) from training data
fori=1,2,...,Ndo
initialise &; = &, , if j > 1 else &, ~ Unif[ — ¢, ¢]
fort=1,2,...,Tdo
£l Projy (&, + Ve DO+ & L5000 + v V2wt ) (w ~N(0, Id) iid.)
end for
end for
W'y XL 80—
C <« COV/LJI-V(®0]j +-,710,-1), Vo ®(y; + -, 7|0-1))
6 < 61— § T Vo @Oy + &1, 5160) — vAG,
end for
return 6,

R A A e

—_ = =
» = @

[

Algorithm 2 Mini-batching Abram
1: initialise learning rate h, 6,, y, €
2. forj=1,2,...,Jdo
3:  pick N data points (y!, )\, from the training data (i, z¢)5_,
4 fori=1,2,...,Ndo
5 initialise &, < &;.._, if j > 1 else &), ~ Unif[ — &, ] iid.
6
7
8
9

fort=1,2,...,Tdo
£l Projy (6, + VDG +E L2000 +y V2w ) (Wl ~N(0, Id) iid.)
end for
: end for
10: e 300 80— 0+ &7)
11: CJ <—COVMJIV(<D(',Zj|9j,1), ng)(',ij/;l))
120 60— LS V00 +& 716 — yhC
12: end for
12: return 6,

6.2 Discrete Abram with mini-batching

When subsampling in machine learning practice, it is usually advisable to choose mini-batches of data
points rather than single data points. Here, we pick a mini-batch {yy, zv Jvex C {01, 24}5_,, with #K' < K
and perform the gradient step with all elements with index in K’ rather than a single element in the whole
data set {y;, z:}f_,. Abram would then require a set of N particles for each of the elements in the batch,
i.e. NK' particles in total. In practice, N and K’ are both likely to be large, leading to Abram becoming
computationally infeasible. Based on an idea discussed in a different context in [17], we propose the
following method: in every time step j=1,...,J we choose an identical number of particles (&;)\,
and data points (y},z))), in the mini-batch, i.e. #K’ = N. Then, we employ the Abram dynamics, but
equip each particle §;; with a different data point (yj,z) (i=1,...,N). As opposed to Abram with
separate particles per data point, we here compute the sampling covariance throughout all subsampled
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Algorithm 3 Bayesian sample attack

Require: unperturbed input data set y
. initialise A, y, €, & ~ Unif[ — ¢, ¢]
forj=1,2,...,Jdo
& < Projy (&1 + AV O +§1,0) +y~'V2hw)  (w;~N(O,1d))
end for
return adversarially perturbed input data point y 4 &,

AN

Algorithm 4 Bayesian mean attack
Require: unperturbed input data point y
initialise A, y, €, & ~ Unif[ — ¢, €]
forj=1,2,...,Jdo
& < Projy <& + hV. ®(x+&_,,0) + ¥~ 'W2hw)  (w,~N(0,1d))
end for
return adversarially perturbed input data point y + % Zle &

AN

data points rather than separately for every data point. The resulting dynamics are then only close to
(3.1), if we assume that the adversarial attacks for each data point are not too dissimilar of each other.
However, the dynamics may also be successful, if this is not the case. We summarise the resulting method
in Algorithm 2.

6.3 Bayesian attacks

The mechanism used to approximate the Bayesian adversary in Algorithm 1 can naturally be used as a
Bayesian attack. We propose two different attacks:

1. We use the projected Euler-Maruyama method to sample from the Bayesian adversarial distribution
m7* corresponding to an input dataset y € Y and model parameter 6*. We summarise this attack in
Algorithm 3.

2. Instead of attacking with a sample from 7", we can attack with the mean of said distribution.
From Proposition 5.6, we know that the particle system (/E\,)/Zo that is based on a fixed parameter
6., is exponentially ergodic. Thus, we approximate the mean of 7"*, by sampling (:E\,),Zo using pro-
jected Euler-Maruyama and approximate the mean by computing the sample mean throughout the
sampling path. We summarise this method in Algorithm 4.

7 Deep learning experiments

We now study the application of Abram in deep learning. The model parameter 6 is updated with batch
size/number of particles N. For each particle in the ensemble, the perturbation parameter £ is updated
for T steps. Each experimental run is conducted on a single Nvidia A6000 GPU.

7.1 MNIST

We test Algorithm 1 and Algorithm 2 on the classification benchmark data set MNIST [30] against
different adversarial attacks and compare the results with the results after an FGSM-based [57]
adversarial training. We utilise the Adversarial Robustness Toolbox (ART) for the experiments,
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Table 2. Comparison of test accuracy (%) on MNIST with different adversarial attack
after Abram, mini-batching Abram, and FGSM [57] adversarial training

Adversarial Attack (¢ =0.1) Abram Mini-batching Abram FGSM

Benign Test 92.41+0.05 99.28+0.04 99.44+0.05
Auto-PGD 78.18+0.20 95.86+0.18 98.84+0.05
PGD 78.2440.17 95.86+0.17 98.851+0.04
Wasserstein Attack 86.2740.12 96.51+0.13 96.97+0.04
Carlini & Wagner Attack 8.76+0.015 5.1440.1 62.601+0.02
Bayesian sample attack 92.43£0.10 99.29+0.03 99.44£0.06
Bayesian mean attack 92.42+0.08 99.28+0.04 99.44+0.05

see [37] for more details. ART is a Python library for adversarial robustness that provides vari-
ous APIs for defence and attack. We use a neural network with two convolution layers each fol-
lowed by a max pooling. In Algorithm 1, we set y =1,h=¢,e =0.2. In Algorithm 2, we set y =
1,h=10e,e =0.2. We observe that setting larger noise scale for the attack during training helps
Abram’s final evaluation performance. We train the neural network for 30 epochs (i.e. 30 full iter-
ations through the data set) for each method. The number of particles (and batch size) is N = 128,
and the inner loop is trained for 7 =10 times. To better understand how Abram responds to dif-
ferent attacks, we test against six attack methods: PGD [32], Auto-PGD [9], Carlini and Wagner
[6], Wasserstein Attack [56], as well as the Bayesian attacks introduced in this paper — see
Algorithms 3 and 4. We also test the method’s accuracy in the case of benign (non-attacked) input data.
For the Bayesian sample attack and Bayesian mean attack, we set y = 1000. See Table 2 for the com-
parison. The results are averaged over three random seeds. We observe that Abram performs similarly
to FGSM under Wasserstein, Bayesian sample and Bayesian mean attack. FGSM outperforms Abram
under Auto-PGD, PGD and Carlini & Wagner attack. We conclude that Abram is as effective as FGSM
under certain weaker attacks, but can usually not outperform the conventional FGSM.

Another observation is that mini-batching Abram outperforms Abram significantly. Recall that in
Abram we have used 128 particles for each data point which can be viewed as SGD with batch
size 1, whereas the mini-batching Abram is similar to the mini-batching SGD. Mini-batching Abram has
the freedom to set the batch size which helps to reduce the variance in the stochastic optimisation and,
thus, gives more stable results. In particular, with mini-batching Abram, gradients are approximated by
multiple data points instead of one data point which is the case in Abram. Having a larger batch size
also increases computation efficiency by doing matrix multiplication on GPUs, which is important in
modern machine learning applications as the datasets can be expected to be large.

7.2 CIFARIO

Similarly, we test Algorithm 2 on the classification benchmark dataset CIFAR10 [23] by utilising
ART. The dataset is pre-processed by random crop and random horizontal flip following [23] for data
augmentation. The neural network uses the Pre-act ResNet-18 [18] architecture. For Abram, we set
y=1,h=¢,6 =16/255. Similar as in the MNIST experiments, practically we find that setting larger
noise scale for attack in training Abram helps to obtain a better final evaluation performance. The batch
size N = 128 and the inner loop is simulated for 7 = 10 times. We train both mini-batching Abram and
FGSM for 30 epochs. Due to its worse performance for MNIST and the large size of CIFAR10, we have
not used the non-mini-batching version of Abram in this second problem. For the Bayesian sample attack
and the Bayesian mean attack, we set y = 1000. We present the results in Table 3. There, we observe
that mini-batching Abram outperforms FGSM under Wasserstein and the Bayesian attacks, but not in
any of the other cases.
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Table 3. Comparison of test accuracy (%) on CIFARI10 with different adversarial attack
after mini-batching Abram and FGSM [57] adversarial training

Adversarial Attack (¢ = 8/255) Mini-batching Abram FGSM

Benign Test 65.35+0.05 55.61+0.03
Auto-PGD 11.15+0.12 43.70+£0.06
PGD 11.2240.09 43.65+0.04
Wasserstein Attack 58.04+0.15 55.30+0.03
Carlini & Wagner Attack 19.01£0.12 62.60+0.02
Bayesian sample attack 62.52+0.03 55.83+0.05
Bayesian mean attack 63.72+0.06 55.81+£0.05

8 Conclusions

We have introduced the Bayesian adversarial robustness problem. This problem can be interpreted as
either a relaxation of the usual minmax problem in adversarial learning or as learning methodology that
is able to counter Bayesian adversarial attacks. To solve the Bayesian adversarial robustness problem,
we introduce Abram — the Adversarially Bayesian Particle Sampler. Under restrictive assumptions, we
prove that Abram approximates a McKean—Vlasov SDE and that this McKean—Vlasov SDE is able
to find the minimiser of certain (simple) Bayesian adversarial robustness problems. Thus, at least for
a certain class of problems, we give a mathematical justification for the use of Abram. We propose
two ways to discretise Abram: a direct Euler—Maruyama discretisation of the Abram dynamics and an
alternative method that is more suitable when training with respect to large data sets. We apply Abram in
two deep learning problems. There we see that Abram can effectively prevent certain adversarial attacks
(especially Bayesian attacks), but is overall not as strong as classical optimisation-based heuristics.
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