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Bad Public Policy 1

1 Introduction

Policy studies often simply assume the existence of baseline parameters which
facilitate the development of “good” policies, such as honest governments
doing their best to create public value, publics responding in good faith and
fair dealing, and both parties relying on policy-making processes that align
squarely with the public interest (Moore, 1995; 2014). That is, ones which enjoy
popular support and expert consensus and which are dedicated to enhancing
public welfare. In such circumstances “good” policies are commonly expected
to be produced through open mechanisms and participatory procedures in which
the public can articulate its preferences and policy-makers listen to, and act in
good faith upon, what has been said in determining their governments’ courses
of action (Howlett, 2020).

While these conditions and processes are indeed found in some circum-
stances in liberal democratic governments, in practice there is ample evidence
from around the world, and even there, that much policy-making occurs without
these pre-conditions and processes in place (Legrand & Jarvis, 2014;
McConnell, 2018; Jarvis & Legrand, 2018). In such circumstances “bad” public
policy is a more common outcome: that is, policies which reflect only very
partial knowledge, are enacted at the behest of special interests or with decision-
maker self-enrichment in mind, and typically fail to promote the social good.
Exactly how this happens and what it is that makes for “bad” public policy are
the subjects of this Element.

One concern, for example, which is somewhat independent of regime type, is
maliciousness or the use of policy-making machinery to punish opposition or
groups and individuals deemed undesirable. If the ethical basis of good public
policy is concerned with its alignment with beneficial principles of public value
and a latent concern for prioritizing the public interest, it can be considered
malign where it is not.

Attention to these kinds of “negative” policy dynamics is the concern of what
we describe as the emerging study of the “darkside” of public policy: where the
consequences of factors such as uncertainty, malign (and relatedly, misaligned)
policies, poor compliance, and other factors such as a lack of preparation in the
face of new or existing challenges and problems, and a failure to learn from past
experiences produce, at best, ineffective or inefficient outcomes (Howlett,
2020; 2022). At worst, such policies can marginalize, exclude, and funnel
state resources away from vulnerable sections of the public or replace the public
interest with private rent-seeking behavior in ways that intentionally evade the
public interest and create little or no public value, or even detract from it
(Moore, 1994; Wintrobe, 2000; Leong & Howlett, 2022).
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2 Public Policy

This Element aims to conceptualize and theorize this topic in the context of
policy studies and the growing interest in policy design (Howlett, 2024). It
argues that better understanding and planning for this “darkside” of policy-
making is of growing urgency and importance in studies of policy-making and
is a necessary adjunct to most studies of policy design, which tend to live on the
“brightside” of policy-making (Douglas et al., 2021). It deals with how best to
conceptualize and deal with the phenomena of bad policy, including malicious-
ness and internal risks of malfeasance but also looking at non-compliance and
other similar “inherent vices” or internal risks of policy-making.

Although these kinds of problems are often acknowledged as common
occurrences in policy-making processes, they have rarely been studied system-
atically in the policy sciences (Goodin, 1980; Leong & Howlett, 2022). This
Element draws on the previous work of the three co-authors who have studied
these phenomena for several years and produced a record of published work
detailing this darkside, exploring how it leads to policy failures and poor design
processes and discussing how bad policy occurs and how it can be corrected
(Legrand, 2022). It summarizes, synthesizes, and condenses this work to pro-
vide a definitive short study of the subject.

Defining the Darkside

Although a distinct wave of “post-positivist,” critical and/or interpretivist
scholarship emerged in the last two decades of the 20th century which engaged
with the role of values, beliefs, and politics in decision-making, policy thinking
from its origins has continuously been criticized for its overly optimistic and
often technocratic or ‘positivist’ tenor and its general neglect of many of the
practical problems of policy-making (Tribe, 1972).

The “darkside” of public policy discussed in this Element is metaphorical in
two senses: it refers both to the opacity of decision-making processes and to the
“dark” or less than public interested motives of many of those involved in policy-
making and “policy taking.” As such, it can be contrasted with the “brightside” of
policy-making and policy studies that deal with less self-interested and more
transparent processes and outcomes (Compton et al., 2019; Douglas et al., 2021).

Problems with policy designs caused by the darkside of policy-making — the
uncertainty inherent to real-world political settings, as well as the endemic
recalcitrance of many policy-makers and policy-takers to comply with or
promote the public interest and public value in their activities — remain very
much underexplored in the orthodox policy studies literature (Colebatch, 2018;
Turnbull, 2018; Howlett, 2020). The larger thrust of research in policy sciences
and adjacent literatures remains firmly oriented toward the production of
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Bad Public Policy 3

modelling and generalizable insights that accrue from a dispassionate, scientific
engagement with policy-making, which is held as a process that is expected to
deliver on government goals, and to do so in an efficient way (see Farr, Hacker
& Kazee, 2006; Durnova & Weible, 2020).

This literature on policy-making and policy design, while well-disposed to
help deal with many “external” crises and changes that pose risks to government
goal attainment, has examined much less thoroughly the behavior of policy-
makers and policy takers (Howlett et al., 2020), which pose “inherent” risks to
good policy outcomes. These risks are linked to the nature and logic of policy-
making itself and whether and how it is carried out in the public interest.

It is only fairly recently that the literature on policy design and practice has
recognized the importance of identifying and accounting for this kind of “risk”
(Howlett et al., 2022). However, other policy-related literatures, especially those
that fall under or overlap with political science, law and public administration,
have long-accepted that the ideal of good government is continually besieged by
a range of pathologies and manipulative practices (Goodin, 1980). These works
variously include explanations of how badly construed information can skew
government policy, especially where state and governance knowledge bases and
capacities are limited; how decision-making are often motivated by interests other
than the creation of public value; and how policy targets — those whose behaviors
government attempts to manage — often embark on forms of lawful and unlawful
“misconduct,” such as fraud, gamesmanship, evasion, deliberate non-compliance,
and others, to undermine government intentions (Saward, 1992; Howlett, 2020).

This tendency toward optimism is understandable for several reasons. First,
much policy and policy-making “on the darkside” is almost by definition
opaque and resistant to scrutiny and analysis. This is the case, for example,
with corruption or covert practices, which agents involved in them often try to
cover-up and with the malign exercise of power in the interests of national
security, for example, which states generally make opaque, do not publicize and
protect with preventative information disclosure laws. It is also the case with
corporate and special interest groups lobbying policy-makers to protect their
private interests, which have in the past resulted in harms to the public interest
including, variously, environmental contamination, tropical rainforest deforest-
ation, smoking, alcohol consumption, licit and illicit drug use, and beyond.
Obscuring these kinds of influence, as well as the outcomes, is very much part of
the malignity of such influencers (Oreskes & Conway, 2011).

Many policy scientists do widely declaim such lack of inclusion and trans-
parency as indicators of poor policy-making practice, but a more fundamental
value is also at stake in this behavior: the essence of democracy or rule of the
people which demands that the public be able to properly evaluate government
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4 Public Policy

performance and reward or punish them in elections for incompetence, corrup-
tion, or other kinds of policy and political scandals and failures.

Diamond and Morlino, for example, specify the minimum qualities of democ-
racy are “1) universal, adult suffrage; 2) recurring, free, competitive, and fair
elections; 3) more than one serious political party; and 4) alternative sources of
information” (2004, p. 21). The latter point is often overlooked, but it is in fact
pivotal. To assess whether their interests are well-served, the public must have
ample high-quality and accurate information on government efforts, intents, and
outcomes. The principle of transparency is often expected to be provided by a free,
untrammeled press corps and through access to government information, but in
practice often neither function effectively in this manner. In reality, the conglom-
eration of media ownership and broad exemptions to freedom of information laws
mean that even in liberal-democratic regimes many government intentions and
outcomes can remain hidden in the shadows. As Hallsworth and Rutter (2011)
note, “The more that this process is illusory, the more democracy is undermined.”

Second, bad policy is by definition non-inclusive. The exclusion of specific
sections of the public, either selectively or entirely, from participating in policy-
creation processes and outcomes can be, and often is, the result of poor practice
or unconscious bias, but is also often the result of intentional structural and
agential strategies to shape how policy is made, and whom it benefits. Rather
than promote openness and transparency, these efforts can intentionally
exclude, occlude, preclude, or ostracize some sections of the populace in
order to meet nefarious and undemocratic goals, from overly rewarding loyal
or client-groups to exchanges of favors with campaign financiers or the personal
enrichment of civil servants or politicians, or worse (Herzog, 2018).

Third, many purportedly beneficial policies in practice rely on expected and
anticipated high levels of compliance of those targeted by policies with govern-
ment aims (Weaver, 2015). This includes mundane activities such as having
members of the public generally obey traffic laws and pay their taxes, but also
expecting contractors and service providers to comply with contract terms and
intentions or individuals not gaming rules and regulations or otherwise failing to
comply with their intent. Although often assumed to be automatic, compliance
behaviors almost always require compliance mechanisms of monitoring,
enforcement, and sanctions, which come with sometimes large additional
costs (Weaver, 2009). These compliance efforts often do not themselves per-
form well and thus limit the reach and effectiveness of the policy. Uncertain
compliance and policing thus introduce additional risks into policy-making that
lead to uncertain outcomes, even with the best of intentions (Weaver, 2013).

Phenomena such as non-compliance and self-interested or malign policy
behavior are termed here “policy vices” and, importantly, can occur in all
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Bad Public Policy 5

different kinds of states and at all different levels within them. While more
prevalent in forms of government less concerned with the public interest than
democratic states, they also occur in liberal democratic ones, although the ethics
of open government, participation, and probity associated with democratic
states are expected to limit the opportunities for such behavior and resulting
bad policy to emerge (Legrand, 2021). Additionally, such vices can come from
all segments of civil society and public life, not just governmental actors.

Beyond Capacity Challenges: The Idea of Inherent Policy Vices

Previous studies, of course, have noted that policies do not always succeed
(McConnell, 2010). But these studies have often argued that poor policy-
making and policy outcomes are not inherent to the policy process but rather
often emerge from capacity limits in the face of external challenges: so that, for
example, poorly paid civil servants in many poor countries may have little
option but recourse to bribes and favoritism in order to survive in their positions
(Graycar, 2013, 2015) or that better analysis and more administrative resources
can ensure better policy formulation and implementation of government plans
(Ingram & Schneider, 1990; Cameron & Evans, 2024).

But while this may be true in some instances, one key pillar of our thesis is that
the challenges facing the achievement of better policy outputs and outcomes
amount to more than simply overcoming capacity limits and external risks. While
it is true that some of the problems encountered by policy-makers and policy
thinkers are indeed due to a mismatch between the external and internal funding
demands and other environmental challenges faced by government, and that often
critical capacity challenges do exist (Howlett & Ramesh, 2016), it is the argument
of this Element that there are other additional risks that are inherent to policy-
making and cannot be avoided, although they can be mitigated.

These risks to policy-making can be framed as sources of policy volatility or
the likelihood or propensity of any policy design to fail. Like a stock portfolio in
which some failures are expected and can be hedged against, it is argued here
that policy designs must deal with these kinds of internal risks head-on rather
than simply assume that all will simply work out for the best if a government’s
intentions are good (Howlett & Leong, 2022).

Howlett and Leong (2022), for example, have pointed to the importance of
three such inherent vices or risks to public policy, which are detailed in subse-
quent sections. These include the inherent uncertainty of policy-making, as well
as malice on the part of policy-makers and non-compliance in policy-takers, as
set out earlier. Together with other problems such as (un)preparedness and (non)
learning identified by other authors (Dunlop, 2017; McConnell, 2002), the
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6 Public Policy

omnipresence of these vices challenges many aspects of contemporary policy
theory that were developed in earlier periods when these kinds of vices or risks
were largely ignored or simply assumed away.

Thus, as Legrand (2021) has argued, many current problems in policy theory
and practice are now often seen to be the product of a crisis in the core values
that previously defined the telos of “the good state” — commonly viewed as
a benign representative public body designed to enhance public values in
a relatively unproblematic way. In this view the main impediment to the
achievement of the public interest has often been posited to be inadequate
knowledge of exactly how to identify the public interest or interests, or a lack
of the resources needed to pursue or achieve such interests, rather than being
due to the nature of the task itself or to the characteristics of the principal actors
who define, address and take part in it (Moore, 1995; 2014; Colebatch, 2010).

Recent examples such as the “war on terror” post-9-11, the 2008 financial
crises, and the 2019 COVID pandemic show that global challenges can trigger
societal polarization and generate crises for the rule of law, upsetting the
balance of support for state action and leading to declining trust in institutions.
All of these have extensive implications for the quality of democracy and
government. Bennett and Lemoine (2014a), for example, are only two of
many observers of what is often thought to be an increase in such phenomena,
noting many trends toward increased volatility, uncertainty, and complexity in
world affairs and arguing they only promise to increase in future years as wars
and climate change impacts increase in an ever more highly interconnected
world. They term this policy environment as one that is increasingly volatile,
uncertain, complex, and ambiguous (VUCA).

We argue here, however, that these developments have not so much intro-
duced new elements into policy-making but have rather exacerbated problems
already inherent to policy-making itself. Extensive regulatory capture, espe-
cially by powerful firms; the normalization of policy goals that transgress
human rights; and deliberate obfuscation of the policy process by its core
players in many countries for security purposes, or by leaders who lambast
the media and engage in corrupt and venal practices, have always posed a threat
to traditional notions of effective policy-making in the public interest, even
where this latter sentiment was common. In other countries where open and
transparent government has never been the norm, already sizable problems with
these modes and ways of thinking have intensified even further.

This adds a new dimension to the idea of a “darkside” of policy-making as not
only a perennial problem but a worsening one and lends urgency to efforts to
better understand these policy risks and mitigate them. These flaws and vices
have been with us for some time, but they flourish in volatile policy
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Bad Public Policy 7

environments, and amid the “dark” misalignment of the public interest and
policy settings in many countries it must be asked what are the prospects for
policy studies to help resolve these challenges (Peters and Nagel, 2025). These
considerations motivate this volume.

Aim of the Element

To further this end, this Element develops terms and concepts such as policy
volatility, policy malignancy, and policy vices not as a wholly new platform for
research, but rather as a means to marshal the existing range of theoretical and
conceptual work on these aspects of policy-making. Recognition of how these
pathologies carry over into policy-making currently remains limited in the
policy literature (Arestis & Kitromilides, 2010; Legrand, 2022) and correcting
this gap is a major aim of this Element.

Specifically, the Element draws from recent work in policy studies that
focusses attention to these kinds of behaviors in much the same way as, for
example, Allan McConnell does in dealing with “hidden agendas” or policies
with covert aims lurking behind ostensible purposes (McConnell, 2018). It
further examines the question of how policy scholars should engage with long-
standing internal risks amidst a decline in the normative democratic principles
of good governance that were presumed in earlier eras (Wagle, 2000) and
discusses what lessons can be derived from current and past studies for improv-
ing policy practice in such an environment.

Structure of the Element

This opening section makes the case for the need for policy-makers to pay
attention to the darkside of policy-making and more closely examine their own
behavior and that of policy targets in formulating and implementing policies
and undertaking their design. It introduced key concepts to be used in the
analysis from “policy volatility” to “inherent vices,” which are useful in this
endeavor.

Section 2 then surveys emerging policy theory, concepts, and research on the
“darkside” of policy-making, sketching out a framework of analysis that
accommodates multidisciplinary contributions to better understanding these
topics. The foundation of this framework is normative, insofar as it appeals to
principles of non-subjugation, public service ethos, and universal human rights,
and it seeks to advance effective and legitimate policy-making behaviors by
understanding their limits and constraints. It explains how the use of utilitarian
measures and hedonic compliance-deterrence models in the policy sciences has
dominated the field and contributed to some of the problems encountered in
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8 Public Policy

identifying and correcting internal policy risks. By bringing together conceptual
possibilities and normative values in this framework, the section establishes
a theoretical beachhead for better understanding and managing the “darkside”
of public policy. The section argues for the need to re-examine policy-making
problems and limits in order to address their presence in policy-making, as well
as for a better recognition of what greater uncertainty implies for the likelihood
of policy success and failure and the reasons for them.

Section 3 then offers a normative critique of the traditional policy studies
literature and examines in detail the general notion of malign or “bad” policy.
As this introduction has pointed out, the disciplinary development of policy
studies has long been shaped by scholars working within liberal democratic
traditions. In consequence, a long-held assumption has been that policy-making
is, prima facie, motivated exclusively by the pursuit of the public interest, and
this assumption has gone largely unchallenged, even while intersecting critical
traditions — particularly in political science — have opened up rich research
agendas on topics such as historical bias and institutional and agential harms
(Goodin, 1980). The section critiques the often-latent assumptions of benevo-
lence found in many policy studies and develops the notion of political exclu-
sion as a methodological means to identify deviations from liberal democracy’s
precepts.

Section 4 then expands on five specific categories of inherent vices associ-
ated with volatility in policy-making set out earlier: namely uncertainty, mali-
ciousness, (non)compliance; unpreparedness and non-learning, with a focus on
the lesser-explored first three. Exploring the origins and development of these
problems the section suggests ways to mitigate and address the contributions
that these vices make to the darkside of public policy.

Section 5 discusses how, precisely, proposed policies can be assessed and
altered to promote and lead to more benevolent outcomes. It shows how each of
the risks set out in earlier sections can be managed through a variety of means
from institutionalizing foresight agencies in order to deal with the risk of
surprises affecting government agendas, in the case of unpreparedness, to the
implementation of mandated and comprehensive evaluation and measurement
activities in order to reduce the risk of poor or non-learning in policy evaluation.
The section emphasizes the kinds of “procedural” tools or techniques govern-
ments have at their disposal to deal with these vices (Howlett, 2000). These are
tools (Bali et al., 2021) that are put into place to control aspects of policy
processes and policy behaviors rather than, as in the case of more substantive
tools such as a public enterprise or regulatory commission, to alter the behavior
of actors involved in delivering specific kinds of goods and services in society.
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Section 6 continues this discussion and draws on a comparative analysis of
recent empirical experiences in several OECD countries attempting to address
these inherent risks and concerns. The section sets out a set of management
practices that can help inform policy design and curb the worst excesses of bad
policy.

Finally, we conclude Section 7 with a call to make malignity, volatility, and
inherent vices mainstream concepts in policy analysis. Our concern in this
Element is not just that these are real and corrosive phenomena but that they
have gone unnoticed or sidelined by all but a handful of policy scholars. If good
policy-making is, at heart, a result of a shared normative commitment to values
of transparency and openness and the public good, then safeguarding that
commitment requires ongoing vigilance and mitigation. It is our plea for such
vigilance from the policy science community that concludes the Element.

2 Studying the Darkside: Advancing the Concepts of Policy Risk,
Malign Policy, and Policy Volatility in the Policy Sciences

Introduction: Dr. Pangloss and the Policy Sciences

Is all for the best, in the best of all possible worlds? Voltaire’s 1759 satirical
work Candide; or The Optimist, tells the story of the eponymous hero and his
mentor Professor Pangloss who is always prone to see even the worst possible
circumstance as part of God’s beneficial plan for humanity. Candide is taught in
his early years living in a garden of paradise the Leibnitzian philosophy that,
“all is for the best in the best of all possible worlds.” The story follows Candide
as he leaves his garden idyll and encounters the outside world, and despite
seeing a world of apparent violence, tragedy, and suffering, tries to maintain his
unfaltering, but increasingly ludicrous optimism in the face of the realities of
a very uncertain and unhelpful present.

Voltaire’s novel is satirical, but for contemporary policy studies there are
instructive parallels. Not so long ago, a widespread view about the nature of the
world in the post-Cold War period, for example, held that liberal democracy
represented a kind of ideological gravity well that peoples of the world would be
inevitably drawn toward as the best of all possible worlds unfolded in the
absence of a totalitarian threat. Francis Fukuyama’s teleological “end of his-
tory” analysis was the apotheosis of this view, heralding liberal democracy’s
ideological supremacy and inevitability. For much of the world, he argued,
“there is now no ideology with pretensions to universality that is in a position to
challenge liberal democracy, and no universal principle of legitimacy other than
the sovereignty of the people,” thus anticipating a gradual, but still fairly rapid,
movement toward utopia (Fukuyama, 1992).
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Yet subsequent global trends in illiberal, autocratic and poor government and
governance have revealed that we are not at the end of history, and there is
mounting evidence of a continued malaise in many formerly prominent liberal
democratic regimes across the world that are under attack from populism and
a distinct trend toward authoritarianism (Howlett, 2021; Legrand, 2021).

Now more than ever, policy-makers and scholars in more and more countries
alike must deal directly, and with eyes wide open, with the “darkside” of policy-
making. Many of these aspects of policy-making are unavoidable, being part of
the “inherent vices” of the subject in the same way that food will spoil and ships
will sink. These kinds of behaviors have always been with us but are arguably
more pronounced and/or take a different shape in the present-day intercon-
nected, social media saturated, and increasingly volatile, uncertain, complex,
and ambiguous world.

This section examines key concepts in the field that allow us to better
understand these phenomena and the risks they pose to “good” policy-making.

Dealing with a Messy Policy World

Understanding the risks posed to policy-making can be framed as understanding
the sources of policy volatility or the likelihood or propensity of any given
policy design to fail. Howlett and Leong argue that policy designs must deal
with such volatility head-on rather than assume simply that all will work out
well in the best of all possible worlds (Howlett & Leong, 2022). Legrand,
similarly, has argued that many current problems in much existing policy theory
and practice are caused by a crisis in the core values of liberal democracy that
underlie much of the policy sciences. That is, that the values and freedoms that
previously defined the telos of “the good state” toward which all policies were
commonly thought to be oriented, or at least should be oriented toward if they
are to be beneficial and serve the public interest, are difficult to maintain and are
not an automatic or default condition.

That having been said, in the current era, policy problems are more inter-
woven and their solutions often more ambiguous than in previous years, often
with an interlocking international and national dimension which can make them
more intractable (Levin et al., 2014). But the challenges facing policy-makers
are more than simply an administrative or political system capacity challenge.
Cousins (2018), for example, has identified the volatile, uncertain, complex, and
ambiguous (VUCA) nature of the world as the central characteristic of the
current policy environment that has serious continuing consequences for effect-
ive public policy-making and policy designs.
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Legrand (2022), for example, has argued that much of the current crisis in liberal
democratic countries was provoked in part by post-2001 anti-terrorism measures
which, among other things, ushered into liberal democratic regimes many aspects
of a surveillance state that are incompatible with pre-existing liberal freedoms of
movement, speech, and due process, and in part by the financial collapse of 2007—
2008, which laid bare wealth inequality, undermining belief in equality of oppor-
tunity and of the legitimacy of liberal economies and societies. The challenges
posed to nation states, especially in the Middle East and Europe, by immigration
and refugee flows resulting from the Post-Arab Spring era and rise of the Islamic
State in Iraq and Syria, also fed ethnic tensions and illiberal nationalistic reactions.

As a result of these overlapping set of events, many democracies are now
experiencing problems linked to an erosion of the rule of law and declining trust
in institutions and have been unable to avoid the normalization of policy goals that
transgress previous concerns for expanding human rights. Deliberate obfuscation of
the policy process by core players in many countries who pass laws against press
freedom, subvert elections, and engage in corrupt and venal practices in government
has proliferated in such contexts. This all amounts to growth in the “darkside” of
policy-making, a side of policy-making that citizens and policy-makers must be
alert to and not discount or minimize.

As highlighted in Section 1, Howlett and Leong (2023) and others have
suggested many of these problems encountered if not promoted by policy-
makers and policy thinkers in the present era are not new but have always
been with us and can be considered inkerent vices or inevitable risks to public
policy. These include problems linked to the inherent uncertainty of policy-
making, often the presence of malice in policy-makers and that of non-
compliance in policy-takers, as well as problems related to a lack of preparation
for surprises and an all-too-common inability to learn from past experience.

It is reasonable to ask how the tenets of the policy sciences are capable of
dealing with this reality in its present manifestation and to what extent
Panglossian thinking about policy-making is able to deal with the decidedly
non-Panglossian reality of contemporary world affairs. The origins and impacts
of these problems are discussed in more depth in Section 3, but suffice it to say
that together these problems challenge many aspects of contemporary policy
theory and design practice even at the best of times (Peters and Nagel 2025).

The Emergence of a Panglossian Vision
in Contemporary Policy Studies

Our contention is that scholars of the policy sciences need to take this “dark-
side” at least as seriously as the “brightside” and think more carefully and
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clearly about how to move forward policies capable of dealing with both these
directions in society and public affairs. Many contemporary policy studies often
cling to a more Panglossian view of the health of democratic and other govern-
mental systems which, as with Voltaire’s hero, leads to actions and plans that fail
in the face of change and adverse behavior (Howlett, 2021).

Just as Candide critiques the naivety of philosophers who saw the world as one of
a “pre-established harmony,” policy designs that take such values as free expression
as given and consider policy-making to be a fait accompli in which policy-makers
and policy-takers are assumed to always operate in good faith to advance the public
interest are, on our view, problematic. Any work that is confined to only sharpening
policy delivery — producing cost efficient and effective goal fulfilment — while
remaining blind to the normative questions of whether policy goals align with
precepts of public value, or are misappropriated to serve marginal interests, are
ignored or malevolently exploited — is equally so. It is imperative to question
whether policy-makers and policy takers do, in fact, always operate in good faith,
and to understand when and why this occurs. This need has never been more
pressing, nor more central to the discipline.

The Policy Orientation Then and Now

It was not always thus. Lasswell’s vision of a liberal policy science seventy-five
years ago was forged in response to the abhorrent “darkside” of policy-making
that had manifested itself clearly in 1920s, 1930s, and 1940s Europe (Torgerson,
2024). The “policy orientation” Lasswell espoused was a reaction to, and rose
against, an earlier era of Panglossian Wilsonian thinking in the immediate post-
WWI era, which drove some of that later behavior (Lasswell, 1951).

Lasswell and his contemporaries deplored the malign consequences of the
ruthless, secret, and unaccountable bureaucratic machinery found in authoritarian
and totalitarian states, and the apparent ease with which many ostensibly demo-
cratic states around the world had acquiesced to the malign values of Nazi, fascist,
and military regimes. They set about advocating for a “policy sciences of democ-
racy,” a field oriented normatively toward the nurturing and strengthening of
democracy and human dignity. The aim, Lasswell argued, was to avoid the
emergence of a “garrison state” dominated by security elites, and to place “civilian
supremacy” at its center, through which civil liberties, freedom of information,
and equality were to be assured (Lasswell, 1950, pp. 57-58). Lasswell’s outlook
was, and remains, an essentially liberal democratic vision for academics con-
cerned with beneficial public policy-making, while recognizing full well the
possible presence of alternative and less-altruistic forms of government and
policy behavior and the need for vigilence if such alternatives were to be defeated.
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Thus for the early generation of policy scientists writing in the 1950s and
early 1960s, the challenge was to resurrect the brightside, in a more pragmatic
way, from its turn-of-the-century progressive progenitor and prove that govern-
ments, and especially liberal democracies, could function at least as well, if not
much better, than their authoritarian and totalitarian counterparts. In the wake of
a hard-fought victory over authoritarian and totalizing governments in Europe
and Asia, harnessing an axiomatic belief in the supremacy of the liberal
democratic tradition was thought to be the means to achieve “congruence
between the preferences of citizens and the actions of policy-makers” through-
out the world as a new cold war got underway (Huber & Powell, 1994).

This made a great deal of sense in the post-war epoch and educating a new
cadre of scholars — the “policy scientists of democracy” — was rightfully thought
to be a means through which this new generation could act as the architects and
engineers of the new beneficial system, building institutions that could with-
stand any further attempt to establish “garrison states” bent to the whims of
narrow ideological elites (Lasswell, 1971).

Seventy-five years later, such imperatives have waned, and the misalign-
ment of democratic policy principles and the many policy goals pursued by
governments around the world has in many cases reversed the onus of this
optimistic vision of the policy sciences. Many politicians and members of the
public for example, now deplore efforts made to promote evidence-based
policy-making as elitist, while similarly condemning any effort to harness
greater levels of expertise to the service of the public. This is true of many
developed countries currently in the thrall of populist movements although,
somewhat paradoxically, in other areas of the world, where colonialism,
political instability, and poor economic conditions prevented the early adop-
tion of more Panglossian attitudes, that vision remains fresh and increasing
efforts are being made to create and educate a corps of policy scientists
imbued with it in many countries in Asia, Africa, and Latin America (Brik
& Pal, 2021, St. Denny & Zittoun, 2024).

Continuing to work as if the current world only needs more democracy or
participation in order to undo would-be tyrants or develop effective policy,
however, is dangerous. This is amply illustrated by the 1990s blockbuster,
Jurassic Park, which tells a morality tale akin to Voltaire’s idyll-turned-
cataclysm. The film’s story centers on a theme park set in an island paradise re-
populated by dinosaurs from the benign Brachiosaurus to the dangerous
Tyrannosaurus Rex, all made possible by the remarkable scientific feat of
creating genetic clones of dinosaurs drawn from ancient DNA preserved in
amber. In a terse exchange on the dangers of this project with the park’s
billionaire creator, the realist Dr Ian Malcom remarks: “Yeah, yeah, but your
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scientists were so preoccupied with whether they could, they didn’t stop to think
if they should.” The ensuing catastrophic failure of the park’s security has
disastrous consequences for all, which the park’s Panglossian creators are
helpless to contain. An unleashed T. Rex — literally, “King of the Tyrant
Lizards” — wreaks untold destruction before the story’s heroes manage their
escape. There is little ambiguity in the movie’s moral caution concerning the
consequences of the pursuit of actions without a clear sense of the consequences
of what could go wrong and a much better appreciation of the risks of not only
known but also the unknown consequences of these pursuits.

This is not the first time this kind of critique of an essentially Panglossian
technocratic vision of policy-making has been made (Fischer, 1990). In 1985
Lawrence Mead, for example, spoke of how policy sciences’ adherence to
economics both in spirit and methodology — a discipline that “tended to serve
interests indiscriminately” — had outweighed its original Lasswellian political or
ethical pluralism and led to an overly optimistic or naive policy science whereby
policies were discussed only in terms of costs and benefits, incentive or disincen-
tives (Mead, 1985). And as with Jurassic Park’s catastrophic conclusion, such
efforts to create an ethics-free policy science can give rise to, and serve, danger-
ous forces just as easily as more just or benign ones.

Conclusion: The Role of the Policy Sciences in a Changing World

Any Panglossian adaptation of the original “policy orientation,” as Lasswell
termed it, is problematic for several reasons (Torgerson, 2024). One problem is
the view that a policy science, like the public administration system of old, can
be a neutral technocratic exercise marshalling evidence about “what works,
when” and should have little or no role to play in the setting of policy goals (as
Wilson [1887] argued in an earlier era in the case of the emerging field of public
administration). Goals, in this strict separationist view, are defined as “political”
and beyond the purview of analysts whose normative aim should only be to
improve the efficiency of goal implementation.

This is a problem of “commission.” But there are also problems of “omis-
sion,” a concern that is more analytical in nature as the process of exacting
generalizable insights in the development of a policy science is often confined to
looking at the system in aggregate or structural terms rather than behavioral
ones (Dryzek, 2002). The central goal of policy inquiry, indeed, was sometimes
seen to be to develop model processes and system in which individuals — policy-
makers and policy takers —are simply assumed to play by the rules. But this is to
live in the Panglossian world highlighted earlier rather than examine in detail
actual policy behavior, which should be the true expectation of a real policy
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science (Stokey & Zeckhauser, 1978; Leong and Howlett, 2020; Howlett and
Leong, 2022).

As shall be argued in the sections which follow, policy design is fundamen-
tally flawed when it does not align with the delivery of public value, when it
fails to learn the lessons of the past, or when it assumes a level of certainty
which does not exist, failing to prepare for obvious and less obvious eventual-
ities and depends for its success only upon the goodwill of the policy-maker
and/or policy taker (van Buuren et al., 2023). Rather, the role of policy science is
to find ways to design institutions and processes that enable learning and
preparation, reduce uncertainty and lead to the transparent articulation of public
interests irrespective of, indeed, in anticipation of, precisely the (lack-of)
goodwill and commitment to those values on the part of policy-makers and -
takers (Hirschman, 1977).

3 The Darkside and the Brightside of Policy-Making: Democratic
Values and the Policy Sciences

It is axiomatic in much of the policy sciences that policy-making should align with
what are essentially liberal democratic principles. As mentioned in the previous
section, in this view policy goals are expected to be produced through open and
participatory procedures in which the public can articulate its preferences to policy-
makers while policy-makers are expected to listen to what has been said in public
forums in determining their governments’ courses of action. Public policy is public
then, insofar as its mandate for action derives from the public’s expression of will in
an election, and it is policy insofar as it marshals the resources of the state (from
taxation, assets, and so on) via its institutions to realize that mandate.

Of course many states have autocratic, dictatorial, or other kinds of states in
which these democratic processes and fora do not exist and discussion of open
and participatory procedures is moot or remains aspirational at best (Wintrobe,
1998). But this ideal typical model of policy-making also does not occur all the
time even in liberal democratic states. Precisely why this is the case is a subject
that requires careful analysis.

In the following two sections we develop two concepts introduced in earlier
sections that help to describe and explain why this model fails to occur even in
many instances in liberal democratic states: “policy volatility” — the propensity
of policies to fail — and the idea of “inherent vices” or the notion that some
sources or risks of failure are inevitable and can be at best mitigated and never
eliminated. In this section the role of normative values in public policy-making
is discussed while the inherent vices of policy-making, policy volatility, and
their design implications are the subject of discussion in Section 4.
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Introduction: Normative Values and Policy-Making

The question of whether and how policy scholars should engage with normative
democratic principles continues to divide the policy sciences (see Wagle, 2000, for
an excellent exposition). Understanding the origins and impact of the trends set out
earlier is made difficult not only by the optimistic world view of many in the field
but also by the tendency of this view to be exacerbated by the nature of the
contemporary scholar-practitioner relationships. Much scholarship follows the
funding set out for it by non-disinterested governments, NGOs, foundations, and
private companies (Oreskes & Conway, 2011), and increasingly, the scholar-
practitioner relationship in the policy sciences and related fields is one in which
government agencies act as agenda-setters and research-takers. As a result, the
discipline now flirts with a form of capture whereby “relevance” or use by practi-
tioners is ranked highly and the scope of policy research is determined and its
validity rubber-stamped (or not) by the subjects of the research itself — usually
government (Jarvis & Howlett, 2021).

This makes investigations of the darkside of policy-making less likely and
less prevalent than one would think. But it is also true that the “darkside”
outlined in the previous section is a difficult concept to investigate for other
reasons. Here it should be recalled that the concept of the “darkside” is
metaphorical in two senses: it refers, on the one hand, to the opacity of decision-
making processes that makes their analysis and theorization difficult and often
inferential and, on the other, to the sometimes malign motives of those respon-
sible for developing policies and implementing decisions which are hidden or
difficult to discern. Policy-making is often opaque at the best of times while in
many situations — such as those surrounding corruption or malfeasance — efforts
are often made by participants to conceal their actions.

Nevertheless, there are some actions that clearly signal malign or malicious
intent. Moves to make a policy process /ess transparent, for example, are often
telltale signs of non-Panglossian intent while the exclusion of the public,
selectively or blanket, from participation in a policy is another non-
Panglossian “tell.” In this sense, the presence of structural and agential strat-
egies to exclude, occlude, preclude, and ostracize sections of the public are
giveaways that objectives other than open liberal democratic ones are being
pursued in policy activities (Legrand & Jarvis, 2014).

The investigation of such illiberal activities, however, suffers from a weak
analytical vocabulary and a lack of concepts that can aid analysis and discussion.

Here we propose the use of the terms set out earlier such as policy risk, policy
volatility, and policy malignancy as a means to marshal the existing range of
theoretical and conceptual viewpoints on the darkside and explore the reasons
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behind policy success and failure and their contribution to it. Use of these concepts
to better understand hitherto omnipresent but neglected aspects of contemporary
policy-making helps to create a shared research agenda for the policy sciences in
examining both its own conduct and that of the sponsors of their investigations.

Specifically, we draw from recent work in policy studies that draws attention
to these kinds of behaviors. On malign agents and their strategies in the policy
process, for example, Allan McConnell’s work identifies practices such as the
development of “hidden agendas” in policy-making — policies with covert aims
behind their ostensible purpose — and provides an insightful guide on how to
proceed in their elaboration (McConnell, 2018). Plehwe and Giinaydin (2022)
provide another example, expanding on the idea of “destructive policy”” where
self-interested actors occupy niche policy positions that allow them to control or
influence many aspects of policy analysis, its content, and application. They
especially draw attention to how malevolent actors can sabotage a policy
process or pursue the deliberate strategy of the “production of ignorance” in
order to deceive policy-makers/takers, as they argued recently occurred, for
example, in reforms to the German energy system (Plehwe & Giinaydin, 2022).

Legrand (2022) has also developed a set of ideas and an analysis of malign
policies in the area of national security that are exemplary. He examined how
officials in Australia manipulated the terms and structures of debates in that
country and elsewhere in order to diminish public scrutiny and exclude voices
critical of security state initiatives. Opacity in policy settings can also help
create uncertainty and insecurity. This is a subject Stefan Bachtold examined in
his work on the control of social media in Myanmar in the effort to damp down
discontent with regime activity, from the Rohingya genocide to opposition to
a recent military coup (Béchtold, 2022).

Taylor, McDonnell, and Duong (2022), on the other hand, have focused
attention on “bureaucratic gaming,” drawing out civil servant’s deliberate use
of dubious practices in order to gain an advantage over one’s competitors, gain
personal prestige and budget maximization, among other non-Panglossian goals
and ambitions.

Others like Weaver (2010) have taken the lead in considering how compli-
ance and non-compliance affect policy expectations and how better understand-
ings of target motivations and behavior are needed to inform more effective
policy design efforts.

In addition to simply describing, diagnosing, and emphasizing these behav-
iors and outcomes, this emerging body of work also includes a budding litera-
ture that outlines possible correctives for these kinds of behavior. Several
works, for example, have highlighted better methodological means for assess-
ing the risks of policy failure (Jensen, 2022), while others have suggested
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possible correctives or solutions to the impasse of Panglossian policy advice in
the face of a decidedly non-Panglossian world, such as, whenever possible,
enhancing opportunities for public participation and crowd-sourcing (Howlett
et al., 2022; Lee & Moon, 2022).

First Principles: The Public Interest and Public Policy

There is little doubt that almost all policy scholars have in common the aspir-
ation to enhance or build an ever-improving apparatus and process for institut-
ing political will for the public good (Douglas et al., 2021). Yet while a fervent
hope of many is that public policy will reflect and institutionalize the best
expression of the public interest possible at the moment — indeed much of the
literature is oriented toward this aim — the evidence that it sometimes does not
accomplish this aim or, in fact, does the opposite, is unfortunately abundant.

Any brief survey of politics in the world, for example, reveals a litany of
public officials and members of the public engaged in malfeasant, corrupt, or
malign behaviors. Governments of all stripes often abuse their position to
institute preferential treatment of some citizens and marginalize others; while
authoritarian figures pulling the levers of the state security establishment to
suppress opposition is far from unknown. Scandals of many different types and
impacts are common in the policy world.

These kinds of actions are often blatant but also often hidden or are covered
with the veil of legitimacy assigning them a prima facie purpose that gives
a government or government official the pretext of seeking public value. For
example, in many countries after 9/11 new “security imperatives” have enabled
“sustained measures to silence and even choke civil society” (UN, 2019), and
the United Nations Human Rights Commission (UNHRC) has recognized that
authoritarian states regularly apply “terrorist” labels to legitimize “excessive

EEINT3

restrictions on the right to freedom of expression,” “torture and ill-treatment,”
“to repress human rights defenders,” and apply a “chilling effect on minorities,
activists, [and] political opposition.” Fundamental democratic norms, such as
those stipulated by the International Covenant on Civil and Political Rights —the
freedom of expression, the right of peaceful assembly, and the right to freedom
of association — are commonly extinguished by both liberal and authoritarian
regimes in this way (UN Rapporteur, 2019).

Such cynical acts are, of course, illiberal and anti-democratic and certainly
not exercised in the public interest. But while these acts have not gone
unnoticed, nor have they attracted as much scholarly attention in the policy
sciences as they deserve. Rather this is a novel and somewhat aberrant theme for
the discipline. This despite, as we have seen, that interest in the “darkside” or
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malignity in public policy can be traced to the very origins and establishment of
“policy sciences” in the work of Harold Lasswell: the progenitor of many of our
discipline’s first principles who famously wrote on “who gets what, where and
when” as the essence of politics and policy-making (Lasswell, 1936).

The present array of textbook approaches to studying policy-making, however,
does not align well with the original Lasswellian vision, which recognized the need
for determined action to overcome a wide variety of problems of this type. This is
especially the case in the US —a country with enormous influence over the direction
of many scholarly disciplines — where approaches to studying public policy have in
past eras been dominated by the economics discipline, including in the contempor-
ary era a significant influence from behavioral economics in particular (Friedman,
2002; Shafir, 2013), which contains a strong and overly rationalist predisposition.

The positivist inclination of economics and the application of causal explana-
tory models — often, but not always underpinned by an effort to develop and
evaluate falsifiable hypotheses and/or the use of statistical calculus — has been
the dominant if not default epistemology and methodology in US schools of
public policy following their origin in the 1960s (Howlett & Jarvis, 2021).
Although scholars’ theoretical stances on knowledge and truth have always
been a site of contestation, for more positivistic approaches in the policy
sciences there has been one notable structural consequence of this epistemol-
ogy: a stripping away from the analysis of the role of values and norms in
policy-making in the pursuit of more elegant description of causality in social
systems and policy outputs derived from empirical data analysis.

As mentioned earlier, however, a more recent generation of scholars has
turned their attention beyond economics and the frailties embodied in econom-
ically inspired wards less positivistic methods and assumptions in order to
help better understand why some policies succeed while others fail, raising
the analysis of “bad” policies to the fore (Botterill & Fenna, 2019; Crowley
et al., 2020; Leong & Howlett, 2022).

For these scholars, public policy is seen as a subject that can easily be turned
to serve the less than benign interests that Lasswell warned of, or otherwise
misappropriated in the pursuit of private gain and personal interest. Howlett
etal. (2020), for example, are critical of policy scholars who take for granted the
integrity of policy-makers and identify the “darkside” of policy processes as one
in which adverse special interests, both among policy-makers and policy takers,
are served. Likewise, Whiteford writes of “intentional harms” caused by pol-
icies aimed at punishing or otherwise singling out specific individuals and
groups (Whiteford, 2021). For these scholars, and others like them, policy
analysis is poorly served by Pollyannaish assumptions that policy-makers are
entirely motivated by and serve the public interest in the pursuit of public value
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or, in the case of corrupt actors, adequately constrained in these proclivities by
existing systems of checks-and-balances and other institutional arrangements
established ostensibly to ensure transparency and accountability in government.

This next section brings together these two dimensions — the public interest and
liberal democratic institutions — with a third, legitimacy, to create a general analyt-
ical framework for the understanding and analysis of malignity as a source of policy
volatility. Its purpose in doing so is three-fold. First, to combine the common but
often disparate enterprise among scholars of similar phenomenon. Second, to
elucidate a conceptual /ingua franca and compound these common contributions
with notions of public value and bad policy. And, third, to sketch out the beginnings
of an analytical approach capable of surfacing malign policy practices, exposing
them to scrutiny, and showing how to mitigate them with robust instruments and
policy designs that are built on coherent cognitive and normative grounds.

The foundation of this approach is normative in the Lasswellian sense insofar
as it appeals to liberal democratic principles, the public interest, and public
policy legitimacy. It seeks to advance effective policy-making that is aligned
with the principles of good governance and expose behaviors that are not. By
bringing together conceptual possibilities and normative values in a framework
for analysis which informs the remainder of the Element, this section is intended
to establish a theoretical beachhead for policy scientists working on, and
against, the “darkside” of public policy.

Bad Policies and the Role of the Public

Across the world today, open and transparent government in the public interest is on
the decline. Freedom House, for example, reported that 2022 was the seventeenth
consecutive year of decline or “backsliding” in global democracy. Now more than
2.5 billion people live in illiberal or authoritarian countries, with severe limits on
fundamental freedoms of association, speech, and assembly and many opportun-
ities for the emergence of bad policy. China’s persecution of its Uyghur population
has been called a “cultural genocide”; Saudi Arabia has arbitrarily imprisoned
dissenters and murdered its citizens overseas (such as the US-based journalist
Jamal Khashoggi); in Egypt and Iran political opponents and LGBTQIA+ activists
are blacklisted as terrorists; in Venezuela and Turkey opposition legislators are
labelled enemies of the state and jailed; and in Russia human rights workers are
expelled, and NGOs targeted by “foreign agents™ laws.

In many of these states, such authoritarian oppression has stretched back
decades. Yet, in many more there is a slide away from /iberal democracy toward
“illiberal” democracy and worse. These are states with elected governments,
from Thailand to Hungary, which now only loosely adhere to the rule of law,
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react with violence to political dissent, and traduce civil rights (Bell &
Jayasuriya, 1995; Zakaria, 2007). Freedom House (2018) has warned that
such illiberalism is becoming “the new normal” across much of the globe and
defined it as “an ideological stance that rejects the necessity of independent
institutions as checks on the government and dismisses the idea of legitimate
disagreement in the public sphere.” In these states, politics and public policy
scholars are increasingly tracking populist governments’ systematic attempts to
dismantle human (Roth, 2017), LGBTQIA+ (Krasteva, 2017), and citizenship
rights among others (Howard, 2010) while introducing punitive measures
against asylum seekers, journalists, political opponents, ethnic or religious
minorities, and more.

This backsliding reminds us that it is important to be mindful of the different
roles the “public” plays in “public policy” in both liberal democracies states and
in non-democratic regimes.

That is, liberalism promotes the idea of civil society where the public can be
found and of a demarcation of rights between the state and the individual which
supports it. Bitonti notes that the very notion of the “public” bloomed with the
creation of the modern Liberal state: “following the affirmation of the modern
state, of the liberal idea of rule of law, and of individual rights, to be ‘protected’
and kept separated from the sphere of the public authority” (p. 3, 2019). It is for
this reason that most ideas of “good” public policy hold the advancing of the
public, rather than the state or purely individual, interests as its central conceit.
In alternate state arrangements, from autocracy to authoritarianism and tyranny,
a different idea of the “public interest” exists in which, typically, it is associated
with the state, rather than civil society. In such regimes the “public” in the sense
the term is used in liberal democracies is not necessarily central to the aim or
outcome of public policy. Rather, it is the affairs and interests of the state that
dominate, and these are neither necessarily commensurate nor coterminous with
those of the “public” as democracies know it.

Few countries are immune from the real or potential malign wielding of state
power; however, any identification of the public interest with the state can
exacerbate these risks. A recent Special Issue of the journal Policy Studies,
for example, was dedicated to identifying the impacts of Donald Trump’s first
presidency on US democracy within a framework which focused on efforts to
create an “Imperial Presidency” and diminish civil society organizations and
goals. Paula D. McLein, for example, traced the impact of Trump’s racist
rhetoric and policies, which “appeared to set out to exacerbate and inflame
racial issues”, pitting one group of citizens against another in a classic malign
effort (2022). In the same issue, Foa and Monk argued that under Trump, the US
shifted toward “dirty” democracy in which, as in many lesser developed
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countries or those led by military juntas or single-party states, decision-makers
sought to transform the rules of democracy to suit their own benefit rather than
that of the public.

Wider afield, many other scholars have also charted a global rise in populism
closely associated with such actions as banning interest groups and NGOs that
oppose the ideas and practices of the incumbent government, all the while
professing to do so “in the larger public interest” (e.g. Albertazzi &
McDonnell, 2015; Norris & Inglehart, 2019).

The scholarly work that charts these excesses and abuses of states is important
and extensive. Yet, it has not penetrated very far into policy studies, and for those
working in the policy field, there is a need to develop and mature unifying
concepts that capture the often egregious excesses of states against their own
citizens and incorporate those concepts into the orthodoxy of the policy sciences.

The Normative Orientation of Classical Policy Analysis and Its
Contemporary Iteration

Notwithstanding Lasswell’s injunction at the outset of the policy sciences
discipline that it should remain “explicitly normative” and recognize its biases,
the tendency for many in the discipline has been to focus instead on the
diagnostic assessment of the factors and barriers that affect the realization of
aims in policy and to develop advice on how to rectify those obstacles, regard-
less of the goals and objectives at stake. Among those taking a value-neutral
position, for example, Dunn suggested that policy analysis is

an applied social science discipline which uses multiple methods of inquiry
and argument to produce and transform policy-relevant information that may
be utilized in political settings to resolve policy problem (Dunn, 2013).

There is little doubt that the preponderance of research in the field is concerned
with modelling and creating generalizable insights secured from an ostensibly
scientific and dispassionate engagement with policy-making in order to make
the policy process more efficient, more effective, and preferably both (in
addition to the classic critique of Mead, 1985, see Farr, Hacker & Kazee,
2006; Durnova & Weible, 2020). Much of this work simply assumes that liberal
democratic safeguards are in place and the policy context conducive to the
attainment of public value in the public interest. But, of course, such a man-
agerial approach will still apply even if the problem involves less the provision
of better healthcare for all members of society than the efficient location and
jailing of opposition members. That is, an emphasis on capacity, efficiency, and
effectiveness often ignores both empirical and normative questions of “effect-

LR

iveness for what,” “to what end,” and “for whom”?
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But this has not always been the case in the policy sciences, and warnings
about the propensity to promote the development of a “value-free” policy
science have been many. Peter deLeon, for example, noted in the early 1990s
that reliance on neo-classic economic concepts afflicted the policy sciences with
“an over reliance on instrumental rationality,” which combined with “the
complexity of the problem contexts” has led increasingly to a top-down and
“increasingly technocratic, undemocratic orientation” (1994, p. 82).

The consequence of this stance toward policy analysis has been profound.
John Dryzek, notably, has argued that “most policy analysis efforts to date are in
fact consistent with an albeit subtle policy science of tyranny,” by which he
means “any elite-controlled policy process that overrules the desires and aspir-
ations of ordinary people” (Dryzek, 1989, p. 98).

Studies primarily concerned with the questions of Zow the state exercises
decision-making through institutions and administers those policy decisions
often neglect the question concerning the reasons why they were enacted. For
more critical policy scholars, however, policies (and those that create them) reveal
much about the nature of power relations in society. A substantial element of
many policy studies, for example, is concerned with the merits of different
analytical approaches — the production of forensic understanding of how policies
are created, applied, and their outcomes. But, as McConnell has noted, for
positivist and empirical work: “where the focus is on the observable and measur-
able, it is anathema to conceive of variables whose existence is hidden from view”
(p. 1741), including the normative nature of state-societal relations among others.

In fact, whether and how policy scholars engage with such normative ques-
tions currently divides the policy sciences (see Wagle, 2000). The recent
emergence of “post-positivist,” and critical or interpretivist scholarship as
a counterpoint to the positivist orthodoxy, for example, was spurred by, and
has promoted increased interest in engagement with the role of values and
beliefs in policy-making rather than solely with concerns around issues related
to evidence or efficiency (Perl et al., 2018).

Discursive, interpretivist, or constructivist scholars have all promoted a vision
of policy-making that highlights the rich mix of beliefs, values, identities, and
traditions that inform the lived experiences — and indeed the conflicts — of society.
They argue that analysis of these elements of policy-making should be used to
inform a deeper understanding of the social world than is typically provided by
existing orthodox “positivist” policy science. In a recent issue of Critical Policy
Studies, for example, editors Jennifer Dodge, Laureen Elbert, and Regina Paul
argued we live in “times of turmoil” but call on critical policy scholars to
“identify, situate, and critique contemporary crisis narratives.” “Such analysis,”
they argue, “continues to be the foundation for articulating democratic
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alternatives for governing in ways that generate (globally) inclusive societal
progress” (2022, p.132). Other scholars working in more positivist directions
have similarly mounted sustained criticism of prevailing approaches to the field
(Botterill & Fenna, 2019), arguing that current studies often fixate on minutiae
while missing the big picture of government intent and its correspondence, or not,
with the public interest.

This epistemological and methodological criticism of the policy sciences,
even in liberal democratic states, has led to greater efforts in many countries to
secure enhanced civil society participation in policy-making through activities

ERINNT3 ELINNT3

such as “co-design,” “co-creation,” “co-management,” and co-production.
These concepts and processes all seek to better integrate state and civil society
actors in the policy formulation, decision-making, and implementation pro-
cesses. If such activities are needed in liberal democracies already structured
and sworn to promote civil society, their need is that much greater in countries
and regimes that actively discourage it.

This view of states, societies, and public policy animates the scholars and

scholarship that informs the framework for understanding bad policy set out here.

Policy Success and Failure: Re-Stating the Public Policy and Policy
Design Problematic in Intentional Terms

The nature of policy goals and their relationship to the means selected to achieve
them lies at the heart of public policy-making and policy analysis. The import-
ance of the normative dimension of these goals and aims is sometimes obscured
when policies are described as technical or managerial decisions. Thus, Michael
Howlett and M. Ramesh, for example, argue the policy literature often defines
policy in this way whereby “[p]ublic policy is, at its most simple, a choice made
by a government to undertake some course of action” (2003, p. 3). As they note,
Thomas Dye’s elegant and popular depiction that policy is “anything
a government chooses to do or not do” (1972, p. 2) does not differentiate
between beneficial and malicious goals. Others, however, are more insistent
on the normative nature of policy-making. Hence, Frank Fischer, for example,
makes a deeper claim about the link between values and facts in policy decision-
making, stating that “public policies are essentially political agreements
designed for the practical world of social action where facts and values are
inextricably interwoven” (Fischer, 1980, p. 2). Goodin et al. go even further,
specifying that “ruling is an assertion of the will, an attempt to exercise control,
to shape the world. (and) Public policies are instruments of this assertive
ambition [...]” (2006, p. 3).
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Centering public policy on ruling without a concern for ethics and norms
has serious repercussions for policy analysis. First, democratic expression,
(if it means anything), means the alignment of the public will with state-
administered outcomes, incorporating a distinct vision of what it means
to rule and how it should be done. To the extent that government decisions
draw from the input of, or sanction from, the public — through democratic
avenues — they are accorded legitimacy, something Fritz Scharpf describes
as “a socially sanctioned obligation to comply with government policies
even if these violate the actor’s own interests or normative preferences,
and even if official sanctions could be avoided at low cost” (Scharpf,
2003, p. 2).

Legitimacy is a concern central to the probity of a good policy process both
in liberal democratic regimes and in other forms of government. Public access
to, and participation in, political decision-making is often central to whether
political outcomes are regarded by that public as having legitimacy. Indeed, in
the converse the removal or suppression of public input diminishes that
legitimacy (Scharpf, 1999). Similarly, the perception of unfairness, of some
policy-makers and policy takers benefitting from “gaming” the system
through the exclusion of others, is also antithetical to legitimacy (Hibbing
and Theiss-Morse, 2002).

In democratic systems, in order to generate legitimacy, the public will is
mediated by and through institutions, quantified by an electoral system, embodied
in a political layer of elected representatives from which an executive is formed
that in turn instructs an administrative apparatus to implement its program of
activity, directing state and societal resources to the pursuit of some ends and not
others.

This is a complex system and there is much to go wrong in public policy, of
course. And simply enacting legitimate policies does not guarantee their
success. The world is beset by hazards to the achievement of government’s
intentions, and whether through error or complexity, policy failure is a real and
ever-present danger to governments of all stripes. Liberal democracy’s 18th-
century progenitors and 20th-century boosters include a procession of
thinkers from Thomas Paine, John Locke, and Thomas Hobbes to Jean-
Jacques Rousseau, John Stuart Mill, Jurgen Habermas, and John Rawls who
grappled with this issue. These authors variously advocated for the advance-
ment and preservation of individual freedoms and rights, a limit to the power
of the state, equality of all before the law, an open society, universal suffrage,
and more as pre-conditions for good policy.

Another subject towards which much scholarly work on policy-making is
dedicated is towards overcoming or accommodating the uncertainty that arises
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in complex decision-making (see Sanderson, 2009). Some uncertainty about
future states and continuing support for rulers, for example, never disappears. It
remains an inherent problem and issue for any government, of any type and at
any level, which must grapple with this uncertainty on a daily basis. It colors the
attainment of goals in many ways both profound and mundane and is a subject
that is discussed in much more depth in succeeding sections, including discus-
sion of common techniques deployed by governments to deal with or mitigate
its vicissitudes.

Other concerns go beyond a simple analysis of temporal uncertainty — the
causes of which are usually beyond the gift of policy-makers to control. The
latter often involve crises and risks that can be at least partially ascertained. In
the former, however, a failure to serve the public interest often results less from
unintended and unexpected external events and occurrences than from more
casily foreseeable and preventable, but not well understood, internal ones
(Howlett, 2012; Leong & Howlett, 2022).

In the latter case, it is typically the deliberate or intentional diversion of the
state’s administrative apparatus and resources that prevents an alignment
between the public interest and public policy. This includes any policy that is
employed to erode the foundational norms of liberal democracy.

Opening the Space for Malign Policy-Making: Difficulties in Assessing
the Public Interest

If principles of good government values are the enduring destination of the
vessel of the modern state, knowing the public interest is to chart a course
through the day-to-day maelstroms and treacherous rocks of uncertainty and
legitimacy toward that destination. But identifying the public interest when it is
an aggregate of differing views can be a futile exercise, made more difficult by
the fact that the public interest is neither homogenous nor static.

The public interest is generally seen as the spring or the source from which
all good government action is mandated. Salus populi suprema lex esto — the
health of the people should be the supreme law — is Cicero’s famous maxim,
yet determining or aggregating that interest meaningfully is not so straight-
forward. In Public Opinion, Walter Lippman reflects at length on “The
making of the Common Will,” asking: “How are those things known as the
Will of the People, or the National Purpose, or Public Opinion to crystallize
out of such fleeting and casual imagery?” (1946, p. 125). John Dewey,
further, noted the difficulties associated with the concept, arguing that: “In
no two ages or places is there the same public. Conditions make the conse-
quences of associated action and the knowledge of them different” (1954,
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p- 33), and Dewey asks, “What is the public? If there is a public, what are the
obstacles in the way of its recognizing and articulating itself? Is the public
a myth?” (1954, p.123).

Nevertheless, in the contemporary era Pal & Maxwell observe that

the concept of a public interest is indispensable to a modern democracy,
which presumes that public policy is to be undertaken in the interests of the
entire community (or at least a substantial majority), not one section of that
community (2004, p.3).

As Bitonti argues, however, realizing the notion of the “public interest” is
difficult as the term has multiple connotations and is rhetorically deployed to:

(i) “define the essence of interest groups (analytical-theoretical function)”;
(i) “explainindividual or collective actions (analytical-hermeneutic function)”;
and,
(i) “frame issues persuasively (practical-conative function)” (Bitonti, 2020).

Wheeler’s reflection on this question resorts to a process-and-objective defin-
ition that is critical:

The public interest is best seen as the objective of, or the approach to be
adopted, in decision-making rather than a specific and immutable outcome to
be achieved. The meaning of the term, or the approach indicated by the use of
the term, is to direct consideration and action away from private, personal,
parochial or partisan interests towards matters of broader (i.e., more “public”)
concern (Wheeler, 2006, p. 24).

This causes many difficulties in policy analysis and policy-making, opening up
room for the equation of the concept with private or party interest or for its mis-
specification and obfuscation. This “space” between the actual public interest
and what it is claimed to be is the space in which malign actors operate and bad
policies emerge.

The Less-than-Altruistic Policy Taker

Most of the limited existing literature examining bad policies has focused on
policy-makers, including their sometimes corrupt and self-interested or heavily
partisan propensities. But there is also another large area of concern: that related
to adverse or malicious behavior of policy “takers” evading or otherwise under-
mining government initiatives. This behavior on the part of policy takers to
deceive, “game,” or otherwise evade the intentions and expectations of govern-
ment when “complying” with regulations, subsidies, and other forms of govern-
ment action is a subject often entirely glossed over in studies of policy-making.
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In most orthodox policy studies consideration of such “target behaviour” is
commonly couched in utilitarian language and assumptions (Howlett, 2018),
and the idea commonly found in the policy literature is that the only real issue
involved with policy-takers is whether or not they comply willingly with
government orders and advice. This subject is then thought to consist mainly
of “getting incentives (and disincentives) right,” with expected target behavior
anticipated to be sure to follow when this occurs (Howlett, 2018).

This not only ignores both aspects of the social and political construction of
policy targets as, for example, “worthy” or “deviant,” but also affects how they
are treated (Schneider & Ingram, 1990a, 1990b) and minimizes the complex
behaviors that go into compliance on the part of any citizen. These involve most
notably considerations of the legitimacy of state or public action, but also those
related to cupidity, trust, and the operation of a wide variety of descriptive and
injunctive social norms that affect policy taker behavior (Bamberg & Moser,
2007; Thomas et al., 2016; Howlett, 2019; Weaver, 2014, 2015).

It is very common in the policy sciences, for example, to view policy takers
as static targets who do not try, or at least do not try very hard, to evade policies
or even to profit from them in unexpected or unanticipated ways (Braithwaite,
2003; Marion & Muehlegger, 2007; Howlett, 2019). But such behaviors on the
part of policy takers are often key in determining the success or failure of
many government initiatives from tobacco control and drug addiction to bus
fare evasion and food stamp fraud (Delbosc & Currie, 2016; Kulick et al.,
2016).

Compliance is often thought of as purely an “implementation” issue and left
up to administrators to deal with rather than forming an essential component of
policy formulation and design (Doig & Johnson, 2001; Kuhn & Siciliani, 2013).
Many policy designs, for example, have been developed with only the most
rudimentary and cursory knowledge of how compliance relationships operate or
how specific kinds of policy tools and behaviors are likely to interact and
change over time (Kiss et al., 2013; Taylor et al., 2013). However, these should
be “designed for” in the sense that determined non-compliance and other similar
behaviors — from free-ridership to fraud and misrepresentation (Harring,
2016) — must be taken into account in formulating policies and constructing
policy designs designed to counteract or minimize their occurrence. There is
a need to “design in” correctives such as stricter accountability mechanisms,
verification, and monitoring plans right at the outset in order to ensure these are
locked in and left in place as the program or policy matures (Vine & Sathaye,
1999; Placek & Ochrana, 2018).

Some work on this subject does exist, however, and can serve as a starting
point for the analysis of how to deal with volatile designs. When policy tools are
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utilized which are subject to gaming, fraud, or misrepresentation on the part of
policy-takers, for example, it is clear that additional resources are required to
build in the accountability, monitoring, and auditing functions required for such
mixes to operate effectively (Blanc, 2018). Designs based on nodality and
nudges and/or treasure resources such as those often most closely associated
with modern collaborative governance, for example, are always highly volatile
as the opportunities in such arrangements are ripe for cheating and gaming and
protections against such behavior often rely only on trust.

There is thus a need to better assess and address the risks of failure right at the
outset when a policy is first considered (Falco, 2017; Taylor et al., 2019). It is
necessary to have better and continuous monitoring and assessment or evalu-
ation of policy impacts and outcomes, and the ability to respond to any compli-
ance deficits with new tools or altered calibrations of existing ones as well as a
clear sense of what it is that motivates those impacted by policies if desired
levels of compliance are to be realized.

A Brief Analytical Framework for the Study of Bad Policy

The position outlined above aligns with Weaver’s (2014 and 2015) admonition
that designers need to think not in terms of compliance, per se, but rather in
terms of “compliance regimes” in which different policy targets can be treated
in different ways depending on the actual behavior envisioned and encountered.
Doing so, however, requires a high level of policy knowledge, skill, and
capacity on the part of government, and capacity building in this area may be
required as a pre-requisite (Howlett, 2015; Wu et al., 2015).

Furthering the study of the darkside of policy-making and the mitigation of
propensities to develop bad policy requires an analytical framework helping to
set out the origins of the problem and suggesting these and additional routes
toward the mitigation of problems in the area. Such analytical frameworks are
valuable in identifying social phenomenon, discerning these against the back-
ground “noise” and cohering the underlying claim so that it might be validated,
negated, challenged, transformed, or enhanced by subsequent scholarly
investigation.

For a framework to be useful, it must:

¢ define the phenomenon at hand and distinguish it from similar or related
phenomenon,

* define the concepts and the relationships between them that describe the
phenomenon, and

+ provide some form of categorization for relevant data informing the concepts
(Pal & Maxwell, 2004).
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In their work Pal and Maxwell provide a framework of approaches to the
question of the public interest, which is quite useful for helping to clarify the
role of the public interest in policy-making, both good and bad (see Table 1).
Here they distinguish between processes that further the public interest, the role
of majority opinion as a mechanism for determining its content, the role of
utilitarian calculations in promoting it, and the idea that the public interest must
be in some sense “common’ and based on shared values.

This framework is useful since it shows how each of these factors and
elements can be distorted away from the public and toward other interests,
namely state or organizational or individual ones, resulting in poor or “bad”
policies (Vargas Cullell, 2004, p. 97). The analysis of bad policy outlined in
Table 2 is premised on its disregard or distortion of these qualities.

Policies that by design, intent, or outcome erode or skirt around the principles
of good government in the public interest are malign. This includes policies that
interfere with, diminish, or denigrate the rule of law or personalize power in
society and rule in the rulers’ self-interest.

Such policies can be promoted by various factions in society and can emerge
at any time. Their existence demonstrates the capacity, and willingness, of even
advanced liberal democracies to sidestep their core values and exist as a
perennial threat to the continual operation of liberal democratic systems, and

Table 1 Approaches to the public interest (Pal & Maxwell, 2004)

Process Focus on procedures as the basis for arriving at decisions in the
public interest — fair representation of all interests;
transparency; legality; due process; etc.

Majority The guide to regulatory decisions is what a significant majority
Opinion of people think about an issue.
Utilitarian Tries to balance different interests in the process to arrive at

a solution that maximizes benefits for society as a whole but
also is a compromise of different direct interests represented
in that process representations to the regulatory agency.
Common The guide here is a pragmatic interest that the public has in
Interest common — for example, public goods such as clean air,
water, defense, public safety, an innovative economy
Shared Value  Shared values as the basis for interests, but also an ethical
guide for decision-makers

Downloaded from https://www.cambridge.org/core. IP address: 216.73.216.162, on 31 Jul 2025 at 23:40:27, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009497015


https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009497015
https://www.cambridge.org/core

Bad Public Policy 31

Table 2 Characteristics of policy alignment and misalignment

Aspect of the
Public Interest
Involved Observed Ignored
Institutions Free and fair elections, Rigged or gerrymandered
(values recognition and elections, erosion of
embedded protection of human human rights, traducing
therein) rights, the rule of law, rule of law, suppressing
a free press, the freedom of press
separation of powers, and
the protection of minority
interest
Process (public  Participatory, majority Exclusionary, unilateral,
interest opinion, utilitarian, opaque, or lip-service to
articulated common interest, shared process
through) value
Outcomes Transparency of process, Exclusionary, secretive,
(legitimacy non-exclusionary input obstructive, results in low
accrues mechanisms; results in public trust
within) high public trust

the notions of good government in the public interest that go with it. Thus in the
wake of the UK’s referendum that cemented the country’s exit from the EU, for
example, when the British high court ruled that it was Parliament, and not the
Prime Minister, that was ultimately capable of triggering Article 50 to com-
mence the process the tabloid newspaper the Daily Mail published a front-page
article with photographs of the three judges above the headline that should
alarm any supporter of an independent judiciary: “Enemies of the People.” Not
long after that, the UK government confirmed that it intended to “break inter-
national law in a very specific and limited way” to implement its legislation for
the UK’s internal market. In 2022, a report by the All Party Parliamentary
Group on Democracy and the Constitution confirmed that “since at least 2016,
the government has increasingly attacked judges,” is “constitutionally unhelp-

2

ful and inappropriate,” and “may also have created the impression that the
Supreme Court has been influenced by ministerial pressure.”

This kind of breach is antithetical to good government and good policy-
making but is unfortunately quite common. Verisk Maplecroft’s Judicial
Independence Index in 2021, for example, identified interference in the judi-

ciary in forty-five countries, including EU member states Poland and the Czech
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Republic, and Switzerland — where the top court Swiss judges are elected by
their political party, an arrangement described as “fragile.”

A second major concern exists with exclusion from decision-making, which
also occurs all too frequently, notwithstanding many protestations to the con-
trary (LeGrand 2022).

Such exclusion of sections of the public can be understood in four
dimensions. First as occlusion, which refers to the intentional concealment
of information relevant to the public’s assessment of the performance of
political elites who are accountable to the public. Second, as preclusion,
which describes deliberate attempts to restrict or deny a citizen’s means of
participating in democratic exercises, such as by hindering their input,
standing, or access to those exercises. Third, ostracism involves framing
an individual or group as disloyal to the interests of the community at large,
either through direct or indirect encouragement by the community itself, and
finally, exclusion can appear as excision, which represents the most extreme
form of removing citizen access to or participation in a democracy, such as
through the suspension or revocation of democratic processes, institutions,
or rights.

Such modes of exclusion and perceptions of unfairness are, Legrand argues,
inherently malign in any regime and commonly lead to or are combined with
a lack of transparency that also contributes to poor policies and poor outcomes.

None of these problems should be ignored. Rather attending to these forms of
malignity wards malign directs our attention to modes of decision-making that
“can involve policy instruments that deny or delay access to the political arena,
or voice within that arena, to ideas or agents of a certain economic, ethnic,
social, political or religious provenance” (Legrand, 2022, p. 96).

Conclusion: Building Knowledge about Bad Policy

Many liberal democracies have regressed in the past twenty years as part of
a “democratic recession” linked in part to growing political polarization and an
inability to locate and rule in the public interest (Carothers & O’Donohue,
2019). Polarization, it is often argued, contributes to rising intolerance, discrim-
ination, and violence, while reducing trust, undermining participation, and
creating space for malign and malicious policies. As Carothers and
O’Donohue warn, the risk of polarization to societies is that it “weakens respect
for democratic norms, corrodes basic legislative processes, undermines the
nonpartisan stature of the judiciary, and fuels public disaffection with political
parties.”
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But trust and legitimacy are always and at all times crucial to liberal democ-
racies — together they form what Rosanvallon (2008) describes as an “invisible
institution,” or “a property of a relationship between persons or groups, for
example, between governors and governed” (p. 48), which contributes heavily
to good policy-making. In liberal democracies, in particular, it is vital that trust
is “built and maintained, guaranteed in short, if it is to endure” (p. 48).

This section has set out an analytical framework and set of concepts that
understands how the value of individual autonomy, freedom and rights, the rule
of law and a limited state can be preserved and enhanced or undermined and
rolled-back. These insights were tied to a discussion of “good” policy-making
and policies and “bad” ones and how the two can be distinguished. This work
helps to analytically uncover malign or malicious uses of the policy process as
those directed towards other purposes than the promotion of the public interest,
be they in the state-centric goals of authoritarian states or the individual self-
interest of rulers in any type of regime.

4 The Inherent Vices of Policy and Policy Design

It is imperative for scholarly work in the policy sciences to study bad policy in
a systematic and analytical fashion. The reasons for this are two-fold: first, it is
crucial that the field avoid being complicit in the oppressive structures that
blight many countries. Second, it is needed so as to actively build knowledge of
the policy instruments and processes that can identify and mitigate harms and
incorporate that knowledge into policy designs that can help guard against the
risks faced by public policies.

Of course, the idea of malevolent actors utilizing the policy process and the
powers of government for their own interests while neglecting the public
interest is an old one and has been a major concern of political theorists,
revolutionaries and reformists, and practicing politicians and critics for centur-
ies. And the previous sections have already argued for this concern to be taken
more seriously by contemporary policy scientists and students of public policy-
making. However, this normative concern is not the only sense in which policies
are “bad,” and this section deals with a second major sense of the source of poor
or unsuccessful policy — of inherent vices and policy design practices that do not
mitigate their risks effectively. These vices or problems exist at all stages of the
policy process and constitute a major series of challenges for policy makers and
policy designs.

Policy analysts need better tools to better grapple with, and avoid, these
additional sources of policy volatility, and this, in part, is what this Element is all
about (Hoppe, 2018; Feldman, 2018; Viscusi & Gayer, 2015; Dudley & Xie,
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2020). This section in particular builds on research in the areas of risk and risk
management to show how these types of risks can be better identified and
managed, if not entirely eliminated, and by so doing allow policy-making to
be more effective (Dudley, 2022).

This section develops the study of these sources of bad policy by expanding
upon the concepts of policy vices and policy volatility set out earlier and
discusses their relevance for studies of, and thinking about, the policy design
key component of policy-making (Howlett, 2024). It outlines several of the
most prominent, and predictable, ways in which even laudable policy aims can
be thwarted and bad policy emerges from the efforts of even the most well-
intentioned governments. The section sets out these problems in more detail and
stresses the need for improved risk management and mitigation strategies if
their effects are to be reduced. This latter subject is then taken up again in
Sections 5 and 6, including by examining the practices of several prominent
national governments in attempting to do so.

Introduction: Policy Design and the Inherent Propensity
of Policies to Fail

Policy design is a term used here to describe both a process of policy-making
and an outcome of that process and can be defined as an arrangement of policy
tools and resources (Hood, 1986) and “a specific form of policy formulation
based on the gathering of knowledge about the effects of policy tool use on
policy targets and the application of that knowledge to the development and
implementation of policies” (Howlett, 2024).

Although design activity occurs mainly at the policy formulation stage of the
policy process, it is not synonymous with that stage. Rather, it represents the
process through which sets of ideas about policy-making and possible policy
outcomes are combined and embodied in policy outcomes (Goggin, 1987;
Howlett, 2024). As such, it is a key activity affecting how values and actor
interests are incorporated into policy and is a common source or location of
policy problems and failures (Leong and Howlett, 2022).

Although often studied, relatively little attention has been paid in the policy
design literature to some of the inherent difficulties of policy-making cited above
including, in addition to the presence of malevolent or self-interested actors
discussed in previous sections, difficulties anticipating and preparing for uncer-
tain future events and occurrences, unwelcoming political environments, policy-
takers who fail to comply with government directives and policy-makers who fail
to learn from past experiences. These contextual limitations and theoretical
blindspots concern what we have referred to earlier as the “inherent vices” of
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policy-making. They are all factors that contribute to bad policy in the sense of
policy likely to fail, increasing levels of policy volatility and elevating risks of
policy failure.

This is surprising since the study of policy design is inextricably linked with
the idea of creating policies through the conscious and systematic consideration
of the likely outcomes of policy implementation activities. And bad polices are
a concern both for non-governmental actors who bear the costs of government
failures and incompetence and for governmental ones who may be tasked with
carrying out impossible duties or meeting unrealistic expectations.

The activity of creating or designing a policy overlaps and straddles policy
formulation, decision-making, and policy implementation and involves actors,
ideas, and interests active at each of these stages of the policy process (Howlett
etal., 2019). However, it also relies on a very specific form of interaction among
these elements, one that is typically expected to be driven by knowledge and
evidence of alternatives’ merits and demerits in achieving policy goals rather
than by other less evidence-intensive processes such as bargaining, personalis-
tic agendas or electioneering among key policy actors (Bobrow & Dryzek,
1987; Bobrow, 2006; Howlett, 2024).

Like the panglossian vision of policy-making set out earlier, this vision of
policy design processes assumes a well-intentioned government and typically
ignores the darkside of policy-making, or even its strong normative nature, in
favor of a more technocratic approach to the subject. Such a mode of designing
policies, of course, is only one possible orientation or set of practices that can be
followed in policy formulation and result in policy outputs (Tribe, 1972;
Colebatch, 1998). Other less knowledge-based ones are sometimes referred to
as “non-design” processes and are often more closely linked to political bar-
gaining and negotiation (Howlett & Mukherjee, 2017). In the design case,
policy formulators are typically expected as much as possible to base their
analyses on logic, knowledge, and experience rather than, for example, purely
political calculations and other forms of satisficing behavior, which also can
serve to generate policy alternatives more susceptible to self-interested manipu-
lation (Sidney, 2007; Bendor et al., 2009).

This technocratic view permeates the policy design literature. In their many
works on the subject in the late 1980s and early 1990s, for example, Stephen
H. Linder and B. Guy Peters argued that policy designs could be considered in
the abstract as divorced from the actual process followed in public policy
decision-making and studied as a subject in their own right. That is, that policies
can be viewed in the same way that are many other human constructs, as the
concrete manifestation of sets of ideas about utility and the creation of “affor-
dances” enabling the better achievement of the goals of their creator.
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Conceptually, however, a policy design process does begin with knowledge
of the abilities of different kinds of policy tools to affect policy outputs and
outcomes and of the kinds of resources required to allow those tools to operate
as intended (Hood, 1986; Salamon, 2002). Designs contain both a substantive
component — a set of alternative arrangements thought potentially capable of
resolving or addressing some aspect of a policy problem, one or more of which
is ultimately put into practice — and a procedural component — a set of activities
related to securing some level of agreement among those charged with formu-
lating, deciding upon, and administering that alternative vis-a-vis other alterna-
tives (Howlett, 2024). And some knowledge of both of these elements is
required in all cases, even if it is shallow and cursory.

This knowledge involves at minimum some understanding of the source of
policy tool effects and how the use of different kinds of instruments affects target
group behavior and compliance with government aims in specific ways in specific
circumstances. And it also should include knowledge and consideration of the
constraints on tool effectiveness originating in the limits of existing knowledge,
prevailing constitutional, legal and governance structures, and other arrange-
ments and behaviors which may preclude consideration of certain options and
promote others whether appropriate to the context or not. Policy design in this
sense is a process that requires propitious circumstances including relatively high
levels of analytical skills and evidentiary capacity, as well as the intention to
exercise those skills and capacity in the development and realization of a design.

The designs that emerge from such processes are often thought of as “ideal
types,” that is, as ideal configurations or sets of policy elements which can be
developed independently of problems and which can reasonably be expected,
within a specific contextual setting, to deliver a specific outcome, much like a
design for a building or a ship. Whether or not all the aspects of a design are
realizable in a specific contextual configuration in practice, in this view, is more
or less incidental to the design, in the same way that a building budget or poor
soil quality may not allow as grandiose a plan for a bank or headquarters or
public building to be realized as was originally proposed by its architect or
builder (Linder & Peters, 1988). Such building designs, however, should still
deal with major risks such as those for fires, earthquakes, floods, or landslides,
which are endemic to all buildings. Effective or ‘good’ policy designs, both in
theory and in practice, should also deal with forseeable contingencies and risks
that are well known and omnipresent.

As Linder and Peters (1990) argued, a more evidence-based design orienta-
tion to analysis can
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illuminate the variety of means implicit in policy alternatives, questioning the
choice of instruments and their aptness in particular contexts. The central role it
assigns means in policy performance may also be a normative vantage point for
appraising design implications of other analytical approaches. More important,
such an orientation can be a counterweight to the design biases implicit in other
approaches and potentially redefine the fashioning of policy proposals.

This detailed and careful consideration of policy is the bread-and-butter of
the design work undertaken by actors such as think tanks, policy institutes,
policy schools, and the policy shops of government (Migone et al., 2024), and is
the form practiced and advocated by many academics (Migone et al., 2022). But
in many cases, however, the provision of design elements expected to mitigate
or reduce policy risks, and volatility is not considered nor incorporated into
design proposals and templates.

This is difficult to understand when policy actors such as think tanks or
research institutes develop and propose alternatives to existing policy arrange-
ments, often quite far in advance of when an issue will actually appear on
a government agenda, and thus are able to propose more “rational” or evidence-
based alternatives than when a problem suddenly arises. But when they attempt
to develop new or revised solutions to potential or existing problems, solutions
which are argued to be more likely to better achieve government or societal
goals and/or to do so more effectively than present practices, they need also to
consider the risks and potential problems associated with their proposals.

That is, designs differ not only in the types of means chosen and the nature of the
goals they pursue but also in the quality of the logical or empirical relations
postulated to exist between policy components, including their risks of failure.
And this is not difficult to do since policies typically encounter several readily
identifiable problems that can easily be modelled and anticipated. Proposed pos-
sible solutions to problems may be incorrect or ignored, the means expected to deal
with a problem may be mis-specified or poorly executed if adopted, and problems
and solutions may be poorly defined or mismatched.

Such errors are unavoidable if only poor knowledge of them exists or if they are
ignored in the processes in place to match solutions with problems and vice versa.
But they are also present even in the best of circumstances and always need to be
addressed (Cohen et al., 1979; Eijlander, 2005; Franchino & Hoyland, 2009;
Sager & Rielle, 2013). They are “inherent risks” that policy scholars and practi-
tioners must take more seriously if bad policies are not to result from policy
design processes.
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Re-Thinking Policy Risks

There are many problems in policy-making that affect policy outcomes and
serve as potential sources of failure or harbingers of success (McConnell, 2010).
Many of these tendencies (some already well-observed and researched in fields
such as micro- and behavioral economics (Friedman, 2002; Thaler, 2018;
Chapman et al., 2021), if recognized, can be mitigated. But the current state
of the art of policy and policy design studies does not engage in their analysis in
a profound enough way to inform possible mitigation measures and ensure these
are included in adopted designs.

As already noted, policy studies and studies of policy design to date have
focused almost exclusively on activities that take place under “brightside”
assumptions of the “right” conditions being present to allow for ideal policy
discussions and considerations. But these conditions of well-intentioned and well-
informed governments and accommodating policy targets are often lacking
(Howlett, 2020a; Howlett, 2020b; Jarvis & Legrand, 2018). Not only are govern-
ment decisions often undertaken in conditions of high uncertainty (Manski, 2011),
but designs must deal with adverse behavior on the part of both policy-makers and
policy-takers, which heighten uncertainty (Cox, 2019; Howlett, 2021, 2020).

Policy design thinking needs to address these kinds of risks head-on. They are
not the typical “external” risks such as climate change or technological innov-
ations that can upset existing policy regimes, but rather “internal” risks inherent to
policy-making itself. The possibilities not just of uncertainty — a perennial prob-
lem highlighted in the literature on wicked problems, for example (Levin et al.,
2012) — but also that policy-makers and policy takers, as discussed in earlier
sections, are sometimes, or often, driven by malicious or venal motivations rather
than socially beneficial or disinterested ones, are very problematic to a classical
design orientation. The fact that policy targets have proclivities toward free-
ridership, and rent-seeking rather than simply complying with government inten-
tions (Taylor, 2021; Howlett, 2020) is also an omnipresent risk that can work to
undermine policy effectiveness and which needs to be taken seriously in both
policy-making in general and policy design efforts. These tendencies must be
curbed for even well-intentioned policies to achieve their aims.

The Inherent Vices of Policy Design — Unpreparedness,
Uncertainty, Maliciousness, Non-Compliance, and Non-Learning

In the sense in which the term is used in the insurance industry, an “inherent
vice” refers to the quality of any substance or object that causes it to self-
destruct, whether quickly or slowly (Rodda, 1949). Such vices are defined in
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relation to the risk a particular product or process faces such as the risk of fruit
rotting in transit to markets (Leong & Howlett, 2022).

As was suggested in earlier sections, many flaws in policy designs can be thought
to originate as the “inherent vices” of policies themselves (Leong & Howlett,
2022). Just as with art pieces, for example, policies also deteriorate as a function
of incremental changes over time, such as when the policy tools or instruments that
are combined in a policy design when a policy is created fail to deliver due to
a change in their external environment. Or they may also be doomed from the start
if no efforts at all are made to ensure they accommodate best evidence and practices
or ensure they can adjust and adapt to changing conditions such as when a subsidy
or welfare payment does not contain an automatic inflation adjustment and loses
purchasing power over time. (Howlett, 2019). And just as in the case of ship or
building design, understanding these inherent sources of failure is important to
policy-making both in designing a policy and in the inclusion within it of measures
to correct, offset or mitigate the risks of failure they entail (Howlett, 2012).

The extent to which these inherent problems and risks of policy-making feature
in a policy design can be said to constitute its degree of “volatility” (Howlett & del
Rio, 2016; Rogge & Reichardt, 2016). Just as in the financial sector, designs
featuring volatile tool portfolios require additional efforts to be made to hedge or
offset risk-meaning the inclusion of more and different kinds of policy instruments
in order to reduce the risk profile of the primary set (Bali et al., 2021). When a policy
requires the use of tools or contains elements that are often subject to gaming, or
fraud, for example, additional tools are required to build in accountability, monitor-
ing, and auditing functions if such policies are to operate effectively (Blanc, 2018).

The five key risks listed in Table 3 are inherent to policy-making in the sense that
they are inevitable and built into the very fabric of public policy-making. They
include “unpreparedness,” “‘uncertainty,” “maliciousness,” “non-compliance,” and
“non-learning (Howlett, 2000; Lang, 2019) and affect the different kinds of tasks
and activities involved in policy-making, including policy design.

Table 3 Risks inherent to each stage of policy-making

Stage of Policy Inherent Risk of

Process Principle Activity Failure

Agenda-Setting Issue Management Unpreparedness,

Surprise

Policy Formulation Effective Design Uncertainty

Decision-Making Public Interest & Value = Malignity

Policy Implementation  Efficient Non-Compliance
Implementation

Policy Evaluation Lesson-Drawing Non-Learning
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These are all important sources of policy failure and have received different
degrees of treatment in the existing policy literature. “Unpreparedness”, for
example, has been the subject of much work on foresight and issue management
in government (Leigh, 2003; van der Steen & Twist, 2013) while learning and
“non-learning” has long been a problem in the bailiwick, and sights, of policy
evaluation researchers (Wholey, Hatry, & Newcomer, 2010) and will not be
discussed in depth here.

Rather, attention is focused on the three most neglected aspects of policy-
making risk: uncertainties around policy problems, malicious decision-making,
and the effects of poor public compliance with government intentions (Howlett
& Mukherjee, 2019, 2017a).

The status of these three problems as “inherent vices” in policy-making is
clear. With respect to uncertainty, as set out above, policies can deteriorate as
a function of incremental changes over time in reaction to new stresses and
strains. Decision-makers who know they operate within this context can try to
reduce uncertainties to a manageable level, quite easily in some circumstances —
such as when they are dealing with well-known or “tame” kinds of problems
whose causes and solutions are well known (Parkhurst, 2016) — but not as well
in others — such as novel viruses and pandemics, which upset existing routines
and highlight unknown problems and solutions (Capano et al., 2020).

Second, not only are policy solutions and trajectories subject to uncertainties,
but they are also subject to abuses and manipulations that can undermine their
ability to resolve problems (Howlett, 2019). False, biased, incorrect, or mislead-
ing information can enter into political discussions over time and affect policy
deliberations in undesirable ways (Simon, 1967, 1978; Dudley & Xie, 2020,
2022; Howlett, 2019; Jones, 2002). And the non-public interested behavior of
policy makers examined in earlier sections can lead them to proliferate disinfor-
mation or place private or state gains ahead of the public good, again interfering
with effective policy-making. Evidence of such malicious and malign policy
behavior is embodied in the many forms of corruption, collusion, and clientelism
that can affect policy-making (Dahlstrom et al., 2012; Legrand & Jarvis, 2014).

And thirdly, it is not just policy-makers but also policy takers or “targets”
who may not conform with stereotypes or ideal wishes about the nature of
expected policy compliance (Schneider & Ingram, 2005). “Targets” may com-
ply with government intentions but can also evade, alter, or “vote with their
feet” in many ways that fail to conform with government wishes (Weaver, 2010,
2014, 2015). This non-compliance can have significant consequences not only
in areas such as drug addiction or smoking, which feature stubborn adherence to
old habits regardless of the penalties and costs imposed by health authorities,
but also in much more mundane circumstances such as tax evasion, or regula-
tory venue-shopping (Braithwaite, 2003; Yackee & Yackee, 2010).
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Each of the three neglected vices — uncertainty, maliciousness, and
non-compliance — and the lessons from the existing literature concerning
them, along with the implications of those findings for good and bad policy
design, is discussed in more detail below.

Uncertainty

Uncertainty is an inherent vice of policy-making that has been widely studied in
diverse disciplines from psychology to organization theory but only rarely in
a policy context that tends to operate, as Manski (2011 and 2013) put it, “with
incredible certitude.” In the policy world, much of the limited discussion of
uncertainty that exists has centered on the nature of what Simon (1973) termed “ill-
structured problems” or issues in which the nature of policy problems and solu-
tions are un- or little-known. The contrast between “wicked” and “tame” problems
mentioned above, for example, has dominated thinking around the subject in the
policy sciences and has influenced both policy studies and policy-making
(Churchman, 1967; Head, 2008a; Levin et al., 2012; Rittel & Webber, 1973).
Such problem and solution-related unknowns, however, are only a part of a larger
group of uncertainties policy-makers face (Morgan & Henrion, 1990; Howlett &
Nair, 2017). Uncertainties surrounding the choice of policy options, their conse-
quences, confidence in the quality of available information, and contested and
poorly known or understood values of multiple stakeholders, including decision-
makers, leave a great deal of ambiguity concerning what might be the correct action
to follow in many cases, among other things allowing plentiful opportunities for
self-interested interventions (Knight, 1921; Hansson, 1996; van der Sluijs, 2005).
Koppenjan and Klijn (2004) present a useful classification of such policy
uncertainty focused on the interaction among actors and knowledge (or
information)-related uncertainty for solving complex policy problems. They
argue that three main types of uncertainty exist which policies and policy
designs must address. These uncertainties relate not just to the presence or
absence of policy frames and solutions but also to the issues and risks related
to the “value-ladenness” of policy choices, which includes different actor
perspectives on the worth and value of the knowledge and information being
utilized for decision-making, and the quality and nature of the presentation of
arguments concerning preferred policy alternatives and pathways (Webster,
2003; Head, 2008b; Mathijssen et al., 2008; Maxim & van der Sluijs, 2011).
These are:

1) Substantive uncertainty that relates to a lack of relevant information
related to the nature of the complex problem, and the different
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interpretations of information arising from different “frames of refer-
ence” of the social actors;

2) Strategic uncertainty that arises due to unpredictability of strategies
deployed by different actors based on their perception of the problem and
strategies likely to be deployed by other actors; and

3) Institutional uncertainty that arises owing to the complexity of interaction of
different actors guided by institutional frameworks, that is, rules and pro-
cedures of the organizations they represent.

Strategies for better policy-making, therefore, need to understand these risks
and policy designs need to encompass them. This involves more than just the
need to be able to design and adopt policies that are agile and flexible enough to
deal with relatively normal “wickedness” or uncertainty (Capano & Woo,
2018). In more turbulent circumstances, such as where policy ideas and actors
change frequently, and opportunities for abuse proliferate, policies must also be
designed to withstand active and determined efforts to undermine or distort
them (Bauer & Knill, 2014; Jordan & Matt, 2014). This means policy designs
and policy-making require additional and redundant resources and capabilities
that allow them to change course as conditions change, including feedback
mechanisms and procedures for automatic or semi-automatic adjustment in the
face of changing circumstances and support (Baumgartner & Jones, 2002;
Jacobs & Weaver, 2015; Pierson, 1992; Pierson, 1993).

Maliciousness

Policy studies have even more rarely dealt with the second inherent vice, that
related to the desire of some self-interested parties, from decision-makers to
policy targets, to hijack, distort, or otherwise re-orient public processes toward
their own ends and goals often at the expense of others (Habermas, 1974; Jones,
2002; Perl et al., 2018).

The existence of this kind of behavior, and the malign policies which result
from it, was discussed at length in earlier sections. Examples range from the use
of public authority to promote the interests of ethnic, religious, and other
favored groups or specific sets of “clients” (Gans-Morse et al., 2014; Goetz,
2007) or to penalize or punish others (Howlett et al., 2017). And they extend to
the misuse of policies to enrich or otherwise benefit policy-makers and admin-
istrators themselves (Uribe, 2014), including manipulating target groups
through vote-buying or other forms of electoral pandering (Brancati, 2014;
Manor, 2013).

Most such perversions of the public interest can be corrected or mitigated
through institutional and process reforms. Corruption, for example, is often
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found in organizations and can be managed through a combination of traditional
monitoring and policing activity promoting accountability and transparency.
The creation of anti-corruption agencies and the development of more effective
financial and recruitment controls, for instance, are only two examples of such
devices (Quah, 2007). These can also include regulations placing limits on party
funding and careful monitoring and disclosure of government contracting and
procurement activity to name only two others. However other forms of mali-
cious or malign behaviour such as clientelism or ethnic favoritism require more
robust institutions and processes and are much more difficult to defuse or
mitigate.

(Non)Compliance

Thirdly, although many implementation studies have focused on problems
related to administrative behaviors which lead to policy failures such as lengthy
principle-agent chains (Ellig & Lavoie, 1995) and a range of “barriers to
implementation” such as poor training and recruitment practices, very little of
this work has penetrated into policy studies. These problems, from a lack of
personnel or financial resources to burdensome historical practices and legal
requirements, slow down or render implementation ineffective and have
received some treatment in the field (Wu et al., 2017).

But these studies often fail to address other significant issues relating to the
non-compliance of target populations with government intentions which is
critical to effective policy design (Nilsen, 2015; Weaver, 2015; de Montis
et al., 2016; Dowling & Legrand, 2023). While such behavior has been an
essential component of studies in fields such as law and accounting (Doig &
Johnson, 2001; Kuhn & Siciliani, 2013; Howlett, 2018) it has been glossed over
in studies of public policy (Howlett, 2020, 2021).

Weaver (2009) termed this compliance problem “the final frontier” of imple-
mentation research. Adverse or malicious behavior of policy “takers” who fail to
comply or pervert government wishes and frustrate their intentions are a serious,
ever-present, and common problem (Taylor, 2021). Indeed, overcoming compli-
ance problems is fundamental to implementation success (Profeti and Toth, 2025).

The accounts of the actions of bureaucrats and other implementers commonly
found in the policy literature, however, often suggest that the only real issue in
policy compliance is one of correctly calibrating incentives and disincentives to
encourage policy targets to comply with government aims when other efforts at
suasion have failed (Howlett, 2018). However, as set out earlier, this not only
ignores many social and behavioral aspects involved in the social and political
construction of targets (Schneider & Ingram 1990a; 1990b) but also minimizes
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the complex behaviors that go into compliance — from levels of trust, to other
social and individual behavioral determinants such as acceptance and adherence
to social norms (Bamberg & Moser, 2007; Thomas et al., 2016; Howlett, 2019).
Even the most basic activities of governing such as collecting taxes involves
a wide range of issues such as perceptions on the part of taxpayers of the legality
and normative “appropriateness” or legitimacy of government’s levying and
collecting taxes and policy-makers and policy designs need to understand and
incorporate these insights and mitigative measures into their designs (March &
Olsen, 2004; Malovicki-Yaffe, 2025).

Conclusion: The Need for Better Risk Management

Grappling with the inherent vices of policy-making — unpreparedness, uncer-
tainty, maliciousness, non-compliance, and non-learning — more effectively in
the policy sciences would allow a better understanding to emerge of the actual
conditions of policy success and failure and the kinds of designs and activities
likely to attain government goals in an effective and efficient way, that is, with
minimal effort and expenditure. It would also more clearly flag the more volatile
efforts that require extensive risk mitigation from those that are more easily
handled (Feeley, 1970; Mulford & Etzioni, 1978).

Activities such as non-compliance on the part of policy takers, for example,
are key in determining the success of various government initiatives ranging
from tobacco control to bus fare evasion (Delbosc & Currie, 2016; Kulick et al.,
2016). These behaviors and risks, like those related to uncertainty and mali-
ciousness need to, and can, be accurately “designed for,” in the sense that the
possibilities of determined non-compliance can be taken into account in a policy
design, as can many other similar behaviors, such as free-ridership, fraud and
misrepresentation, secrecy and excessive rigidity (Harring, 2016). How these
risks can be managed and the experiences of several countries in attempting this
are the subjects of the next two sections.

5 A Risk Approach to the Management of Policy Volatility:
Adverse Behavior and the Role of Procedural Policy Tools

Introduction: Policy Design and Policy Risks

As this discussion has shown, policy “risk” is a significant issue in policy-making
and policy design, but many current studies of these fields underestimate or ignore
these challenges. Instead, they rely heavily on assumptions of a more or less
riskless policy environment that is absent in real life policy situations. In this
section, we take a risk lens to this problem by expanding on the concept of
“volatility” set out in Section 3, applying it to the design and assessment of policy
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portfolios in much the same way as financial analysts apply the concept to
investment portfolios (Howlett & del Rio, 2016; Rogge & Reichardt, 2016).

Volatility in this sense, as in the financial industry, is a measure of the
likelihood or propensity of any design to deploy a set of policy instruments
and tools that involve a higher or lower risk of failure. Avoiding or mitigating
these risks is an important but understudied aspect of policy-making and
thinking about these concerns in terms of hedging against the “inherent” risks
outlined in Section 4 is useful in understanding and analyzing them.

Uncertainty, for example, is a risk that is inherent to policy-making because
policy-making is forward-thinking and takes place within an uncertain future
(Migone and Howlett 2024). And not only are policy solutions subject to uncertain-
ties, but, as we have seen, their formulation, implementation, and evaluation may
also be more or less subject to abuses and manipulations that can undermine the
ability of a policy design, no matter how clever, to resolve the problems for which it
was intended (Howlett, 2019).

As we have seen, such behavior can be found in both policy makers and
policy takers (Simon, 1967, 1978; Jones, 2002; Howlett, 2019) and contributes
to the enactment or pursuit of bad policy. Policy takers or “targets” may fail to
conform with government wishes and rather seek to evade, alter, or “vote with
their feet” in ways that undermine even well-intentioned government action.
This could be seen recently in the case of the Anti-Vax movement opposing the
efforts of public health authorities to increase vaccination rates to protect
populations against COVID-19, for example. But it also extends to many
other areas, from tax evasion to drug and tobacco use, to automobile speeding
and impaired driving where willing compliance with government measures is
not automatically forthcoming (Weaver, 2010, 2014, 2015).

As Section 4 highlighted, understanding these sources of policy volatility is
important to policy design and to the development of measures intended to
correct, offset, or at least mitigate these kinds of risks (Mueller, 2020). Policy
designs need to address the possibilities that policy-makers are often “driven
by malicious or venal motivations rather than socially beneficial or disinter-
ested ones” (Howlett, 2020b) and that “policy targets also have proclivities
towards activities such as gaming, free-ridership and rent-seeking” rather than
always obediently complying with government intentions (Howlett, 2020b),
as well as the other inherent vices of uncertainty, unpreparedness, and non-
learning cited in earlier sections. These are perennial problems not often
highlighted in the policy literature but must be curbed if policies are to achieve
their aims (Hoppe, 2018; Feldman, 2018; Viscusi & Gayer, 2015).
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Reducing Policy Volatility by Design

In the previous section, we had outlined the problems of unpreparedness,
uncertainty, maliciousness, non-learning, and non-compliance that contribute
to policy volatility. Here we more seriously engage with the need for better
policy design-oriented risk assessment to help mitigate these problems and
reduce the number of bad policies.

In general, Walker et al. (2013) suggest four principal ways, overlapping to
some extent, through which policies can be designed so as to limit their risks of
failure. These include designing to enhance:

1) resistance: planning for the worst possible case or future situation and
enhancing preparedness;

2) resilience: making sure that the system can recover quickly whatever hap-
pens in the future;

3) static robustness: aiming at reducing vulnerability in the largest possible
range of conditions; and

4) dynamic robustness (or flexibility): planning to change policies over time, in
case conditions change.

But how, precisely, any proposed policies can be assessed and altered or
designed to promote and lead to these outcomes is unclear (Howlett and
Ramesh 2023).

As is set out later in this section, the kinds of tools or techniques governments
have at their disposal to deal with these vices are mainly “procedural” ones.
These are tools (Howlett, 2000; Bali et al., 2021) that are put in place to control
aspects of policy processes and policy behaviors rather than, as in the case of
more substantive tools such as a public enterprise or regulatory commission, to
alter the behavior of actors involved in delivering specific kinds of goods and
services in society. Like other aspects of policy-making and policy design
described earlier, these tools are very important in risk mitigation but are
often under-specified and remain under-examined in the mainstream literature
on policy tools (Howlett, 2022; Bali et al 2021).

The role these tools can play in risk management and enhance policy designs
to promote mitigation is set out here.

Procedural Tools and Risk Management

Procedural policy instruments, unlike their more substantive counterparts, are
policy tools or techniques that affect production, consumption, and distribution
processes only indirectly (Bali et al., 2021). They are instead concerned with
altering aspects of a government’s own workings (de Bruijn & ten Heuvelhof,
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1997) including its design and risk management activity. Procedural tools do not
affect outcomes as directly as substantive tools such as taxes, regulations,
sanctions, and levies but are often required for substantive tools, and policy
designs, to function effectively.

In many instances these tools have to do with managing actors in the policy
process. In the processes of making policy and developing and implementing
policy designs, for example, policy actors are arrayed in various kinds of policy
networks and just as substantive tools such as regulations can manipulate the
actions of citizens and firms in the productive realm, so governments can also
manipulate aspects of network policy-making behavior (Howlett & Ramesh,
1998). Thus, for instance, inquiries or commissions can introduce new ideas
into an existing network while setting up or making changes to advisory
committees can introduce or promote new actors. The behavioral modifications
in policy network activity that result from this deployment can affect the
articulation of policy goals and means in many ways. In general, however,
such tools are “aimed at improving game (policy) interactions and results,” but
as Klijn, Koppenjan, and Termeer (1995) also note, changes in “networks
structure the game without (directly) determining its outcome” (p. 441).

Common examples of procedural policy instruments include, as noted earlier,
a government creating a committee of select citizens or experts to aid its policy
deliberations and decision-making in contentious areas such as local develop-
ment or chemical regulation, or establishing public commissions to investigate
scandals or accidents (Stark & Yates, 2024). But they also include many other
similar tools such as creating citizen juries to decide on key issues such as drug
legalization (Smith & Wales, 2000) or the creation of freedom of information
legislation, which makes it easier for citizens to gain access to government
records, information, and documents and take part in policy deliberations.

These and other similar kinds of procedural tools can also be used in
combination with substantive tools to affect governance arrangements in sig-
nificant ways in the course of public service delivery. For example, the use of
networks (Klijn et al., 2015), partnerships (Alford & O’Flynn, 2012), or com-
missioning and contracting social services (Dickinson et al., 2013; O’Flynn,
2019) can all work together to create a market and designate or alter the range of
actors involved in making policy toward it. Internal structural reorganizations
can also affect policy processes, as occurs, for example, when natural resource
ministries are combined with environmental ones, forcing the two to adopt new
operating arrangements affecting policy formulation in ways different from
when the two functions are separate (Howlett, 2024).
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Table 4 Effects of the use of procedural tools

Change actor positions

Set down actor positions

Add actors

Change access rules for actors

Influence network formation

Promote self-regulation

Modify system, e.g. level of market reliance
Change evaluative criteria

Influence pay-off structure for actors
Influence professional and other codes of conduct and behaviour
. Regulate conflict

. Change interaction procedures

. Certify certain types of behaviour

. Change supervisory relations between actors
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Table 4 sets out some of the most common network management activities
which procedural policy tools address (Klijn, Koppenian & Termeer, 1995,
2006; Eggers & Goldsmith, 2004).

Procedural instruments included in policy designs can also affect how a policy
is formulated and implemented. This includes not only administrative processes
and activities for selecting, deploying, and calibrating substantive tools but also
those that implement or control policy risks, the main subject of this volume.

As the discussion in earlier sections has shown, studies of these kinds of risks
and attempts to mitigate them have shown that a variety of procedural policy
tools can and have been used in these efforts. In the case of preparedness, for
example, tools such as the preparation of emergency plans, the establishment of
agencies to forecast and bring emerging risks to the attention of government
have been used, from Centers for Disease Control to central intelligence
agencies in the case of national security issues (Lai, 2012). And many similar
kinds of tools such as regulatory oversight boards and Comptroller Generals
have been used to mandate policy evaluation and attempt to ensure that policy
outcomes are carefully monitored and appraised, and appropriate lessons drawn
from such evaluations, (Dobell & Zussman, 1981; Dudley, 2020).

The same is true of the other three inherent vices discussed earlier and in this
section: uncertainty, maliciousness, and non-compliance.

In the case of uncertainty, the policy volatility it engenders varies across time and
is not always manifested in the same way thus requiring different ways to correct.
For example, mixes or portfolios of substantive policy tools that rely heavily on
markets to produce desired outcomes — such as exists in most countries in areas such
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as private housing or industrial policy — are always vulnerable to unpredictable
swings in market behavior and are thus more highly volatile than public alternatives
which are more insulated from price and supply fluctuations (Bode, 2006).

Highly volatile policy areas are often highly resource intensive and require
constant monitoring to ensure the public does not suffer from shortages in
supply or malicious behavior such as price-gouging. Regulatory or organiza-
tionally based policy delivery alternatives, on the other hand, such as a heavily
regulated rail transportation system or public housing sectors may require
less day-to-day supervision in this sense (Hood, 1983; 1986), although other
kinds of long-term uncertainty in matching supply and demand for services
outside of market price signals may figure prominently here.

When designing a policy to avoid high levels of non-compliance, as Weaver
(2015) has argued, one method governments can employ is to create
a “compliance regime” involving a broader mix of tools and elements than is
commonly deployed when compliance is considered to be unproblematic. This
can include, for example, a major effort to educate the target as to the benefits of
compliance and the high costs of non-compliance to themselves, to others or to
society as a whole; as occurs with campaigns against littering, smoking, or drug
addiction, among others. Designs expected to enhance compliance need to include
tools like enhanced public information to provide guidance about what behavior is
compliant, how to comply, and the advantages of compliance; often providing
admonitions to comply on moral grounds as well as ones related to individual cost-
benefit calculations. Governments may also need to provide the resources required
for citizens and firms to comply when a policy is targeted to those who would
otherwise lack those resources, such as encouraging school attendance in poor
countries through Conditional Cash Transfers (CCTs) (Howlett et al 2018).
Manipulating options and defaults (choice architecture) in government communi-
cations and forms that can encourage certain behavior, like organ donations,
without substantially affecting the cost to individuals or governments of comply-
ing can also help mitigate this particular vice (Weaver, 2015; Thaler et al 2010).

The general situation with respect to these vices and the kinds of procedural
tools that can help address them is set out in Table 5.

Effective policy designs need to include these kinds of procedural tools along
with more “substantive” components such as regulations, rules, subsidies, tax
incentives, fines, and other such instruments, if the risks to policy effectiveness
from the inherent vices of policies are to be lessened.

Of course, a truly malign government may not want to put into place any
kinds of arrangements that can restrict its actions, and often the development
and implementation of such tools can take place only after the arrival of
propitious circumstances, such as following scandal or controversy when

Downloaded from https://www.cambridge.org/core. IP address: 216.73.216.162, on 31 Jul 2025 at 23:40:27, subject to the Cambridge Core terms of
use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009497015


https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009497015
https://www.cambridge.org/core

S1046¥760018L6/L101°0L/b10"10p//:5d1Y *swial/a103/610 96pLIqued Mmm//:sd1ly e s|gejieae ‘asn

40 swud) 340 abprquie) ay) 03123[qNns ‘£Z:01:€Z 38 S20Z IN[ LE U0 ‘Z91°91Z'EL 91T :SSaIpPe dI "9103/b10"abpLiquied mmm//:sdiiy wouy papeojumoq

Table 5 Inherent policy risks and management strategies

Management Strategy

Policy Stage/ Central Policy & Procedural Tools
Task Risk Cause/Source Deployed Expected Result
Agenda-Setting Unpreparedness Lack of Attention Institutionalized Reduced Surprise
(Surprise) foresight/Issue
Management
Policy Uncertainty Lack of Knowledge Institutionalized Policy Reduced Ignorance
Formulation (Wickedness) Analysis/Risk
Management/
Modelling
Sources of Decision-Making Maliciousness Self-Interestedness Institutionalized Reduced Opportunity
Policy (Poor Evidence-Based for Political or
Volatility Decisions) Policy-Making Personal Gain from
Poor Decisions
Policy Non-Compliance Unknown Institutionalized Policy Reduced Non-
Implementation (Misaligned Behavioral Design/Policy Labs Compliance
Target Mechanisms
Behavior)
Policy Evaluation Non-Learning Unknown Institutionalized Separates Signal from
(poor Intervention Evaluation & Noise
learning) Effects Measurement
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a legislature attempts to bind or control the behavior of an executive branch, or
when it seeks to create rules and procedures to reduce bureaucratic discretion
and ensure administrators remain accountable to elected or appointed officials
(Olsen & Peters, 1996; Demonte et al., 2014; Schnell, 2023).

Designing for Portfolio Risk Mitigation: Institutional
Mechanisms and Processes

In dealing with risks the policy sciences and policy design literatures can learn
not only from financial risk management but from other fields such as industrial
engineering and product design, which also have to deal with issues such as
mal- or incompetent design and engineering for quick profit or misuse of
a product or service by customers.

The Risk Profiles of Policy Portfolios

In financial project portfolio management, for example, rather than attempt to
correct each specific risk, often a mix of investments with different risk expect-
ations is created and their risks pooled, with low-risk investments offsetting higher
risk ones. This allows portfolios to be calibrated to an investor’s risk-return
tolerance or preference (Archer & Ghasemzadeh, 1999; Sanchez et al., 2009).

This same kind of “portfolio” logic can be applied to policy-making. That is,
policies are generally composed of bundles of policy tools and instruments, and
each of these tools and elements is subject to certain kinds of risks in terms of its
potential effectiveness (Chapman, 2003; Hennicke, 2004; Milkman, 2012).
These “bundles” can be thought of as complex portfolios of tools with each
policy tool having a specific risk of failure and the overall portfolio having an
aggregate level of volatility. Howlett (2020b) has argued, for example, that
“designs based on nodality and nudges and/or treasure resources (e.g. those
most closely associated with ‘modern’ collaborative governance) are always
highly volatile as incentives are ripe for cheating and protections are often low
(Hood, 1986)”. Correctives such as accountability mechanisms, verification and
monitoring plans, and the like right can then be added to a design in order to
offset these risks (Howlett & Mukherjee, 2019, 2017a).

Controlling Product Quality through Risk Systems

In industries such as manufacturing, techniques for quality control involve similar
but different processes involving assigning levels of risk to each aspect of
a product and its production that are then managed and minimized. Such pro-
cesses translate into different steps in different organizations (Aven & Renn,
2010a, 2010b; Burnaby & Hass, 2009; Harvey, 2012; Hopkin, 2018), but “risk
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management” systems generally go through a cycle of risk identification, assess-
ment, mitigation (or response), and review which are similar to the kinds of
analyses undertaken in policy-making and can be emulated in the process of
policy design (Persson & Mathiassen, 2009; Hussain et al., 2018).

PriceWaterhouseCoopers, for example, advocate their clients manage risk by
creating management systems that assess risk, invoke collaboration between
risk and compliance functions in production and then design and review
mitigation plans on an annual or other regular basis (PwC, n.d). This is similar
to the models proposed by other major accounting and auditing firms. Deloitte,
for example, also suggests approaching risk management by creating and
institutionalizing a system to (Deloitte, 2009):

* identify risks,

* assess and measure risk,

* respond to those risks,

* design implementing and testing controls, and

* monitor and escalate problems that are observed as the system operates.

Risk assessment systems of this type are commonly used to support decision
makers and help them deal with uncertainties in formulation and technological
implementation aspects of production processes. Thus, for example, in the
aerospace industry and others, the Reliability, Availability, Maintainability,
and Safety (RAMS) system (Altavilla & Garbellini, 2002) is used to help
identify and quantify risks of failure of all types and has been quite successful
in reducing airplane accidents due to mechanical problems. Similarly, Failure
Mode Effect and Criticality Analysis (FMECA) is a common risk management
tool used in the manufacturing sector that relies on a bottom-up approach to
identify common failure modes and assess the consequences (and severity) of
component failures for products as a whole.

These kinds of approaches to risk assessment are well suited to policy-
making and can accompany more traditional methods of policy analysis
(Dunn, 2004) and the design of factors such as the means by which the behavior
of administrators and government officials is controlled and activated
(McCubbins et al., 1987; Lupia and McCubbins, 1994).

Many countries, of course, do have some form of risk management regime in
place that is applied to certain aspects of policy-making processes. However, in
most cases these are public safety or national security regimes that deal mainly with
external risks such as natural disasters or war or deal with events such as potential
exchange rate or commodity price fluctuations. Risk assessment of this type is
important and helps deal with some vices such as unpreparedness and uncertainty
(Altavilla & Garbellini, 2002). But such techniques also need to be applied to other
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more “internal” processes and behaviors from learning to compliance which can
equally undermine policies and prevent the realization of public value (Rietig,
2019; Dunlop, 2017; Legrand & Vas, 2014; Larsson, 2019). Such efforts have
been undertaken, for example, in the creation of conflict of interest legislation, or
anti-corruption agencies which can recommend on recruitment, pay and other
practices intended to remove opportunities and behaviors which can drive corrupt
officials and practices (Quah, 2007; Graycar & Prenzler, 2013; Graycar, 2015).

Conclusion: Designing for Risk

Risk problems are significant for the study and practice of policy design because
of the importance they hold for successful policy-making or, to put it another
way, due to the implications they have for policy volatility and the propensity
and prospects for a policy to fail (McConnell, 2010).

How policy solutions are designed and put into place needs to deal directly
both in planning and in implementation with inherent policy risks in addition to
risks situated in their external environments that can cause policies to fail
(Leong, 2017). Adding a risk management rubric to policy-making and policy
design practices can help mitigate the worst potential effects of these risks and
inform the use of procedural policy tools needed for their mitigation.

Dealing more seriously in this way with problems around policy volatility
and the inherent vices of policy-making is necessary if policy design is to create
better and more effective policies. Although the policy sciences lag behind other
fields in this area at present, much can be learned from studies and processes
found in those other fields, such as engineering and financial product manage-
ment, but also public administration, accounting, and public management,
which have all had to deal directly with the reasons why policies and adminis-
trative arrangements fail. Each field has devised a number of means and
methods for eliminating or mitigating these risks, and many lessons can be
drawn from those efforts for public policy-making including methods and
systems for systematically identifying, assessing, and controlling such risks.

In Section 6 the experiences of several prominent countries attempting to put
elements of such schemes into practice in policy-making and policy design are
discussed.

6 Trends in the Management of Inherent Policy Volatility: Efforts
to Manage Internal Policy Risk in Three OECD Countries
Introduction: Internal and External Risks in Policy-Making

Most studies of risk management in government examine only “external” risks

such as the impact of climate change, extreme weather events, war or financial
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calamities on government action, but as the discussion in the previous sections has
shown there is a large second area of concern that exists and has received attention
in specialized legal, project management, and accountancy circles: that of
“internal risks” (Pérez —Morote, 2024). This includes risks inherent to public
policy-making related to adverse or malicious behavior of policy makers, to policy
“takers” evading or otherwise undermining government initiatives and to factors
such as uncertainty, unpreparedness, and non-learning. These inherent risks of bad
policies and policy failures are part of the policy world which as argued in the
previous section require, but often do not receive, effective treatment in a literature
that tends to gloss over many elements of the darkside of public policy-making.

But policy designs need to take this darkside seriously and deal with efforts to
mitigate the oft-observed (mis)behavior of policy-makers and the malign,
malicious, or venal motivations, which can lead to bad policies as well as
mitigate the inherent vices outlined in earlier sections that can also undermine
even the most well-intentioned policies.

One example that serves to illustrate the importance of accounting for such
risks in policy designs relates to the need in many policies for “truth-telling” on
the part of the public. This is an important part of public life and many policies
from policing to tax collection rely on members of the public telling the truth
about their actions and intentions (Cairney & Wellstead, 2021; Sullivan, 2020).
Payment of taxes, honest responses in national census, and, in the recent
COVID-19 pandemic, honest and truthful health and vaccination declarations,
are all important parts of government action in these areas. The cost of con-
cealed information can be prohibitive for many financial, political, and social
policies and outcomes (Bousquet et al., 2019; Teo et al., 2020). Hence, under-
standing why and under what conditions people behave honestly or maliciously
in failing to tell the truth to government is a significant policy problem related to
compliance, uncertainty and the risk of policy failure.

Such (mis)behavior must be managed if bad policy outcomes are to be
avoided. Ignoring these risks does a disservice to both policy design and policy
studies; both these kinds of risks need to be curbed if not eliminated for policies
to achieve public value (Feldman, 2018; Hoppe, 2018).

This section reviews three archetypal country-level cases in order to discern
the kinds of efforts currently being made in leading countries to manage this
side of policy risk: the UK, the US, and Australia. It draws lessons from their
recent experiences for how well their policy processes grapple with the man-
agement of the “darkside” of policy-making. It proposes a new research agenda
dealing with this side of policy-making and urges its incorporation in the work
of both scholars and practitioners when they consider many facets of both good
and bad policy-making, from policy processes to policy designs and outcomes.
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Policy Volatility in Theory and Practice: Internal Threats
to Policy Resilience and Robustness

The external risks to policy success stemming from causes such as wars,
famines, pandemics, and other kinds of crises are well studied and reasonably
well understood (Boin et al., 2005; Boin & ‘t Hart, 2010). These kinds of risks
are the subjects of most current risk management regimes, both in the public and
private sector, which focus on monitoring and observing their external environ-
ment for signs of financial and other threats to supply chains, product lines, legal
liability, and other dynamics that can affect profitability and shareholder value
or the attainment of public value and policy expectations (e.g. FATF, 2021;
Human Rights Watch, 202 1; Pandemic Prevention Institute, 2021).

External risks of this kind are no doubt significant factors affecting policy
uncertainty, and their consideration and impact has led to the creation of many
policy components and institutions designed to offset this kind of risk. Several
of these techniques and strategies have been described in earlier sections, such
as foresight agencies and environmental scans and monitoring as well as efforts
to enhance government preparedness for problems when they do occur and
learning from past efforts and experiences.

Some internal risk factors, such as the potential for fraud, malfeasance,
dishonesty, and other actions on the part of government officials and politicians
or members of general public, are also recognized and addressed through
institutionalized means such as audits and accountancy standards, performance
reviews and merit-based hiring, competitive bidding and contracting processes
and other kinds of personnel and corporate “best” practices in these areas
(Dimand et al., 2024).

A formal classification of all of the kinds of internal risks that govern-
ments face, however, is still not available in the literature. Internal risks, for
example, are sometimes classified into one or the other of the following
types, but this kind of framework does not do justice to all of the many kinds
of risks outlined in earlier sections:

(1) Human-factor risk — personal factors like strikes, dishonesty, ineffective
management by the staff. This type of risk is most relevant at the imple-
mentation and administration process of policy-making.

(i1) Technological or service risks — technological failure in the process may
cause unforeseen interruption in the process.

(iii) Market risks — unexpected change in acceptance by the public. This is
especially applicable to the process of making decisions and designing
policy options (www.investopedia.com/ask/answers/050115/how-can-
companies-reduce-internal-and-external-business-risk.asp).
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In general, however, what little literature exists on these types of risks is not well
linked to that on public policy-making, policy analysis, or policy design, being
a feature instead of studies in fields such as public and business management
and administration.

Here several facets of these risks that policy-makers and policy designs need
to address are set out.

Internal and External Risks in Public Policy Study and Design

As has been argued in earlier sections, both internal and external risks are aspects
of policy-making and policy design that together contribute to instability and
unpredictability in policy-making and thus critically affect the volatility of
a policy. This instability may ultimately lead to policy failure. But, in many
cases, these risks can be countered through the use of specific kinds of procedural
tools that can help offset some of their most pernicious effects (Howlett, 2020).

In the case of external risks, this often means policy designs may require
more redundancy in the form of resources, capabilities, and planning to allow
them to deal with potentially emergent crises and problems. Better and stronger
efforts to identify and monitor risks such as taking feedback and compiling data
allowing adjustment of a policy while it is being implemented, for example, has
been suggested as a means through which better designs can emerge and many
bad policy outcomes be avoided (Pierson, 1992, 1993; Baumgartner & Jones,
2002; Jacobs & Weaver, 2010).

Importantly, however, such a common-sense approach to managing and
mitigating external policy risks runs counter to many currently dominant
ideas about effective policy-making and efficient policy designs. The idea that
designs should promote or enhance resilience and provide additional resources
beyond the minimum, for example, is one often opposed by the desire for more
frugal expenditure and distribution of resources in the name of efficiency. The
idea of a design calling for continuous adjustments also does not often fit with
an emphasis on strict replication of administrative results through the impos-
ition of defined standards and standard operating procedures (Cole &
Grossman, 1999; Moxey et al., 1999).

This is also not to say that improved formulation processes surrounding the
identification and mitigation of external risks are all that is required for a policy to
succeed. As was argued in earlier sections, even if a policy is developed based on
best existing theoretical and evidentiary models, it may still fail in practice if it
does not address both external and internal risks (Nair & Howlett, 2017; Bennett
& Lemoine, 2014a, 2014b). This is what is needed to happen even when a policy
is exposed to minimal levels of internal risks like fraud, misinterpretation, or
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dishonesty, as additional resources must be allocated to this area if a design is to
function effectively as anticipated (Blanc, 2018).

As we have seen, however, notwithstanding this need, compared to external risks
the academic literature has generally been slow to realize the problem of internal
policy risks. In many existing cases the purpose of the deployment of procedural
tools alongside substantive ones in a policy design is only to slightly enhance the
accountability and transparency of governmental action without making a serious
contribution to internal risk mitigation (Mergel, 2024; Mergel et al., 2021).

Some governments, however, have attempted to deal with these kinds of risks
in a more systematic way and have developed several means through which they
can assess and address them. In what follows, the “best practices” found among
three leading OECD countries in dealing with or applying risk management
models to internal risks (and external) risks are set out.

Models of Policy Risk Management with a Focus
on Internal Risks

In arecent study Howlett et al. (2022a and 2022b) examined six countries out of
thirty-six OECD member states where English is used as the official language —
Ireland, Canada, New Zealand, the US, Australia, and the UK and the efforts
they have recently made in the area of internal risk management. Several of
these countries did not have a substantial amount of information publicly
available on their internal risk management related agencies and procedures
(Canada, Ireland, and New Zealand) and were excluded from the final list,
leaving Australia, the US and the UK as countries where enough information is
publicly available to detail organizational structures, processes, and tools
involved in this kind of risk management.

The risk management frameworks followed by these countries is similar to
some extent. But important differences also exist. This section sets out the
processes and structures uncovered in this study.

The US: An Early Starter but Lately, a Laggard

The US has gone through three distinct phases of development in its risk
management efforts, for most of its history focusing mainly on external risks
(Moss, 2002). The first phase was during the late 18th and early 19th century
when policy-makers mainly focused on identifying and offsetting risks that
were thought to potentially negatively affect trade and investment. By the end of
19th century, lawmakers had enacted a wide range of risk management policies,
all intended to promote trade and investment. Most notable among them were
rules protecting investment and finance such as limited liability, banking
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regulations, bankruptcy law, a fixed exchange rate, and the predictable enforce-
ment of property rights. These policies help lay the institutional foundation of
the American economy.

Phase two started with the dawn of 20th century and brought an entirely new
set of external risks to the attention of US policy-makers. These were related to
the transition of the country from agriculture to manufacturing and industry.
Laws for industrial workers safety, compensation, and unemployment insurance
grew substantially, and the nation’s social welfare policy for the first time
brought the activities of many citizens face to face with the risk management
function of the government in the form of welfare payments and unemployment
insurance among other elements of the welfare state.

The third phase started in 1960s as the federal government’s risk management
policy expanded in every area in order to deal with problems such as disasters,
the environment, and consumer regulation. In this most recent period, the
government also enhanced its risk regime to begin to deal more systematically
with internal risk regulation and management. In its current administrative
process the US federal government requires each federal agency to comply
with a Federal Managers Financial Integrity Act (FMFIA Act) and with Office
of Management and Budget (OMB) and Government Accountability Office
(GAO) standards for internal control (also called “management control” in
OMB documents) of regulations and operations (Hardy, 2010)."

The GAO’s “Green Book” (GAO, 2014) sets out standards for internal risk
management in the federal government and applies to staff at all organizational
levels and to all categories of objectives of the organization. It includes refer-
ence to International Standard 31000 (ISO, 2018) best practice management
procedures, which are expected to provide a common approach to managing any
type of risk. This is supplemented with the COSO Enterprise Risk Management
(ERM)-Integrated Framework. It first issued in September 2004. It provides
a set of risk management standards for businesses of all kinds (COSO, 2004),
and was updated in 2017 (COSO, 2017).

These processes help to deal with some potentially malign or malicious
administrative behaviors but do little to counter risks related to uncertainty,
unpreparedness, or non-learning. And due to their somewhat competing and
over-lapping systems, the risk management programs even in their restricted
ambit, while extensive, are often limited to specific units and activities or
managed on an isolated basis.

' The GAO’s Risk management framework was developed from the Government Auditing
Standards, GAO’s Green Book, guidance from OMB, work on President’s Management
Agenda, and the ERM approach of the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) (NIST, 2018).
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The United Kingdom: Gradual Construction of a Coherent
Internal Risk Policy Regime

The situation in the UK has a very different history. A number of regulatory
scandals around topics such as Bovine Spongiform Encephalopathy (BSE or
mad cow disease) plagued the country at the end of the 20th century and led to
increased public distrust of authorities and industry and skepticism concerning
the capacity or willingness of the government to manage external risks
(Horlick-Jones, 1998; Lofstedt et al., 2011). At the time risk assessment for
the regulatory process used to involve mainly closed expert advisory commit-
tees which did not meet in public.

These problems led the UK government to initiate a new and more open risk
management process to ensure that they “get the balance of regulation right to
everyone’s benefit” (Department of Trade and Industry, 1993). In 2001 the UK
Treasury produced “Management of Risk — A Strategic Overview,” known as
the Orange Book, and in November 2002, a two-year Risk Program was
launched by the Prime Minister in order to drive departments to make risk
management more effective and an integral part of their development plans and
frameworks. The Orange Book program led to the establishment of a general
framework for risk assessment and management expected to be adopted across
government.

In support of this program, a report was published by the Prime Minister’s
Strategy Unit (Prime Minister’s Strategy Unit, 2002) about the need for gov-
ernment to recognize that managing both external and internal risk is a key part
of'its business and set an agenda to improve risk handling(Renn, 2008; National
Audit Office, 2004).

Currently the UK Treasury publishes primary references and overviews of
good practice for corporate governance in central government departments
(generally referred to as “the code”) (HM Treasury, 2017 [a]). The current
administration process in the UK is structured along textbook principles for
risk management systems described in Section 5 (HM Government, 2020). It is
a system that focusses on:

1. Risk identification and assessment — how to determine and prioritize how
risks should be managed in an organization;

2. Risk Treatment — the selection, design and implementation of risk treatment
options in order to support achievement of intended outcomes and manage
risks to an acceptable level;

3. Risk Monitoring — the design and operation of integrated risk monitoring;
and
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4. Risk Reporting — timely, accurate and useful risk reporting is expected to be
done to enhance the quality of decision-making and to support the organiza-
tion in meeting their responsibilities.

With respect to external risks, there is a strong crisis management and emer-
gency planning framework embodying a six-stage process (Plan, Rehearse,
Implement, Maintain, Evaluate, and Recover) for responding to external events
(Legrand & McConnell, 2012; Government Communication Service, 2018).
When it comes to internal risks, in the UK report on Management of Risk (HM
Government, 2020), the Treasury notes that there are indeed “inherent risks”
that exist in policy and governance and that these require “whole-system-
thinking, aligned incentives, positive relationships and collaboration”.

But the report also recognizes that the effectiveness of risk management of all
kinds depends on the individuals responsible for operating any system to put
into place. It also notes that this requires an administrative culture that
“embraces openness, supports transparency, welcomes constructive challenge,
and promotes collaboration, consultation, and co-operation”. It also advises
agencies to “invite scrutiny, embrace expertise, and invest in the necessary
capabilities and learn from experiences”. Policy leads are expected to take
explicit steps to involve the public, understand public concerns, and communi-
cate good information about risk.

Treasury codes set out best practices, for example, suggesting that matters of
internal risks should be a central focus of an organization’s board and also suggests
that the boards should be supported by an “audit and risk assurance committee.”
Such committees are expected to be established in all Executive departments, Non-
Departmental Public Bodies, and other agencies. They are expected to undertake
the task of internal audit and risk mitigation, working with the External Auditor, and
dealing with organization’s financial and reporting issues.

Such committees are expected to consist of a suitably experienced non-
executive board member (the chair of the committee); an internal audit service
(operating to Public Sector Internal Audit Standards); and others. The code
mandates that a board’s regular agenda should include scrutinizing and advising
on risk management and ensuring that such Boards have enough information
and resources to efficiently set the organization’s risk appetite and ensure a clear
framework of governance and risk management exists within each organization.

Unlike the US, then, in the UK some efforts have been made to mitigate some
risks related to uncertainty and unpreparedness, in addition to maliciousness,
but less so with respect to vices such as non-compliance. And some mechanisms
have been put into place to promote learning and mitigate the risk of non-
learning. Most of these processes, however, are geared to administrative
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behavior rather than policy-making, per se, and their impact on policy designs
and policy designing is unclear.

The Commonwealth of Australia: A Fast Learner

In the US, provisions for internal risk management are extensive, but frag-
mented, and much activity is focused on external risks while the UK has taken
some steps to try to unify risk management systems and include both external
and some forms of internal risks in its assessments, though largely through an
administrative lens.

In Australia, risk management started to be seen as a part of formal govern-
ance process only in the 1980s — before this, risk-related matters were only seen
as “common sense” prudential management — but the country has caught up
quickly to the trends apparent in the US and especially the UK.

As late as the early 1990s, the idea of managing risk systematically through-
out an organization was still relatively novel in Australia with most agencies
focusing only on specific, mainly financial and insurable, risks. It was becoming
increasingly apparent to many in Australian government, however, that
a fragmented risk approach, such as that practiced in the US, involving man-
aging risk in silos, did not work well as many risks were found to be highly
interdependent.

At that time, an Enterprise Risk Management (ERM) approach started to gain
popularity in Australian public management circles. Lam (2000), Deloach
(2000), and many other pioneers of the field strongly advocated for ERM and
published works outlining how to design and implement an integrated ERM
process within a government organization. The adoption of the ERM approach
in the Finance Directions to Departments resulted in some early advances in risk
management in this area.

The Australian National Audit Office (ANAO) played an important part in
this advocacy process through presentations, participation in risk management
forums, publications, issuance of Better Practice Guides, and importantly,
emphasizing the need to highlight risk management issues in financial statement
and performance audits. By the onset of the 21st century, risk assessment and
management had been accepted as an essential element of corporate governance
and management practice throughout Australian government.

Like the situation in the US and the UK, the current Commonwealth
Government policy sets out nine elements required in an agency’s Assurance
Review Framework (AU. Dept. of Finance, 2017). These are expected to guide
the establishment and operation of an appropriate system of risk oversight and
management. The central elements required of each department are:
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i. Establishing a risk management policy;
ii. Establishing a risk management framework;
iii. Defining responsibility for managing risk;
iv. Embedding systematic risk management into business processes;
v. Developing a positive risk culture;
vi. Communicating and consulting about risk;
vii. Understanding and managing shared risk;
viii. Maintaining risk management capability; and
ix. Reviewing and continuously improving the management of risk.

Much of this work remains centered on external risks. In managing external
risks and emergency preparedness, for example, the Australian Government
Crisis Management Framework provides for a simple, centralized, and
government-wide management scheme. It gives ministers and senior officials
guidance on their respective roles and responsibilities in crises and sets out
arrangements that link ministers to the work of key officials, committees, and
facilities dealing with crises from wildfires to floods and pandemics (AU Dept.
of the Prime Minister and Cabinet, 2021).

In managing internal risks Australia takes a unified approach but is mainly
limited to managing to mitigate malfeasance and maliciousness. Unlike in the
UK and US, Australia’s internal risk management system is uniform and evenly
distributed throughout each agency’s organizational structure. Separate thematic
risk assessments are carried out across departments for special topics like security,
fraud, and safety, often using specialized accounting and other monitoring methods.

The Commonwealth resource management framework (AU Dept. of
Finance, 2019), for example, governs how officials use and manage public
resources. The PGPA Act 2013 is the cornerstone of this framework and
mandates that the accountable authority must establish and maintain an appro-
priate system of risk oversight and management, and an appropriate system of
internal control to ensure public resources are properly managed.

The Commonwealth Risk Management Policy, published by the Australian
federal Department of Finance, sets out the government’s expectations for
Commonwealth entities in undertaking the business of the government (AU
Dept. of Finance, 2014). Under this framework, a “Risk and Internal Control”
mandate covers risk management as well as compliance reporting and internal
control systems (AU Dept. of Finance, 2020). These tasks include reporting on
compliance, fraud control, audit committees, reporting to Joint Committee of
Public Accounts and Audit (JCPAA), Model Accountable Authority
Instructions, and Australian Government Assurance Reviews. These latter
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include Implementation Readiness Assessments (IRA), Gateway Reviews
Processes, and Assurance Reviews Processes.

Analysis: Internal Risk Management in Practice

This review of three leading OECD countries shows that while external risks are
now commonly considered and monitored on an extensive and systematic basis,
only limited progress has been made toward the recognition and management of
internal or inherent policy risks outside of risks of fraud and corruption. And in
some countries like the US this is done in an ad hoc and decentralized way.

In the UK, risk assessment in general only recently became a matter of
governmental concern after high public attention due to a series of high profile
policy failures (Dunlop, 2017). Most innovations happened during the first
decade of the 21st century, when major transformations in UK risk management
took place (Grant, 2009). These include developing risk assessment as an
integral part of government policies and for public companies that were also
required to implement risk policies and disclose their risk data. Audit and risk
committees in the UK are now important entities in government organizations.

The corporate governance structure of internal risk management in US, on
the other hand, is highly focused on internal control and financing, and risk
management in this area is a joint function of the department’s financial officer,
office of Inspector General and staff, along with guidelines from OMB’s
Circular, GAO’s Green Book, and other programs. The result is a patchwork
of risk assessment and management processes. Agencies nevertheless generally
follow the Government Performance and Results (GPRA) and the GPRA
Modernization Act (GPRAMA) and produce annual performance reports to
report their strategies, goals, and operations to the Congress. Currently, how-
ever, many agencies do not (and are not required to) have an independent risk
management framework.

The internal risk management system in the Australian government on the
other hand is the most uniform of the three countries. Today, risk assessment is
part of all levels of governance in Australian agencies and includes both
external and some internal risk management. Throughout the corporate struc-
ture, risk management regulations are strongly embedded, and responsibilities
are assigned to every layer of government. As in the UK, audit committees are
the most important mechanism for internal risk assessment and are comprised of
board members, executive board members, and independent members.

Table 6 outlines the risk management processes found in the three
jurisdictions.
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Table 6 Risk management process in US, UK, and Australia compared

Risk Management US’ Risk Management UK’s Risk Management  Australia’s Risk Management Structure
Processes Structure Structure
Risk identification * Control Environment * Risk identification and + Establishing the risk management policy
assessment + Establishing risk management framework
* Defining responsibilities
* Embedding risk management into business
processes and systems
Assessment * Risk Assessment * Developing a positive risk culture
 Establishing communication and consultation about
organization’s risk
Mitigation * Control Activities * Risk Treatment * Understanding and managing shared risk
¢ Information and * Maintaining risk management capability
Communication
Review * Monitoring * Risk Monitoring * Reviewing and continuously improving the

* Risk Reporting

management of risk
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While this situation is an improvement on earlier eras, these systems remain
limited and restricted in scope, with a primary emphasis on monitoring and
mitigating external risks and only very partial application to some internal risks,
namely maliciousness and unpreparedness. Important areas of policy volatility,
including compliance, uncertainty and learning remain very much under-
represented.

Conclusion: Existing Risk Management Regimes and Their
Principal Focus on External Risk

Policy volatility or the propensity for policies to fail is affected by both external
and internal factors, although in both the scholarly literature and governmental
practice most attention has been paid in the past to, and continues to be lavished
upon, the former.

Bad policy actions, however, can result from the personal enrichment of
proponents, and policy-making can be gamed and governments defrauded or
may be unprepared for changes in their environments and crises (Howlett,
2020), and the risk management systems of leading OECD countries try to
deal with some of the most pernicious and important aspects of these vices. But
other aspects of poor policy processes and outcomes have only been studied
systematically on rare occasions and are generally overlooked in existing
government policies and procedures for risk management.

Nevertheless, as the three case studies show, some governments have begun
to create guidelines and agencies to systematically anticipate and mitigate some
of these kinds of internal risks. Such risk management is vital if a government is
to meet its goals. Without better internal risk management, it is difficult to offset
policy risks once a program or policy is in place (Falco, 2017; Taylor et al.,
2019). The comparison of the risk management processes of the three countries
set out earlier shows that some efforts have been made in leading OECD
countries to deal with some of these issues proactively. The processes in the
US and the UK, however, are still very broad and do not establish as clear links
to the managing internal risks as occurs in Australia, and still deal mainly with
the need for enhanced preparedness to meet external crises.

As a result of this neglect, in most countries policy designs continue to be
developed with only the most rudimentary and cursory knowledge of the kinds of
“Internal” policy risks they face. There remains a pressing need to “design in”
correctives beyond stricter financial accountability mechanisms, verification, and
monitoring. Dealing with the inherent risks or policies and policy-making requires
a specific set of mitigative procedural tools to be fully developed and implemented
in order to offset the risks of failure posed to policy designs and policy activity.
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7 Conclusion: Vigilance and Vices

There is a darkside to public policy that is manifested in bad policy outcomes
and bad policies. It is found where the separate or combined vices of uncertain-
ties, poor preparation, poor competencies, or the ill-intent of actors or groups of
actors thwart the ability of policies to serve the public interest. It includes both
the activities of policy makers and policy takers, and this behavior needs to be
carefully examined and incorporated into thinking about policy-making if it is
to advance the creation of effective policy designs (Howlett, 2021).

To anyone who has worked in public policy, the challenges of complexity,
ambiguity, and error are familiar and unwelcome companions in policy formu-
lation, decision-making, and implementation. The five inherent vices of policy
identified here — unpreparedness, non-learning, uncertainty, maliciousness, and
non-compliance — remain a constant threat to policy-makers. These sources of
policy volatility inhere naturally in processes of administering vast and sprawl-
ing state institutions, processes, and infrastructure, and the possibility of policy
failure from them is an ever-present threat.

Vices Revisited

Our intention here has been to focus attention upon two sources and meanings
of bad policies: normative analyses of what is meant by serving the public
interest and the negative effects of replacing it with the private, and more
technical analysis of the nature of the “inherent vices” or the built-in problems
of policy-making that can easily generate bad or poorly performing policies.
The former aspect of bad policies was discussed in the early sections of the
book in terms of the norms of democratic and liberal democratic governments
and the assumptions about the meaning of good government that adhere to the
policy sciences. Attention was paid to their origin in liberal democratic precepts
and the pressures those assumptions face in the contemporary era due to
counter-currents such as populism and democratic backsliding. The second
aspect was discussed in terms of five problems that adhere to policy processes
and require dedicated action to be overcome or at least their effects mitigated.
Unpreparedness is always an issue as circumstances change in sometimes
difficult to predict ways. Uncertainty arises from “ill-structured” or “wicked”
problems where solutions are elusive but also exists well beyond that in terms of
scope and intractability. Maliciousness refers to the vulnerability of government
and public policies to manipulation by self-interested actors. Non-compliance
represents a key barrier to effective policy implementation, including not just
administrative challenges but also intentional resistance or circumvention of
government intent by target populations. And non-learning is also always
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a problem as evaluating policy effort and outcomes and the links between them
is highly challenging.

While some of these inherent vices have received attention from both practi-
tioners and scholars, others have not. Problems around uncertainty and unpre-
paredness, for example, especially in the context of external risks, have led to
the creation of risk assessment systems in government which try to also control
some problems with maliciousness such as corruption and malfeasance. The
role of malice in policy-making, however, is a key subject in policy-making,
which has been given scant attention in the field notwithstanding its extensive
analysis in other cognate fields such as law, political science or public adminis-
tration. From boardrooms to the ballot boxes, a variety of actors — from
decision-makers and administrators, to implementing agents and the intended
beneficiaries of policies — can endeavor to distort public processes for personal
or electoral gain, and this well-known penchant needs to be addressed directly
in public policy studies. Learning is also a subject which has received a great
deal of attention along with its variants such as poor or non-learning.

These kinds of vices are not merely of scholarly interest as they have
practical, palpable consequences for the real quality of government as it is
encountered by citizens on the ground. Malice and maliciousness, for example,
manifest themselves in a range of behaviors that are bad for policy: the use of
public authority to favor particular ethnic or religious groups, or to penalize
sections of the public for, perhaps, voting for a different party, or belonging to an
unfavored region. They might even include policy-makers making profit for
themselves, via companies in which they have a financial interest or through
much more direct forms of bribery, corruption, and self-aggrandizement.

Compliance is another such issue that has not received its due attention.
Existing governmental risk identification and management systems do not cover
it, and research in implementation studies has been committed to scrutinizing
administrative behavior and its pitfalls, from principal-agent chains to financial
and human resource constraints, rather than the equally important issue of com-
pliance. As was noted by Weaver (2009) above, target population compliance is
very much “the final frontier” of implementation research. Policy success is
intrinsically dependent on the behavior of those they aim to influence — the “policy
takers” — and more effort is needed to both study this vice and design for it.

Compliance is a good example of a vice that requires in-depth analysis. It is
not merely a matter of blithe or blind rule-following: public compliance, in
liberal democracies and elsewhere, is a matter of consent. To consider policy
targets as “static entities,” as some perspectives from the 1970s and 1980s have
held, is myopic. The public are neither inert nor infinitely malleable, and their
behavior is shaped by a myriad of factors, from levels of trust and social norms
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to their perception of the government’s legitimacy in even a addressing an issue
in the first place.

As we have suggested in this Element, orthodox accounts of policy compli-
ance focus on calibrating incentives and disincentives to “steer” targets toward
desirable behavior. Such approaches sidestep the social and political questions
of who gets to be a “target,” and minimize the intricate behaviors that lead to
both non-compliance and compliance.

A better approach for dealing with this vice, by contrast, is one which more
actively seeks to account for the multifaceted and often somewhat unpredict-
able behaviors of the targets — crucial in myriad sectors, from littering to traffic
safety. Anticipating and mitigating such behavior entails not just tackling
determined non-compliance through better research but also pre-empting
such behavior. Recent years has seen an uptick in scholarly interest in the
subject, leading to the rise of what has been called the “behavioral turn” in the
discipline as more attention has been turned to understanding policy-taker
motivations (Leong & Howlett, 2019). This is a promising development in
advancing the agenda of research into the darkside of policy-making and bad
policy.

The Need for Vigilance

These behaviors and others linked to policy vices enhance the uncertainties
inherent in policy-making and in doing so augment policy volatility and the
chances of policy failure. While risks are often thought to concern mainly the
risk of adverse exogenous events, many cases of bad policy involve deviations
from the public good and the attainment of public value that occur through a lack
of effective organizational processes for internal risk assessment. As such, they
potentially can be curtailed through improved internal risk regulatory mechan-
isms and processes ranging from more robust policing and anti-corruption agen-
cies to checks and balances in contracting, expenditure, and recruitment.

Developing more robust and effective internal risk management policies,
however, requires policy advisors, analysts, and decision-makers to recognize,
manage, and strategize for these variegated vices, necessitating policy designs
that are not just agile and flexible, as required in navigating the “normal
wickedness” encountered in policy-making, but also resilient in turbulent
environments where policy landscapes shift quickly.

There is some evidence that these concerns for better risk management and
the acknowledgment of inherent vices and the dark-side of policy-making are
being recognized by some governments and a set of procedural tools developed
and deployed to deal with some of them. But as the discussion of the UK, US,
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and Australian cases earlier has shown, this record of policy initiatives has been
focused on OECD governments and even there has been uneven.

It is, nevertheless, the task of the vigilant and ethical policy professional in
government, as well as those working in policy analysis and policy design
practice, to identify and diminish these vices to the fullest extent possible.
Doing so is fundamental to ensuring that democratic governance is properly
maintained and, perhaps just as importantly, seen to be maintained.

The values of good government are threatened where policy is misaligned with
the public interest, whether bad policy emerges through poor policy design;
obscured by murky decision-making methods; or its outcomes subverted by the
ulterior political or private agendas of bad faith actors. The central conception of
Fritz Scharpf’s (2003) framing of legitimacy is that the essence of democratic
governance lies in its ability to align the will of the public with governmental
actions, while Luetjens, Mintrom, and t’Hart have also contended that political
legitimacy in public policy is dependent on both the outcomes and the methods
used in aligning of policies with systemic governance values (2019, p. 5).

That is, the legitimacy of public policy is not merely an abstraction but
a socially sanctioned political obligation to make good governmental decisions.
As a result, there is no straightforward process for dealing with the darkside for
two reasons: first, there is a multilayered mediation of public will expressed
through institutional structures, electoral systems, and other mechanisms in every
country and each of these are imperfect. At best they are akin to a palimpsest or
impressionist reflections of a general public will, but this “impression” is often all
that an administrative apparatus has to go on as the final executor of the public’s
will. And second, the nature of policy risks is that they are omnipresent and the
“default” in any policy-making situation. Conscious, dedicated, and well-
informed action is needed, continuously, for their mitigation.

Giving Light to the Darkness

Formulating a policy that mobilizes available state resources to achieve gov-
ernment aims is bedeviled by the complex social, economic, environmental, and
political circumstances in which state managers and policy professionals are
only partially sighted navigators. The “causal theory” of a public policy — “if we
want to achieve x, then we need to do y and z — usually has countless confound-
ing or countervailing variables.

However, a key part of the problem with the presence of bad policy has been
the scholarly neglect of policy risks, and especially “internal” ones, and a lack of
attention to steps that can be taken to deal with them. While the “procedural”
tools needed to mitigate policy vices are well-understood in the fields of public
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administration and anti-corruption studies, among others, policy studies as
a discipline has yet to fully assimilate them into its core frameworks (Bali
et al., 2021; Lang, 2019).

Our framing of bad policy as a normative and analytical possibility in this
short work is no more than a beachhead for policy scientists working on and
against the “darkside” of public policy. Extant scholarship provides founda-
tional understandings of the subject, such as the literature cited in this Element,
but leaves considerable scope for further research that can more comprehen-
sively guide policy formulation, implementation, and design. Future studies
need to integrate these disparate strands of knowledge to offer non-Panglossian
solutions to the complicated and often negative realities of policy-making.

In synthesizing the insights from existing works on the subject, our work calls
for a more nuanced understanding of bad public policy — one that integrates the
crucial role of the public in conferring legitimacy, warns against the dangers
posed by policy vices for policy failure, and guards against intentional diver-
gence from the public interest. Such a comprehensive perspective is not merely
an academic exercise but an empirical one too: an urgent imperative for
preserving the ethos, quality, and effectiveness of public policy.

The relationship between democratic expression, state-administered out-
comes, and the subsequent legitimacy of public policy is not easily established,
and it is quite clear that a failure of alignment between these three elements does
not necessarily reveal the presence of bad faith political actors (Peter and Nagel
2025). That said, it is our view that many policy scholars have neglected to
consider the circumstances in which bad actors can misappropriate public
institutions, their resources, and powers and create bad policy. Drawing atten-
tion to the risk that the public interest and the achievement of public value can
be easily undermined by the vices inherent to policy processes is, as we have
argued, an urgent undertaking for analysts who have often modelled public
policy processes on the assumption that institutions are populated by political
actors operating in good faith and kept well in check by well-functioning
institutional safeguards when these both may be sorely lacking.

These risk problems are significant for the study and practice of policy-making
and policy design due to the implications they have for policy volatility and how
likely it is for a policy to fail and why (McConnell, 2010). That government
intentions may be ill-informed, and state and governance knowledge bases and
capacities limited, that decisions may not solely be oriented toward the creation of
public value; and that policy targets may indulge in various forms of “misconduct”
from fraud to gamesmanship, undermining government intentions of whatever
kind — all these are only very rarely, if ever, examined in the policy design
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literature despite their prevalence in other fields of scholarly attention and inquiry
(Arestis & Kitromilides, 2010; Howlett, 2020, 2021).

Dealing more seriously with these problems around policy volatility and
inherent vices is necessary if policy design is to achieve its purpose of creating
better and more effective policies. What we call for is the incorporation of
redundancies and adaptive mechanisms that allow for effective monitoring and
mid-course corrections, a theme echoed in the works of Pierson (1992), among
others. This can be done through a variety of means — from institutionalizing
foresight agencies to deal with the risk of surprises affecting government
agendas to improving and mainstreaming evaluation and measurement activ-
ities to reduce the risk of poor or non-learning occurring in policy evaluation
(Dudley & Xie, 2022; Dudley, 2022).

Although the policy sciences lag behind in this area at present, much can be
learned from studies in other fields, which have had to deal more often and more
directly with the reasons why the artifacts they produce often fail. The new focus
on policy-maker and policy-taker behavior that has already been noted in works
on the “behavioral turn” (Leong, 2020), for example, holds out much hope in
shedding light on the causes and origins of bad policy and how it can be avoided.

In undertaking this analysis, the Element explicitly seeks to re-center the
normative components of public policy analysis and policy design work to re-
emphasize the place of the public interest and legitimacy in state institutions and
the role they play in the creation of good policies, and the avoidance of bad
policy and poor outcomes. That is, what has often been thought to be “good”
policy-making has an explicit, values-based dimension, and the identification of
these values, which may or may not exist in any given country, is an important
component of identifying the sources of policy volatility and its correctives.

To tackle this challenge, we have, in this Element, proposed an analysis of the
“darkside” and possible corrective measures that equips scholars and policy-
makers alike with, first, the certainty that this is indeed a topic of vital import-
ance to all public policy enterprises — from research and analysis to design and
implementation — second, a sense of the kinds of tools and techniques that can
be deployed to offset or mitigate these problems, and third, a “set of concepts™ —
policy volatility, inherent vices and policy risks — which can help gain purchase
into these phenomena.

The Element thus offers a method to help give form and “light” to the
“darkness.” Looking at policies as a portfolio of risks, analogous to what is
done with investment portfolios in the case of the financial industry, where
a portfolio logic is used to deal with the uncertainties involved in market
forecasting and investment packages are tailored to specific risk preferences of
consumers and investors, is a helpful heuristic in this effort (McFarlan, 1981;
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Archer & Ghasemzadeh, 1999; Pellegrinelli, 1997; Olsson, 2008; Project
Management Institute, 2008; Sanchez et al., 2008; Sanchez, et al., 2009; Teller
& Kock, 2013). And so are as are the systems for risk management developed by
businesses and industry. The insights from these models and systems can help
inform policy design thinking. Minimizing volatility and mitigating the internal
risks of policy-making should be undertaken with this logic in mind.

The Element invites policy-makers, scholars, and the public to engage more
thoughtfully with the ideas of good governance and the public interest in policy-
making, considering them not as self-evident terms but rather as concepts
requiring ongoing and public interpretation and negotiation. As we have men-
tioned several times in this Element, there is no necessary link between bad
policy and regime type. Bad policies exist in liberal democratic countries as
well as authoritarian and other types and this point should not be forgotten.

We contend that a rigorous understanding of policy volatility, inherent vices,
and internal risk mitigation is necessary for the vitality and sustainability of
good governance and effective public policy. Our attention to “inherent vices” is
also a call to vigilance. Policy-making is a complex and challenging endeavor
plagued by uncertainty, susceptible to manipulation, and often undermined by
non-compliance. Effective policy-making and the avoidance of bad policies
requires explicit strategies for addressing these issues and necessitates a multi-
disciplinary, multi-tool approach. Such an approach goes well beyond the
findings and works of the traditional literature on policy success and failure
found in the historical and recent policy sciences and is a subject well worth
pursuing in more detail in all its ramifications.
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